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MEMORANDUM FOR: DDA Records Management Officer
DDI Records Management Officer
DDO Records Management Officer
DDSGT Records Management Officer
DCI Administrative Officer

SUBJECT: Authority to Classify

REFERENCES: a. E.O. 11652, '"Classification and
Declassification of National
Security Information and Material,"
dated 8 March 1973
b. National Security Council Directive,
dated 1 May 1972
c. | STAT

1. This Staff has been assigned partial responsibility
for the implementation of Classification/Declassification
procedures established by E.O0. 11652 and the implementing
NSC Directive.

2. Attached are copies of a pamphlet entitled,
"Know Your Responsibilities as an Authorized Classifier,"
provided by the Interagency Classification Review Committee
for all authorized classifiers. A copy of the pamphlet is
to be distributed to all authorized classifiers with the
name of the classifier typed on the pamphlet, and a note
reminding the classifier to read and be familiar with his
responsibilities in this connection. May we ask that you
please accomplish distribution to those classifiers in your
component (computer listing attached).

3. At the same time, may we request that a thorough
review be made of the listing of classifiers to determine if
the requirement for classifying authority continues in each

case.
4. Action should be taken to delete classifying
authority in cases where a real need does not exist. I
would appreciate having the results of such a review by
26 September 1975. STAT
STAT
Chief, Information Systems Analysis Staff
STAT
Attachments (DDI{ | DCI{  |DDSET-  |DDA- DDO
ISAS:BEC:dr (2Sept75) STAT
STAT
STAT
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" The Washington Star

- SECRECY

Continued From A-1

memorandum attached to the
order, dated March 31 and signed by
Edward Dolan, acting assistant
attdrney general for administration,
asked the heads of all Justice Depart-
ment divisions, boards and offices to
submit their comments on the
proposal by tomorrow.

{

“IF ' YOUR RESPONSE is not re-
ceived by that date,” the memo said,
“wL% will conclude that you concur
with the proposed order as written.”
Calls to some high-ranking officials
in the department whose comments
had been solicited showed that they
had never seen the proposal.
ne Justice lawyer involved in
‘handling "Freedom of Information
and Privacy acts requests said, “I
just saw it yesterday. It’s absolutely
‘insane. It reads like an official se-
crets act, like something they would
put; together over at the Pentagon.
There’s an obvious need for secruity
here, but this thing is overkill.” :
Another Justice official said the
proposed classification plan ‘‘would
undercut everything we've' been
trying to do around here for the past
couple of years. We've been trying to
overcome the public’s vision of the
Justice Department as clutching to
its {bosom every record and docu-
ment it has and saying, ‘No, you
cap’t have it.’ I'll do my best to keep
it ffom being promulgated.” :
*1 blew my stack when I 'saw the
thing the other day,” another angry.
Justice lawyer said. “Besides the
segrecy, which would give the de-
partment a-black eye, the order pro-
"poses a bureaucratic nightmare.
We¢'d be putting ‘sensitive’ stamps on
everthing. I think this thing will die
of ps own weight.” )

THE ORDER STATES that as
~head of the Justice Department, “‘the
attorney general’s authority to gov-
-ern the conduct of business and the
tody and use of records is plainly’

(o)
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—United Press Intermtional

Atty. Gen. Griffin Bell: Role in Justice’s secrecy order still not kifovn.

-sufficient to support a system regu-

lating” the flow of information within
the department -and to determine
what information can be given to the
public. -

The proposed order defines the
designation ““DOJ Sensitive”” as
being applied to any ‘‘unclassified
departmental information which for

a signficant reason must be pro-
tected against uncontrelled
release. . . .” The order says that
this ‘‘control marking ... dmotes
unclassified, sensitive departnental
information exempted from  rublic
disclosure under law.” . . .

Requests undey. ‘the Freedom..of
Information or Privgey acts. hr ar-
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' DOJ Sensitive material beconiés
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o “DOJ Sensitive” information

#ratthot be honored- until the origi-}.
-nating office or higher authority ha‘s’ '

been consulted,” the order states.
It ‘also lists precautions, against

“oral disclosure’” of the classified

information ‘‘during discussions,
prevention of visual access to the
information, protection against unau-
thorized assessing of the information

... . in telecommunications §ystems,

and  unauthorized release of docu-
ments, either gratuitously or in re-

sponse to a specific request for|f

information.”’ :

THE ORDEfl SPECIFI;ES that
“except as specifically exempted;

automatically decontrolled four
years after the designation.’’ It says
that such materials can be ireleased
for ‘‘official purposes’ outside the
department, but it raises the!possibil-
ity that the recipients might have to
undergo FBI investigation to deter-
mine their ‘“‘trustworthyness.” d
The order goes into great detail on
the methods for storing and transmit-
ting the classified material to
preclude unauthorized disclosure and
even warns department  officials
about using the telephone t9 discuss
such information. |
" “In view of the ease with which
information can be compromised by
the use of the telephone, :officials
should ‘consider the risks -involved

and the sensitivity of the informa- ||\

tion, and exercise discretion-in using

this transmission medium.” ' -
The order said that “DOJ Sensi-

tive’' material which does not have to

be retained ‘“‘shall be destroyed in the [} .
same manner as classified waste, |l
such as by burning, pulping or shred-}| .

ding.” .

Officials were instructed to ensuref]..

that prompt and appropriate admin-
istrative action be taken agginst any
department officials or employes at

any-level who are determined to have! .

been responsible for the unauthorized

fied information. -“‘Such leaks . .
will be immediately reported to the

degartment security officer.”’ .

release or disclosure of such classi-{-
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A new system for classifying Government documents relating to national security matters
was established on March 8, 1972, by Executive Order 11652. and further implemented by a
National Security Council (NSC) directive on May 17, 1972. The change represented the first
major overhaul in the classification system of Federal documents in 20 years. Every authorized

classifier should obtain a copy of the

- Authority To Classify

The authority to originally classify information or material
under Executive Order 11652 is restricted solely to those offices
within the executive branch, enumerated in the order, that are
concerned with matters of national security and is limited
within those offices to the minimum number of persons abso-
lutely required for efficient administration. This authority may

S order, the implementing NSC directive, and the regulations
of his or her own department or agency and become thoroughly familiar with their contents.

be exercised only by the heads of the departments or agencies
and certain other properly designated officials and subordi-
nates. No one else may assign original classifications. Desig-
nated officials may classify information or material only at
the level authorized and below. Authority to classify may not
be delegated to individuals not properly designated,

Security Classification Categories

Official information or material that requires protection
against unauthorized disclosure in the interest of the national
defense or foreign relations of the United States (collectively
termed “national security” information or material) shall be
classified in one of three categories; namely, TOP SECRET,
SECRET, or CONFIDENTIAL. No other categories shall be
used except as expressly provided by statute. These categories
may only be used in accordance with the following definitions:

TOP SECRET refers to that national security information

= ~ormaterial whichrequires-the-highest:degre&:6f-protection:===-= tivnal<security;revélation-of-significant-military-plans or - ===

The test for assigning TOP SECRET classification shall be
whether its unauthorized disclosure could reasonably be ex-
pected to cause exceptionally grave damage to the national
security. Examples of exceptionally grave damage include
armed hostilities against the United States or its allies, dis-
ruption of foreign relations vitally affecting the national
security, the compromise of vital hational defense plans or
complex cryptologic and communications intelligence sys-
tems, the revelation of sensitive intelligence operations, and
the disclosure of scientific or technological developments vital

Personal Responsibility

Each person possessing classifying authority shall be held
accountable for the propriety of the classification attributed to
him. Both unnecessary classification and over-classification
must be avoided. Classifications must be based solely on na-
tional security considerations. In no case may information be
classified to conceal inefficiency or administrative error, to pre-
vent embarrassment to a person or department, to restrain

* competition or independent initiative, or to prevent for any

other reason the release of information that does not require
protection in the interest of national security.

k3
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to national security. This classification shall be used with the
utmost restraint.

SECRET refers to that national security information or
material which requires a substantial degree of protection.
The test for assigning SECRET classification shall be wheth-
er its unauthoribed disclosure could reasonably be expected
to cause serious damage to the national security. Examples
of serious damage include disruption of foreign relations
significantly affecting the national security, significant im-
pairment of a program or policy directly related to the na-

intelligence operations, and compromise of significant scien-
tific or technological developments relating to national se-
curity. The classification SECRET shall be used sparingly.

CONFIDENTIAL refers to that national security infor-
mation or material which requires protection. The test for
assigning CONFIDENTIAL classification shall be whether
its unauthoribed disclosure could reasonably be expected to
cause damage to the national security.

Other designations coupled with one of the above three cate-
gories pertain to access restrictions only.

Any Government officer or employee who unnecessarily clas-
sifies or over-classifies information or material will be so noti-
fied. Repeated abuse of the classification process is grounds for
an administrative reprimand. The term “classification abuse”
means unnecessary classification, over- or under-classification,
failure to assign the proper downgrading and declassification
schedule, improper application of classification markings, im-
proper placing of a document in an exempt declassification
category, any classification or exemption action taken without
authority, or an improper delegation of classification authority.




When Classifying a Document

Unless specifically exempted, pursuant to one of the four
exemption categories set forth in Section 5(B) of Executive
Order 11652, by an official authorized to originally classify
information or material TOP SECRET, classified information
and material must be subject to the General Declassification
Schedule (GDS). Alternatively, it may be designated for auto-
matic declassification on a given event or on a date earlier than
provided for in the GDS. This is called the Advance Declassi-
fication Schedule (ADS). The use of the exemption authority
shall be kept to the absolute minimum consistent with national
security requirements.

Proper marking of a classified document is important! Each
classified document shall show on its face its classification and
whether it is subject to the ADS or GDS.or exempt from the
GDS. Only authorized stamps, properly completed, may be
used. If a document is stamped “Restricted Data” or “Formerly
Restricted Data,” such markings are, in themselves, evidence
of exemption from the GDS. The face of the document shall
also show the office of origin and the date of preparation

Special Responsibility To Protect
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and classification. To the extent practicable, the body of the
document should be marked to indicate which portions are clas-
sified and at what level and which portions are not classified
in order to facilitate excerpting and other use. Material con-
taining references to classified materials, which references do
not reveal classified information, shall not be classified. Each
classified document must also identify in some manner, in
accordance with approved procedures, the individual at the
highest level that authorized the classification. Where the in-
dividual who signs or otherwise authenticates a document has
also authorized the classification, no further annotation as to
his identity is required. Every authorized classifier should be-

come thoroughly familiar with the proper marking require-
ments. '

If the classifier has any substantial doubt as to which of the
classified categories is appropriate, or as to whether the in-
formation. or material should be classified at all, the least re-
strictive treatment should be used.

o

An authorized classifier or other holder of national security

information or material shall observe and respect the classi-
fication assigned by the originator, giving it the strict protec-
tion required by its level of classification. If a holder believes
that there is unnecessary classification, that the assigned clas-
sification is improper, or that the document is subject to de-

classification under Executive Order 11652, the holder shall
so inform the originator, who shall thereupon reexamine the
classification. Under no circumstances may a holder make an
unauthorized release of national security information. There
are provisions in the U.S. Criminal Code and other applicable
statutes relating to penalties for such unauthorized disclosures.

Implementation and Review Responsibilities

The Interagency Classification Review Committee (ICRC)
was established at the direction of the President to assist the
National Security Council in monitoring the implementation
of Executive Order 11652. The ICRC has extensive oversight
responsibilities, which are outlined in the order and in the
implementing National Security directive of May 17, 1972.

Approved For Release 2007/07/09 : CIA-RDP86-00674R000200050006-0

Within each department or agency, there is a departmental
review committee that has responsibilities to act on all sug-
gestions or complaints with respect to the individual depart-
ment’s administration of the order. Such suggestions or com-
plaints may include those regarding over-classification, failure
to declassify, or delay in declassifying not otherwise resolved.

Interagency Classification Review Committee
' Washington, D.C. 20408

GSA DC 75.11231

b
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. o Central Intelligence Agency A

| Washingon, 01.C. 20505
OLC 77-3872/b
Honorable Howard}W.ICannon, Chairman
Committee on Rules and Administration
United States Senate

Washington, D.C. 20510

Dear Mr._Chairmah:V

- Thank you for your letter of 7 September 1977 o

Se 0T AT

requesting information on downgrading certain classified

intelligence information from the Central Intelligence \

- Agency provided to the Senate Select Committee on
Presidential Campaign Activities. I understand that

this information is now in the custody of your Committee

pursuant to a Senate resolution.

" All or a great part of that intelligence information
was compiled through the use of sensitive intelligence

sources and methods. It is, therefore, exempt from
automatic declassification under Section 5, paragraph
B(2) of Executive Order 11652, and each classified
document in your possession should contain a notice to
that effect. If such a notice has in any case been
omitted through oversight, I request that you accept

- this letter as equivalent assurance that the Agency

documents in your custody are not.subject to automatic

declassification. o

I might add that our understanding with the Senate
Select Committee on Presidential Campaign Activities

has always been that information derived from intelligence
sources and methods would not be subject to declassification

in keeping with the provisions of Executive Order 11652
already cited. o S

I appreciate your interest in bringing this matter
to my attention. , : . ‘

Yours sincerely,

Distribution: : , A
Orig - Adse / _ o
& oot . | €i{/ STAT
1 - Acting DDCI STANSFIELD TURNER
1 - ER-
1 - OLC/Subj
1 - OLC/Chrono

OLC/RJK/ksn (13 Oct 77)
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ROBEMT C. BYRD, W, VA, K ROBENT.P. GRIFFIN, MICH.

JATRES B. ALLES, ALA. : HOWARD N. BAKER, JR. TENN,
) :A.&mA ?;I;L:AH‘»JI~H.L B A -
 wtttase soc wiowTEm cocsmang, STAPF | ,J:’ Cntteh Siatles .-%enaie .
CHESTER M. SMITH, CHIEF COUNSEL -
< LARRY £. SMITH, TY STAFF on ) COMMITTEE ON

RULES AND ADMlNISTRATION
" WASHINGTON, D.C, 20510

| AuSeptember 7, 1977 fowe #77- 3372,

' Admiral Stansfield Turner

Director .. S
Central Inte111gence Agency e
_Washlngton D. C. 20505 . - - . e
il_f- - . Dear Adm1ra1 Turner° e ‘IS j-e o ""l o ‘5Mnéwwi5;
L _ A e Akt
In the course of its 1nvest1gat1on, the Senate lmmwﬂ*“

Select Cummittee on Presidential Campaign Activities 7
. obtained certain classified material from the Central

Intelligence Agency.  Senate Resolution 369 of the

93rd Congress transferred .custody of these and other -
-f11es to the Senate Committee on Rules and Admlnlstratlon.’

- Under Chanter 1V, Sectlon A, Subsection 2, of
Executive Order 11652, as modified, "information and

- material originally classified- "Secret" shall become
‘automatically downgraded to "Confidential' at the end

- of the second calendar year following the year in which
it was originated, and declassified at the end of the
eighth full calendar year follow1ng the year in whlch i,
it was orlglnated " ‘

. These<mater1als were classified "Secret" in the
- calendar year 1974 and now seem to qualify under the
automatic dec1a551f1cat10n subsectlon of Bxecutlve Order
11714 : : D
Downgrading the classification at this time would

-permit us to include this material in the working files
of the Watergate Committee, now housed in the vaults

of the Manuscript Division of the Library of Congress -
-and allow this material to. be made available by this
Committee, on a limited basis, to our highest need cate-
gory of requestors comprised of prosecutors, defendantS'
and Congre551onal Commlttees.

.1 will apprec1ate your early résponse. - - STAT

- Sincerely,

o : _ Chairman : o
HWC/SS/gr | o T
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T— T AT

Approved For Release 2007/07/09 : CIA-RDP86-00674R000200050006-0

0\0

<

Next 4 Page(s) In Document Denied

Q"‘f’

Approved For Release 2007/07/09 : CIA-RDP86-00674R000200050006-0



Approved For Rel?ase 2007/07/09 : CIA-RDP86-00674R060200050dbé;0-.::"

- -
SN HOWARD W. CANNON, NEV., cHAIRRIAN
g -
® MARK O. HATFIELD, OREG. i : 7 -
« ROBERT P. GRIFFIN, MICH. bl
HGWARD H. BAKER, Ji., TENN.

CﬁQNE'."‘ELL. ra "
HoOBERT C. HYRD, W. VA. 5
JAMES B. ALLEN, ALA.A
HARRISON A. WILLIAMS, JRY, N.J.
BICK CLARK, JOWA Q‘{ ,{ b i { @ 4
rvl Y ' f% k = /".t_} i
witllam mC WHORTER COCHRANE, STAFF DIRECTOR 1 e a’ 99 Qﬁ@¢9
CHESTER H. SMITH, CHIEF COUNSEL
COMMITTEE ON

LARRY E. SMITH, MINORITY STAFF DIRECTOR
RULES AND ADMIMSTRATION

DD/A Regis

WASHINGTON, D.C. 20510

September 7, 1977

Admiral Stansfield Turner
Director

Central Intelligence Agency
Washington, D. C. 20505

Dear Admiral Turner:

In the course of 1its investigation, the Senate
Select Committee omn Presidential Campaign Activities
obtained certain classified material from the Central
Intelligence Agency. Senate Resolution 369 of the
93rd Congress fransferred custody of these and other
files to the Senate Committee on Rules and Administration.

Under Chapter 1V, Section A, Subsection 2, of
Executive Order 11652, as modified, "information and
material originally classified "Secret' shall become
automatically downgraded to nconfidential" at the end
of the second calendar year following the year in which
it was originated, and declassified at the end of the
eighth full calendar year following the year in which
it was originated.” .

These materials were classified '"Secvet' in the
calendar year 1974 and now seem to qualify under the
automatic*declassification subsection of Executive Order

11714.

Downgrading the classification at this time would
ermit us to include this material in the working files
of the Watergate Committee, now housed in the vaults
of the Manuscript Division of the Library of Congress
and allow this material to. be made available by this
Committee, on a 1imited basis, to our highest need cate-
gory of requestors comprised of prosecutors, defendants

and Congressional Committee€s.

I will appreciate your early response.

Sincerely,

WARD W.
Chairman

HWC/SS/gr
Approved For Release 2007/07/09 : CIA-RDP86-00674R000200050006-0
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Carter Proposes
Curbs on Data
Classifications

Associated Press

President Carter is proposing new secrecy rules
that would strip the authority to classify informa-
tion from 10 government agencies and cut back the
authority of four others,

The proposal, contained in a. draft of an executive
order, would take classification authority away from
agencies that seldom use it, One, the Department of
Agriculture, never has used it,

Other parts of the draft propose that:

® Four years be cut off the usual 10 years the gov-
ernment may keep most of its top secrets and two
years cut off the usual eight years it may keep its
ordinary secrets.

However, anyone with top-secret classification au-
thority could grant extensions for up to 20 years.
And, after review, the extensions could be renewed
for up to 10 years a time. .

Gary Barron, a member of the National Security
Council staff who helped write the draft, conceded
this could keep information classified indefinitely.
But he said limiting extension authority to top-se-
cret classifiers would mean fewer extensions.

¢ Agencies be allowed to make employees sign
promises to remain silent as long as secrets they
hold are under wraps.

Some agencies use secrecy agreements now. But
only a few, including the Central Intelligence
Agency, require them from prospective employees
before they are hired. X

The Supreme Court said two years ago that such

. Secrecy agreements give the CIA the right to censor
the writings of former employees. "

_Barron said the Secrecy agreements in the draft
were “a thing the lawyers did . .. The whole idea
was to have something uniform. This thing was not
put in there to enjoin any publications. That was
not the intent.” - .

The draft is the result of a Carter request to his
staff last June to review the government’s entire se-
crecy system. During last year’s campaign for the
presidency, Carter pledged an open administration,
In a first for executive orders, the draft of his order
will be sent to agencies, con%'ressxjonall committees
and some interested non-government groups for
their comments.

Then the National Sequrity Council and Carter’s’
domestic affairs staff will decide on the final form
to present to Carter for his signature. Once signed,
the order will replace Secrecy rules set by President
Nixon in 1972.

Under the Carter draft, these agencies in addition
to the Agriculture Department would lose classifica-
tion authority: .

The Federal Communications Commission; the
Civil Service Commission; the Department of
Health, Education and Welfare; the Civil Aerorau-
tics Board; the Federal Maritime Commission; the
Federal Power Commission; the National Science
Foundation; the Interstate Commerce Commission,
and the Office of Science and Technology Policy.

The Labor Department would have its authority
to classify information top secret cut to the power
to stamp it confidential. The Overseas Private In-
vestment Corp. would have its secret authority cut
back to confidential, the Agency for International
Development from top secret to secret, and the Ex-
port-Import Bank from secret to confidential.

‘The Agriculture Department hasn't classified ‘
anything,” Barron said. “It has never used its au- |
thority. The National Science Foundation, rarely
if ever. The Federal Power Commission, the Fed-
eral Maritime Commission, rarely.”

Under the Carter draft, nothing may be classified
unless it meets at least one of 13 criteria, all related
to national security. They are designed to exclude
purely domestic matters with no tie to any threat
against the foreign Policy or national defense inter-
ests of the nation.

. Unlike the Nixon rules, the Carter draft specifi-

“cally excludes basic scientific research Swhich is not
restricted under the Atomic Energy Act or “directly
related to the national security.”
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BY THE For the Record

JLLER, BY From the Architect of the Capitol's
new report on Capitol Hill planning al-
) BY THE ternatives:

ME... During the middle of March 1976, the
chief of the Capitol Guide Service and
his staff administered survey question-

N naires to a random sample of

Gz —  visitors. . . . :

; Of the 533 visitors surveyed, 444 were
irom 49 of the 50 states; 52 visitors came
from 15 foreign countries. The average
visitor stay in Washington was 3.3 days.
Approximately 88 per cent of the visitors
were staying for more than one day. One
of the most interesting aspects of the sur-
vey dealt with how people arrived at the
Capitol. On this question, 515 of the 533
persons surveyed responded, and of this
group 269 arrived by private car. ...

When asked if they plan to have any
meals in the Capitol area during their
visit, 379 indicated that they did and 134
indicated that they did not. The survey
was conducted before the tour of.the
Capitol and the visitor probably had not
found out that eating facilities in the
Capitol are limited.... -

The last question on the survey asked
for any comments regarding the build-
ing and services on Capitol Hill. Of the
147 persons responding, 93 responded fa-
vorably and 54 unfavorably. Most people
were very pleased with what they had
seen at the Capitol, with the service of
the Capitol Police and Guide Force and
with the scale and beauty of the building
and grounds. Unfavorable comments re-
Iated to the lack of convenient off-street
parking and the need for signs or other
means of direction to find their way
around the Capitol. Numerous sugges-

* tions were made for painting and gen-
eral repairs. No one commented on the
lack of restroom or other facilities, prob-
ably because they were interviewed just
after entering the Capitol.

HE EDITOR

tists’ Stand on ‘Soap’

he Campaign  the media to respond to the pleas of the
entirely fac- American people.
he Christian God will not hold guiltless those who
buthern Bap- stand in the way of moral standards
pressure on  that God himself has set. This includes
did not tell The Washington Post.
bn that those WILLIAM I. BARKLEY SR.
hre doing so  Columbia
ew.” This is
nbers of the Public-Spirited Restorer
bn and the
Baptist Con- In “A ‘Camouflage’ for Old George-
two epi- town Market” [op-ed, Sept. 2], the thesis
ed their con- of the article seems to be that John D.
gmunity. You Zimmerman Jr., who the article’s
en “without author, Padraic Burke, refers to as “a
former supermarket manager,” is plan-
letters for ning to subvert the preservationists’ in-
he Christian tent by turning the market into a bou-
what it had tique row. I would like to point out that
pecause the Mr. Zimmerman has worked for many
the people. years on a variety'of preservationist
Baptists in  causes, including Historic Georgetown,
number al- Inc., and the Wootrow Wilson House
re than 11,-  Council. He has also served as a Presi-
over the dent of the National Fire Fighting
i Life Com- Museum. Zimmerman worked very.
entire net- closely with the Historic Preservation
and by any Committee of the Citizens Associatio;
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- Security by injunction

. ' THE MARCHETTI CASE: NEW CASE LAW

John S. Warner*

The Marchetti case is truly a landmark case in the annals of the law—and it has
far-reaching implications for the Central Intelligence Agency, the intelligence
community, and the federal government as a whole, as will be demonstrated.

Actually, the legal story consists of two separate but related legal actions:

! : (1) The first case was initiated at the request of CIA by the United States of
America, represented by the Department of Justice. CIA sought an injunction which
would prevent a former employee, Victor Marchetti, from publishing a proposed
magazine article by enforcing the secrecy agreement he signed upon entering into
employment with CIA. After hearings, appeals, trials, and further appeals, a
permanent injunction was issued. The decision of the United States District Court for
the Eastern District of Virginia in Alexandria, Va., was appealed to the U.S. Court of
Appeals for the Fourth Circuit. There the original decision was affirmed, and a
petition for a writ of certiorari** was filed with the U.S. Supreme Court. That court
declined to review the decision of the Circuit Court, which is cited as US. v.
Marchetti, 466F 2d 1309(1972). : ‘

(2) The second case was initiated by Alfred A. Knopf, a.publisher, and
Marchetti and John D. Marks, co-authors of a proposed book, The CIA and The Cult
of Intelligence, submitted to CIA on 27 August 1973 pursuant to the terms of the
injunction issued in the first case. This latter case, against the United States, was filed
in the U.S. District Court for the Southern District of New York. On motion of
Department of Justice lawyers, and after hearing arguments, that court ordered the
case removed to the Alexandria District Court which had heard the first case and had
issued the . injunction. The basic issue in this second case concerned the
appropriateness of the deletions CIA had made from the Marchetti-Marks
manuscript. After trial, the Alexandria District Court made a decision which was
extremely adverse to the government’s position. Upon appeal, the Fourth Circuit .
Court of Appeals reversed the District Court, fully approving the government's
position—i.e., agreeing with all the deletions requested by CIA. This case too was _
i appealed to the Supreme Court, but certiorari was denied. This case is cited as Knopf -
v. Colby, 509F 2d 1362(1975). :

Perhaps this is the place for some background on the central figure, Victor Leo
Marchetti. Marchetti served for two years, 1951-1953, in France and Germany as a
corporal in Army Intelligence, including six months of Russian Area study at the
EUCOM Intelligence School in Oberammergau. Returning to the United States to
complete his college studies, he graduated from Penn State in June 1955 with a
bachelor’s degree in History (Russian Area Studies), worked three months as an
analyst at the National Security Agency, and entered on duty with CIA as a GS-7 on 3

*The author wishes to acknowledge the assistance of Lawrence R. Houston and John K. Greaney in
the preparation of this article.

**A writ of certiorari certifies that the Supreme Court agrees to hear the casein question; when such a
writ is denied, it means the Supreme Court sees no reason for taking the case to the Supreme Court.
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October 1955 at the age of 25. He rose relatively rapidly, primarily through the Office

;  of Research and Repots, but also with tours in the Directorate of Operations and the
Office of National Estimates. From ONE, as a GS-14, he went to the Office of Plans,
Programs, and Budget in January, 1966, and served there for two and a half years. In
July, 1968, having reached the GS-15 level, he became Executive Assistant to the
Deputy Director of Central Intelligence for a period of nine months. He was then
assigned to the Planning, Programming, and Budget Staff at the National
Photographnc Interpretation Center, and five months later resigned for “personal
reasons” in September, 1969.

In his a551gnments with the CIA PPB office, where he handled the papers for the

“303 Committee” (later the “40 Committee”) which passed on Covert Action

proposals, and particularly with the DDCI, Marchetti got an overall view of the

Agency and access to sensitive information afforded to extremely few Agency

employees. There was no evidence of serious disillusion or disenchantment with the
"Agency‘ before he left.

After his departure from the Agency, Marchetti began writing, first a novel, The
Rope-Dancer, and then non-fiction articles concerning Agency activities. In March
1972, the Agency received a draft of an-article Marchetti had written for Esquire
magazine, together with the outline of a proposed book on CIA. The source expressed
the opinion that the Agency might be concerned with the content, because many
aspects seemed classified and sensitive. Indeed, the Agency was concerned. Very
serious classified matters were discussed. Included were names of agents, relations
with named governments, and identifying details of ongoing operations. There were
items which might have led to the rupture of diplomatic relations between the United

" States and other countries. Disclosure would tause grave harm to - intelligence
activities of the U.S. Government and to CIA.

William E. Colby, then Executive Director, telephoned me in my capacity of
Deputy General Counsel at the time, asking what legal action could be taken. The
answer was that no criminal action would.be successful once the material were
published, but this might be the proper situation for seeking an injunction. Colby
asked whether we were certain of our legal position as to an injunction. We noted that
extensive legal research within the Agency and consultation with the Department of
Justice had taken place five or six years before. Colby asked for some documents on
this as quickly as possible, and had them within 30 minutes. .

It is useful to digress to look at this novel legal approach. For years the Agency
had recognized the practical impossibility, under existing law, of applying criminal
sanctions to employees and former employees who disclosed classified information'to
unauthorized persons. In the mid-Sixties, however, under threat of a revealing book
by a disgruntled former employee, the lawyers looked into the possibility of civil -
sanctions—namely, an injunction to enforce his contract based on the secrecy
agreement each employee signs at the beginning of his employment. It was known, of
course, that various industry agreements had been enforced in the courts—agreements
that protected industrial processes and other proprietary rights from disclosure by
employees, both during and after employment. Why shouldn’t the U.S. Government
also be protected on the simple basis of a valid contract? The conclusion was reached
that a court action had a good chance of success. The Department of Justice was
consulted, and after thorough review agreed. The pending threat went away, but the
papers were preserved against later need.

What did Colby do with the documents when we produced them? He discussed
them with the then-Director, Richard Helms, who took the matter up personally with
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the President. The President said he would turn this over to John Ehrlichman, then his
Counsel. Helms asked CIA General Counsel Lawrence R.-Houston and me to go to
the White House to see Ehrlichman and discuss possible action on the proposed
article and book by Marchetti. In late March 1972 we were shown into Ehrlichman’s
office in the White House. In a few minutes Ehrlichman appeared, accompanied by
an assistant, David R. Young. They had done their homework, knew the factual
situation, had studied the pertinent criminal law, and had the proper law books in
their hands. After thorough discussion, it was agreed that the criminal statutes would
provide no remedy for the problem facing us. Talk then turned to the injunction
possibility. We presented our view in favor of a try in the courts for an injunction,
conceding that there was no precedent involving the U.S. Government in the case

law.

Finally it was mutually agreed to have a try at an injunction. Talk then turned to
the means of preparing the case. Houston and I urged care with respect to which
Deparment of Justice attorney would handle the case, on the grounds that dealing
with ‘classified intelligence information would require considerable understanding to
prepare a complaint, briefs, and oral argument while at the same time protecting the
sensitive aspects; this, after all, was what the case was all about. He then suggested *
Daniel J. McAuliffe, an attorney in the Internal Security Division of the Department
of Justice, who was on detail to the White House. Ehrlichman described McAuliffe as
very able and discreet. Within a day or so, McAuliffe came to the Headquarters
Building to begin his study of the case and to start his education into the intricacies of
classification and intelligence. There were to be many hours of joint study and
consultation. McAuliffe was indeed a thoroughly competent professional who
performed the research and prepared the documentation which was the basis for the
subsequent court action. When it came time to go to court, the matter was turned
over to Irwin Goldbloom, another thoroughly expert and capable lawyer in the Civil
Division of the Department of Justice. :

One of the first problems came with the realization that if Marchetti published -
the information about which we were concerned, then the injunction proceeding
would be useless. Normally, in seeking an injunction, the person against whom it is
sought is served with appropriate papers and given an opportunity to be represented
before the judge. We were afraid, however, that Marchetti, if served, might
immediately get in touch with the media and broadcast the very items about which
we were concerned. Accordingly, we took the backup documentation, together with
the proposed temporary restraining order, to Judge Albert V. Bryan Jr., of the U.S..
District Court for Eastern Virginia, sitting in Alexandria. We met Judge Bryan in his
chambers, showed him quotations from Marchetti’s manuscript which, to us,
appeared most damaging if made public, and explained our theory of an injunction
based on the secrecy agreement. We also stated that Marchetti had not been served
and explained why we came in with an ex parte proceeding under these
circumstances. ' : ’

Judge Bryan agreed with the argument put forward by Goldbloom and signed

the temporary restraining order without hesitation on 18 April 1972. He then called in

--one of the marshals and ordered him to serve Marchetti immediately with the
executed order. ’

This set in motion the proceedings leading to the first court hearing before Judge.
Bryan, at which Marchetti was represented by counsel for the American Civil
Liberties Union. The defense counsel appealed on technical grounds on an urgent
basis, and the appeal was heard within a few days by the U.S. Fourth Circuit Court of
Appeals sitting in Alexandria. While the appellate court refused to stop the
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Marchetti Case

proceedings, they did raise some troublesome questions, particularly about clearance
of witnesses for the defense who would.have access to the classified material. They
warned that nothing could be done which could be construed as intimidating or
.warning off witnesses.

Some details of the actual trial are appropriate here because of their relevance to

1 the second case. Judge Bryan permitted the government to file classified briefs and
f ' classified exhibits. Much testimony of witnesses was in camera—court closed to the
1, " public. The judge issued appropriate protective orders, binding on all parties and their

1 ' attorneys, and at the close of the trial ordered all classified records sealed. This sealed
record, of course, was made available to the Fourth Circuit Court of Appeals. There
were affidavits and oral testimony by Agency personnel as to which matters in the
proposed Esquire article and the book outline were considered classified. Judge Bryan
had some difficulty in accepting simple testimony that a matter was classified. The
issue was not whether a matter had been properly classified, but rather whether it was
in fact classified at all, in instances where the defendant argued that it was not. For
example, in a situation involving the true name of an agent, the judge was satisfied
when shown an acknowledgment of an assigned pseudonym on a card showing the
agent’s true name and stamped “Secret.” Similar types of documents for other .
situations were exhibited to support the. testimony of Agency employees, and the
judge appeared satisfied as did the defendant’s lawyers. Judge Bryan issued a
permanent injunction on 19 May and an appeal was taken.

Now, what were the basic legal issues reviewed by the Circuit Court? From the
beginning, Marchetti’s lawyers (from the American Civil Liberties Union) urged that
an injunction was a prior restraint in violation of the First Amendment providing that

“Congress shall make no law. . . . abridging the freedom . . . of the press.” By case
law the amendment has been apphed to the Executive Branch and to the courts. The
Circuit Court reviewed the. constitutional basis for secrecy within the Executive
Branch and its right and duty to maintain secrecy. The Court went on to say that First

" Amendment rights and freedom of speech are not absolute rights, and that the secrecy
agreement was a reasonable and constitutional means for the Director of Central
Intelligence to implement his statutory charge to protect intelligence sources and
methods from unauthorized disclosure. In other areas, the Court said that the Agency
must review any submission within 30 days, and that Marchetti, if dissatisfied with
the Agency action, could seek judicial review. This burden the Court added, should
not be on CIA. The Court went on to say:

R O T A e e e o * .

‘ : : Indeed, in most instances, there ought to be no practical reason for
i ~ judicial review since, because of its limited nature, there would be only
; , narrow areas for possible disagreement.

Zecrevmeans

The Court also’ held thet:

The issues upon judicial review would seem to be simply whether or not
the information was classified and, if so, whether or not, by prior disclosure
[by the Government], it had come into the public domain.

(St e

Inasmuch as the Court held that “the process of classification is part of the
Executive function beyond the scope of judicial review,” CIA would have no
obligation to establish the propriety of classification, but would be required to
establish only the fact of classification. :

A

The three judges, Clement F. Haynesworth, Harrison L. Winter, and the late J.
. Braxton Craven, Jr., agreed on the basic opinion except that Craven would not
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subscnbe to a flat rule that there should not be any ]udlClal review of class1f1catlon As
he put it,

T would not object to a presumption of reasonableness [on the part of
the Government], and a requirement that the assailant demonstrate by clear
and convincing evidence that a classification is arbitrary and caprlcwus
before it may be invalidated.

"The opinion of the Circuit Court remanded the case to the District Court to limit
the injunction to classxfxed information so that on 15 March 1978 it finally read as
follows:

OBDERED:

That the operative provisions of the perménent injunction entered by =
~ this Court on May 24, 1972 be and they hereby are revised and that the
“Ordered” provisions of said permanent injunction shall now provide:

That the defendent, Victor L. Marchetti, his agents, servants,
employees and attorneys, and all other persons in active concert or
participation with him, and each of them, be, and they hereby are
permanently enjoined from further breaching the terms and conditions of
the defendant’s secrecy agreement, dated 3 March 1955, with the Central
Intelligence Agency by disclosing in any manner (1) any classified
information relating to intelligence activities, (2) any classified information
concerning intelligence sources and methods; Provided, however, that this
Injunction shall not apply to any such information, the release of which has
been authorized in accordance with the terms and conditions of the
aforesaid contract, and Provided, further, that this Injunction shall apply
only with respect to classified information obtained by said- defendent

- during the course of his employment under the aforesaid secrecy agreement
and which has not been placed in the pubhc domain by prior disclosure by
the United States; and it is

FURTHER ORDERED:

_ that the defendant shall submit to the Central Intelligence Agency, for
f examination 30 days in advance of release to any person or corporation, any
manuscript, article or essay, or other writing, factual, fictional or otherwise,
which relates to or purports to relate to the Central Intelligence Agency,
intelligence, intelligence activities, or intelligence sources and methods, for
the purpose of avoiding inadvertent disclosure of classified information
contrary to the provisions and conditions of the aforesaid secrecy agreement,
and such manuscript, article, essay or other writing shall not be released
without prior authorization from the Director of Central Intelligence or his
designated representative.

—————

CIA had fashioned a workable tool in a court of law, based on a simple contract
theory. This tool could prevent serious damage to the interests of the United States or
threats to the personal safety of individuals, by acting in advance of the threatened:
disclosure. Even if the government were able to take criminal action on a disclosure,
the damage would already have been done. Other agencies in the Intelligence
Community were urged to establish secrecy agreement procedures. In the face of

~ increasing concern over publication of classified information, CIA had taken the
initiative in the courts and won a significant victory in a landmark legal case.
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II

The second case starts with a letter from Marchetti’s lawyer dated 27 August

- 1973 which transmitted a proposed manuscript of 517 pages pursuant to the terms of
_the permanent injunction issued in the first case. CIA had 30 days to respond.-A task"
force was organized with representatives from the four directorates, and at the same
“time each. of the four Deputy Directors was charged with reading the entire
manuscript within a matter of days. At a meeting of the four deputies and the task

~ force, it was agreed that the manuscript was in fact “Top Secret—Sensitive,” and |
should be so marked. There were other difficulties: the manuscript included
compartmented information and sensitive need-to-know projects, and not all of the
task force members or Agency lawyers had the requisite clearances (which were
quickly granted). Also, some items were of prime interest to other agencies, including
State, NSA, and Navy. Excerpts were sent to other agencies as appropriate. The task
force was informed that for each item adjudged as classified, the judgment would
have to be backed up with documentation. The process also began of sorting out
which items would be assigned to which- Deputy Director for final judgment.
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Colby—by now DCI—was of course kept fully informed of precisely how this
mammoth judgmental and mechanical task was being planned and pushed forward. i
There was careful consideration of which items, although classified, were so widely /
known that no serious harm would result from publication. Colby made the decision

~ that we should proceed to list all classified items consistent with the language of the ]
injunction, with the view that at a later date, possibly at trial, CIA could withdraw on ’
the softer items. I debated this with Colby—probably insufficiently and not
vociferously enough—on the grounds that the authors and their lawyers would
publicize the items withdrawn with the simple theme that CIA had listed them as
classified and-then changed its mind. The inferente drawn would be that CIA thereby
confirmed the validity of each item previously deleted but subsequently cleared.
When the book was published, this was precisely what happened—all of the items
which CIA first deleted and then cleared were printed in boldface type so that any
reader knew what CIA regarded as classified as of the submission of the manuscript.
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It is impossible to overemphasize the massive job of reviewing these 517 pages of
manuscript. Some reviewers had a tendency to delete three or four pages at a time so
as to drop an entire subject, when in fact deletion of a few sentences, names, or places
would have done the job. This happened particularly with the other agencies
involved, but inasmuch as the Agency was responding on behalf of all (no volunteers

“here to go on the record or to provide witnesses in court), there had to be consistency.
Finally the job was done, and a letter dated 26 September 1973 was sent forward
attaching a listing of 339 deletions, referring, for example, to words three through

~ eight on line 17 of page 276. This was done to avoid putting the classified words in

- the letter, so that the letter itself could remain unclassified for use in the open court’
record. In the letter, an offer was made for a conference to ascertain if by modest word
changes some of the listed deletions could be made acceptable to CIA.

Such a conference was held on 4 October 1973 with Marchetti, his ACLU lawyer
Melvin Wulf, myself as CIA General Counsel, and John K. Greaney as Assistant |
General Counsel. It was an all-day session which got nowhere. They presented a
quantity of newspaper clippings which contained information similar to items in the
manuscript and urged that such information in the clippings in effect made the items
in the manuscript unclassified. We countered that this was not so, and that if

~ Marchetti would simply attribute the information in the manuscript to the media
sources, CIA would have no problem. But no, they wanted whatever authenticity
could be gained from asserting the information as Marchetti’s knowledge. Other
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suggestions were made, such as deletion of names of people, substitution of a general
geographical area for a specific capital or country, or deletion of certain details of
operational projects. These too were rejected, and by the.end of the day it became -
clear that they were not going to make any changes. One can wonder whether they
came to negotiate, or simply to make a record that such a conference had been held.
The Agency in the next few days considered its position on the full 339 items, and
made the decision that it would withdraw its objections to the “soft” items, which
totalled 114. Later, after a thorough review of the remaining deletions, and more
careful study by the four deputies and the lawyers as to what they would face as
witnesses in the actual trial, CIA withdraw on another 57 items, leaving 168 deletions
on which CIA stood fast.

Marchetti, in submitting the manuscript, had included John D. Marks as co-
author. Marks was a former State Department employee, who had worked in
intelligence and had signed a secrecy agreement. It also developed that Marchetti had
signed a contract for the publication of the book with Alfred A. Knopf, Inc.

~The court aspect of this second case now began with the filing of a legal action in
the U.S. District Court for the Sourthern District of New York. The plaintiffs were "
Knopf, Marchetti, and Marks, seeking an order which would permit publicatior: of *
.the remaining 168 deleted items. One can only speculate about the motives behind
their choice of a court: sheer legal tactics, easier jurisdiction in terms of the subject
_matter, or physical convenience for plaintiffs’ lawyers, who were all based in New
York City. The case law and court rules clearly favored jurisdiction where the
injunction had been issued on 15 March 1973. Upon motion and after oral argument,
the action was transferred to the Eastern District of Virginia (Alexandria) where the
first case had been tried and where it would come before Judge Bryan,-who had tried
the first case. So much for tactics or whatever. -

Now came the depositions preparatory for trial: sworn testimony with lawyers
from both sides present for cross-examination. Among the witnesses were the four .
deputies, the DCI, Marchetti, and Marks. Marks had been granting interviews to

 journalists and had appeared on radio and television discussing information similar to
that contained in the manuscript. Again, as earlier, it was argued that because the
information was in the media it was no longer classified. This was a bootstrap
operation: leak information in the manuscript, and then claim it is thereby
declassified by publication. Marks, however, was put in a dilemma when asked
whether he had given specific items to the press. If he admitted it, he could be subject
to a citation of contempt under the original injunction inasmuch as he now was a co-
author; if he denied it, he would be risking perjury charges. He resorted to pleading
the Fifth Amendment on five occasions. Later, at the trial, the judge took note of this,
saying, in effect, you can’t have it both ways.

It is worthwhile to digress here for a moment to comment on the degradation and
dilution of security that characterized this entire matter. Obviously Marks,
Marchetti’s lawyers, and Knopf’s lawyers had access to a mass of sensitive
information. It should be noted that Knopf’s lawyer, Floyd Abrams, voluntarily
undertook not to expose the manuscript to his client. In court, not only the judge but
his clerk, the bailiff, the stenographer, and others were exposed to sensitive classified
information. Papers and documents in the court and in the lawyers’ offices were not
stored under the rigidly controlled conditions prevailing at CIA. Nor were most of
these people trained, by experience or otherwise, in how to deal with highly classified
information and documents. The crowning blow came when CIA asked the District
Court for access to the record of the first trial. Back came the answer: “We can't find
it” And they never have!

—— v . N iy A ) a3 YT A
LRI RN 11190 Pk 20 o oy oo Rt - SN Lo g o 3 SRR oSS 2 U R A NI O e RN S R S A A e SR s st S At i 2 LGt s TS ol
SR R 2 T FIRG L s . B At A S R B i

Approved For Release 2007/07/09 : CIA-RDP86-00674R000200050006-0




R000200050006-0

R PR O,

| Approved For Release 2007/07/09 : CIA-RDPE6

St

-00674

g e

Vingria 2

i Y Bt e o o

Marchetti Case

Now came the trial. It was clear from the briefs filed that the plaintiffs wished to
re-litigate the First Amendment issue. It was also clear that the judge would have -
none of this, but the issue was in the record for the inevitable appeal. The four
Deputy Directors were witnesses and collectively covered all the 168 deletion items,
They testified that the information was classified, and had been since the inception of
the program or from the witness’s first contact with it, and was still classified. Then

excerpts of classified documents were submitted as exhibits, heavily censored so as not
“to furnish new sensitive information, The witnesses than tied each of the deletion
items to information in the various exhibits, which was the procedure Judge Bryan
found acceptable at the first trial. This time, however, Judge Bryan was having even
greater difficulty in understanding the basic concept of classification and the
procedure followed. He appeared to think that the government should be able to

i i A R R

‘g:% - punch a computer button that would result in a showing that a deletion had been
_ classified by a proper official on a specific date in the past. He accepted a few

documents which specifically stated that certain types of information should be"
classified at certain levels. One such document, for example, was a DCI Directive

o specifying that locations of communications intelligence collection facilities would be
‘j classified “Secret.” One such deletion item was thus accepted by the judge, together
- with an additional 25. In a decision stunning to the government, however, Judge
@ : Bryan found that the fact of classification of the remaining 142 items had not been -
_ proved. : : :

£x To CIA, it seemed self-evident that matters such as names of agents and details |

of ongoing clandestine collection operations were classified. In his opinion, Judge
Bryan stated that it seemed to him that the four Deputy Directors were making ad
hoc classifications of material after bhaving read the manuscript, although he
recognized that the Deputy Directors had denied this. No evidence or even assertions
contradicted the four deputies. Could the judge have thought that they were lying? It
was clear that the judge simply had not comprehended the classification system.
Further he had abandoned the method of proving classification which had been
acceptable to him and to the defendants at the first trial, and had also been
- acceptable to the Circuit Court of Appeals. In the second trial, however, he neglected
to advise the government that he had so abandoned the procedure for proof, nor did
~he state what would be acceptable.

T e o
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Preparations accordingly were made for the appeal. The Department of Justice
lawyers who had handled the trial, Irwin Goldbloom—by now Deputy Assistant
Attorney General, Civil Division—and his assistant, David J. Anderson, started writing
appeal briefs. There was the continuing close working relationship between them and,
for the Agency, John Greaney and me. Greaney and I, working with the information
supplied by the four Directorates, wrote the classified briefs; The Department of
Justice lawyers wrote their unclassified briefs; then we exchanged them for comment.
We all wanted to make certain that we made clear to the Circuit Court what

- classification in the intelligence arena was all about. The briefs and other documents
constituting the record were duly filed, consisting of several thousand pages. In any
event it was an enormous record for the Circuit Court to review. Oral argument was
heard on 3 June 1974 before the same three judges who had heard the first case,
Haynesworth, Winter and Craven. At the close of questioning Judge Winter made an
observation to the effect that “When this matter was before us previously, none of us
then realized how enormously complicated this matter of classification really is.” This
observation clearly foreshadowed parts of the opinion, such as, in speaking of their

-opinion in the first case, '

e Do e R ey P T
ot R i
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. . . wedid not foresee the problems as they developed in the District
Court. We had not envisioned any problem of identifying classified
! information embodied in a document produced from the files of such an

~agency as the CIA. . . . We perhaps misled the District Judge into the
8 | | | |
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. Marchetti Case

imposition upon the United States of an unreasonable and improper burden
of proof of classification. , '

Finally, after an almost unprecedented length of time—more than. nine
- months—the Circuit Court on 7 February 1975 handed down its opinion: total and
complete victory for CIA and the U.S. Government on the fundamental issues. The
plaintiffs of course petitioned the U.S. Supreme Court for a writ of certiorari, but this
was denied. What were the basic issues decided?

—=! 1) The court declined to modify its “previous holding that the First

Amendment is no bar against an injunction forbidding the disclosure of” classified

information acquired by an employee of the U.S. Government in the course of such

employment, and “its disclosure would violate a solemn agreement made by "the
~ employee at the commencement of his employment.” The Court held “he effectively

relinquished his First Amendment rights.”

\w\,f

. 2) The District Judge properly held that classified information

. obtained by the CIA or the State Department ‘was not in the public

- domain unless there had been official disclosure of.it. . . . It is one -

thing for a reporter or author to speculate or guess that a thing may be .
$0, or even . . . to say that it is so; it is quite another thing for one in a

position to know of it officially to say that it is so.

3) The Court referred to:

. . . the fact that Marks, on Fifth Amendment grounds, on five
different occasions declined to answer whether he was the undisclosed
source of information contained in five magazine articles offered by the
plaintiffs to show that the information was in the public domain. A
public. official in a confidential relationship surely may not leak
information in violation of the confidence reposed in him and use the

_ resulting publication as legitimating his own subsequent open and
public disclosure of this same information.

4) . . . the individuals bound by the secrecy agreements may not’
disclose information, still classified, learned by them. during their
employments regardless of what- they may learn or might learn
thereafter.

_Also

Information later received as a consequence of the indiscretion of °
overly trusting former associates is in the same category.

5) The Court dwelt at some length on the well-established doctrine
of presumption of regularity by a public official in his public duty:.

. in the absence of clear evidence to the contrary, courts
presume that they [public officials] have properly discharged their
official duties. . . . That presumption leaves no room for speculation
that information which the district court can recognize as proper for
Top Secret classification was not classified at all by the official who
placed the “Top Secret” legend on the document.

The Court summarized by saying,

In short, the government was required to show no more than that
each deletion item disclosed information which was required to be
classified in any degree and which was contained in a document
bearing a classification stamp. '
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-bearing—a—elassification—stamp-—
This summary not only is reasonable, but also reflects exactly the standard ~

and procedure accepted by Judge Bryan in the first trial! How or why he rejected this
standard in the second tnal one can only wonder.

6) While it is not one of the primary issues, it is still important to note what -
the Court said about the deletions of additional and irrelevant information in the
documents submitted as exhibits by the government:

Nor was it necessary for the government to disclose to lawyers,
, judges, court reporters, expert witnesses and others, perhaps, sensitive
i but irrelevant information in a classified document in order to prove
X that a particular item of information within it had been classified. It is
not to slight judges, lawyers or any one else to suggest that such
disclosure carries with it serious risk that highly sensitive information
may be compromised. In our own chambers, we are ill-equipped to
provide the kind of security highly sensitive information should have.

7) The action of the Fourth Clrcmt Court of Appeals is embodied in the
following:

e e =

For such reasons, we conclude that the burden of proof imposed
upon the defendants to establish classification was far too stringent and
that it is appropriate to vacate the judgment and remand for
reconsideration and fresh findings imposing a burden of proof
consistent with this opinion. . . .

Thus was written the penultimate chapter of the Marchetti case. The final
chapter was the drafting* of proposed findings of the District Court, which act, it was
hoped, would close the case. Those readers who are lawyers can imagine the task. In
any event, the detailed findings of fact for court approval, involving some 142 specific
fact situations, were filed. On 22 October 1975 a final order was issued. No appeals
were filed, and the order became final. It was reported in the press that in answer to a
question about contesting the “findings of fact” and the order entered by the District
Court, Knopf's lawyer answered that more than $150,000 in legal fees had been spent
and that it did not seem appropriate to contest the matter further. The basic
constitutional issues were settled, and further legal action would only be nitpicking on
factual issues. The ACLU also had no stomach for further legal battling. The book,
meanwhile, had been published with gaps for the deletions and boldface type for the
original deletions subsequently withdrawn by the CIA.

~ Conclusion

What had all this accomplished and what were the implications for the future? .

For the first time CIA had taken the initiative in the courts to prevent the
unauthorized disclosure of intelligence sources and methods. The courts had affirmed
in the particular circumstances the most fundamental of legal principles—the sanctity
of a contract. The courts had affirmed the right—and the duty—of the government to
seek enforcement of that contract to protect its secrets, i.e., sensitive classified

" information. As previously mentioned, there was a degradatlon and dilution of
security, and we have the acknowledgment by the Circuit Court itself that =, ... . we
are ill-equipped to provide the kind of security highly sensitive information should
have.” While it was not perfect, a highly useful tool had been fashioned.

*QOriginally by Walter L. Pforzheimer as a consultant to General Counsel.
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When the Rockefeller. Commission (Commission on CIA Activities Within the
United States) was established by the President on 4 January 1975, there were
.immediate discussions concerning procedures to be followed by the Commission in
protecting CIA sensitive classification information. The Commission and its
professional staff were cooperative. CIA asked that all staff members sign secrecy
agreements. Bowing to the inexorable logic of the question posed by CIA of what law
or legal tool could be used to protect classified information except the secrecy

" agreement, the Commission directed its staff members to sign such agreements. Next
came the Senate Select Committee to Study Intelligence Activities, and the House
Select Committee on Intelligence. At the request of CIA, the chairmen of the two
committees directed all staff members to sign secrecy agreements During this same
period the Department of Justice was conducting an investigation of possible crimes
by employees or former employees of CIA. The Special Prosecutor investigating
Watergate was also investigating possible crimes by Agency personnel. At the request
of the CIA, the Attorney General and the Special Prosecutor directed all their
employees having access to CIA information to sign secrecy agreements. While there
may have been some leaks, no books or published articles not submitted to proper
authority have appeared attributed to any of the above sources. But for the Marchetti
case, it is not likely that secrecy agreements would have been obtained in all of the
above situations, and one can only speculate about possible publications.

In the meantime, CIA had been working closely with the Department of Justice
on proposed legislation to provide criminal sanctions for the unauthorized disclosure
of intelligence sources and methods. As a part of that legislative package there was a
provision for CIA to apply for an injunction when there were threatened violations of
the proposed law. Justice for two years would not concur in this provision, arguing
that the Marchetti case established the principle of an injunctign. CIA argued
strongly the well-established fact that the other ten judicial circuits were not bound to
follow the precedent established by just one circuit, the Fourth. CIA wanted a firm
statutory basis for an injunction in whatever jurisdiction a new case might arise.
Justice finally relented, and the President sent the legislative package forward to
Congress with the injunction provision. This was done in February 1976 with a
recommendation for Congressional approval. No action was taken in 1976, but it is
hoped there will be some action in 1977.

As a result of the various investigations of intelligénce activities, the President on
19 February 1976 issued Executive Order 11905, entitled “United States Foreign
Intelligence Activities.” The order was to clarify the authority and responsibilities of

intelligence activities—in other words, a listing of dos and don'ts. Section 7(a) is
pertinent here :

(a) In order to improve the protection of sources and methods of
intelligence, all members of the Executive Branch and its contractors given
access to information containing sources and methods of intelligence shall,
as a condition of obtaining access, sign an agreement that they will not
disclose that information to persons not authorized to receive it.

Section 7(c) provides that when there is a threatened unauthorized disclosure of
intelligence sources and methods by a person who has signed a secrecy agreement, the
matter will be referred “to the Attorney General for appropriate legal action,
including the seeking of a judicial order to prevent such disclosure.”

Section 7(a) directs all intelligence agencies to do what CIA had done since it was
established on 18 September 1947. Section 7(c) directs all agencies to do what CIA

1
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had taken the initiative to do nearly four years ago—i.e., take a prospective violator of
the secrecy agreement like Marchetti to court to prevent disclosure.

? I feel that the above paragraphs under the heading of “Conclusion” show vividly
and graphically the impact of the Marchetti case, not only as a legal precedent but
also as a guideline for the conduct of intelligence on a day-to-day basis. No one will
claim that the Marchetti case offers a panacea to prevent disclosure of classified
intelligence information. The United States needs criminal sanctions, as discussed-
earlier, for unauthorized disclosure of intelligence sources and methods where the
! injunctive remedy cannot or has not been applied. (This is clearly demonstrated by
g the recent Department of Justice announcement that Philip Agee will not be
: * prosecuted, should he return to the United States, for publication abroad of a book

replete with details of Agency operations.) If an author publishes a book or article

prior to submission to CIA for review as to classified information, obviously injunctive

relief is valileless. Current laws provide no usable criminal sanctions; thus the need for’
‘the “sources and methods” legislative package.

Nevertheless, the Marchetti case has provided an extremely valuable legal tool,
helping the Agency in working with would-be authors and also helping to improve
security in Agency relationships with other government entities and agencies, the
Congress, and the Judiciary. '
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in 197 1

In: .
approximately 4.5 !
number, approximately 37,000 were.classified

ERDA,” In- taking ‘118,55t "classification agc-
tions-in. 1976, exempted alt but 1,615 doecu
roents: fromv- the . General’ Declassification -
Schedule: The:Justice Department followed a-
similar course, exempting-all. but-1,105 docu
ments- out of. 13,744 from- the.G :
classtfication. Schedule::.. : ;

The. notable.” exception.:to..-this general
tendency is the Department of.State which. ..
assigned-, 104,434 .classification: action:




-

,of l2a 619 actions taken—in 1976 to the Gen-:

. eral Declassification Schedule. Although the-
Executive Order:permits exemptions if the
documents are received in confidence from a

< foreign government. or if they disclose a

" .“specific foreign relations matter”, the State

. Department has apparently not applied this -

_Of those uest.s whjch— were denled in
~whole: or in’ part by the departmental com-
_ mittees; 43- were’appealed to the Interagency -
" Classification Review Committee (ICRC). The

- ICRC ‘resolved these appeals by granting 7'

in. full- and 168 m pa.rt 13 appeals

exemption authority as a matter of routine =

to the documents which it originates.

" Pourth, it i3 apparent that altnougn the’

Executive Order: provides that only "agency..

_ heads with “Top Secret” classification au-"

" thority may exempt. classified ".documents -
-from the General Declassification Scheqdule,
agency heads without-“Top Secret” classifi-. -
cation- authority: have exempted - classified ..
documents from declassification presumably
. on the grounds that- they relate to.docu-.-

cies with whom they have dealings. This “de-."
rivative. exemption authority” is: evidenced' .
" by the following examples. In 1978, the FCC
exempted:all 42 of its classification actions
or the. year .from. the General Declassifica-

- tion Schedule.- The Department of Health,. .

: Education and Welfare exempted -79 out of
its 82 classification.actions in 1976 from the .
General Declassification Schedule.. The De---

. partment of Transportation exempted 304 of
its. 651 classification- actions in 1976 from ..
the General Schedule. None of these depart- .
ments ha$ explicit authority under the Ex-.--
ecutive order to.exempt classified. documents-

. from the Generai Schedule.
Handling declasstﬁcatzon requests

Theiorder provides that any person or de-_

‘_partment - may ' request - declassification of

_any exempted documents at any time after.

.10 years from the date of original classifi-
“cation.- Until 1976, however, the number of
“ requests for declassification under this pro-

.quests were made in 1973; 1,017 in 1974; and .
1,993 in 1975. In- 1976, the number rose to .

3,791, but when considered in proportion to:-

.. have -been requested by. historians and.re-

the millions of exempted classified docu--
ments held- by the Executive branch, even.-
this-figure appears small. It is, furthermore,’

: . moteworthy -that.many of ~these requests -

originate with presidential libraries, which -

searchers to imnate declassiﬁcation re-view

" requests?’

Although difficult to document

any time  (not simply after- 10 years) by. -
filing a request under the Freedom of Infor«

" - rnation Act (5 US.C. 552(b)). If such a re<

' = press-or other institutions concemed with.-

: ‘quest- i3 denied by the department con-.
-cerned, the requestor has the option of seek--

* ing-judicial -relief, an option not available

* under‘the Executive order. Second, the pro-.

‘cedure’ for declassification review under the.
order-is-not well-known to the public. Fi-_:

. nally,“the fact that this procedure-is avails :

- able only for documents which are more than _

10 years old, necessarily. limits its use, for the .

‘most part, to persons with an academic in-

cedure- was extremely small; 621 such re-’

. he reas:

.-, sons for the relatively small use of the de-’
classification procedure provided for in the ...

"L ,ordenare apparent, First, private individuals’
.can obtain a similar declassification review at :

.'gmnm,, in 1976, the ICRC began hearing ap-
_peals of Freedom of Information Act requests’
for documents oyer 10 years old which had
been- denied by -an Executive agency. Al-

" though the Executive order does not explic- -

itly give.the ICRC this authority, these ap-
-peals were heard .on the-theory..that the-
requestor being denied a request under the
' FOIA procedures, could begin anew under
:'the Executive order prccedures and request .
.- declassification. Since the department’s re-
“sponse: would- be- presumed to be the same, -
‘the -requestor was permitted to “shortcut” .
“this - procedure and appeal directly to the
"ICRC under the Executive order.-Since May -
1976, theé ICRC has-heard 6 appesls of this

were granted in part,-and 1. was deni
Declasxz]y-mg old reoords
e-orig

inal cla.ss:.ﬁmtion ‘authority- may- declassify
a document “at any time”. It further man-
dates the declassification of any document
over thirty years old, unless the original clas--
sifying authority -decides to continue the .

- To.a lim.\ted degree, several executlve

agencies subject to the order have instituted *

on their .own .declassification programs-to-
eliminate” or- reduce their classified inven:
tories. Por the most part, these declassifica-
. tion efforts have been limited to very old-

- ERDA reviewed 250,109 documents in its.
.classified inventory in 1976 and declassified
" 71 percent of these documents. In-the case of -
“ the Department of Defense, this effort has’
“been even Imore significant. Since 1970, DOD-
- has reviewed over 200 million classified docu--

‘percent of those records-reviewed."

-over thirty years old rests with the Archivist,
of the United States. Since 1972, over 200
million- documents-. have been declassmed
under this program.- -
Do ‘c,'orrectmg clasmﬁcation abuses :
The-Order contams specific prol:ublt ons
concerning improper use of the classification
system. Furthermore, it requires anyone in
possession of a classified document who is of
~ the opinion that, the document is overclas-
sified or unnecessarily classified to inform-
the original classification authority-of his-
views. Finally, the Order implicitly directs

the ICRC .to monitor the system for unnec- .

- essary classification or overclassification since -
-1t instructs- the ICRC.to report to ‘each
agency -and -the individual. responsible any
improprietis Xt discovers th r%pect_ 0

+terest in the subject. The procedure would -

‘not ordinarily be useful, for instance, to the

contemporary decisionmaking. -
‘Agencies to which decla.ssiﬁcation tequosts

have been: made have, for the most part,.

- complied in whole or in part with such re-

- quests. Out of the 5,477 declassification re-.

. view" Teqnwts received and acted upon by
Executive agencies from 1973-1978, 53 per-
. cent were granted In full and 33 percent were
~ granted in part."Only 14 percent of the re-
quests -were denled. Of the requests which_
were denied, either in whole or in part, 191 °

report of z*classification’ abuses”. ‘While the ™

~ ICRC does ask each agency.to report the in-.:
... stances of “‘overclassification” and “unneces~"-

sary. classification”. it has discovered each-
quarter, ;the. bulk of the fclassification-
abuses” reported to the ICRC concern admin--
istrative ‘shortcomings in implementing the -
technical provisions of the Order, e.g., failure--
to downgrade on schedule, failure to identify -
" the classification authority or -exemption
category. fanure to mark the documents
 correctly. . 2

nature,- 1orwmchwasgrantedmnul 4 -

records held by these agencies. For example, .

ments; and has declassified approximately 98
"Responsibility for declassifying documents |

-only 8 of the 28 agencies have reported abuses -
of. this nature. In all, 88 instances of over:
classification. were reported durlng the four
year period. :

stances in" whlch persons in possesslon ot
classified information . have challenged the-
classification, as is conte plated in the Ex~
ecutive order, ’

‘While the ICRC does requhe a report of th.e

- agency’s corrective ‘action when an.instance -

* of over-classification or unnecessary classis
- Bcatlon is discovered, it does not seek to de- ;
termine the circumstances of the abuse, nor<
whether the. correctdve actlon taken wea ap-
propriate.. .~ .- :
Finally, the ICRC d.oes not; as a practlcal
ma.tter, seek out.such abuses during its onz’
site inspections. of agency -records, . -If such
abuse -were . evident, the -ICRC -would. pre-:
sumably include it in its inspection report,.
-but. the. ICRC .itself does.not ordinarily at--.
tempt to pass judgment on the proprlety of
a.gency classifications.
(eventing u‘nauthorzzed dzsclosure&

.One purpose of the Executive. Order is:
prevent -disclosures-:of 'information’ which.
.c6uld be. harmful- to- thé national security.
“The. number- of unauthorized - "disclosures,
“therefore, is often viewed as & measure of the
-Order’s-. effectiveness.: The. ICRC. requires a

At 9y s ot

- quarterly report of such violations,,. "

uring the period from 1973—76 .only-§.0
the 28 agencles with classification’ authority’
reported any unauthorized disclosures. In all;
47-unauthorized disclosures were reported to
the ICRC during this four-year period: °
“The ICRC does not require that-it be in-_

formed of the circumstances of each unau-- o

.thorized disclosure, nor does it ask for-a-re- -~
port of how such violation was treated by the .
. agency, e.g. whether-an. investigation took -

. place, whether criminal charges re brought,
-or whether it was ignored.: o

1Int.eragency Class!.ﬁcatlon -Review -Com
mittee, 1975 Progress Report, p. 1.. -

: =The Executive Officé of the Presid in-.

,‘cludes eleven offices: Council of” Economic

" Advisers, Council on’ International Economic-
- Policy, Domestic Council, Intelligence Over:

“sight Board, National'Security Council,: Of--.
fico of Management and Budget;. Office of
Science and Technology Policy, Office: of the
Special Representative! for Trade. Negotia--
- tlons, Office of Telecommunications Policy,”
‘the President’s Foreign Intelligence Advisory -.
.Board “(abolished  in- 1977)"'a.nd the White '

‘House Office, .. - -

7~ 3Includes the Departments ot the Army, e

-Navy, and. Air Force; the National Security
Agency and the Defense Intelligence Agency.

- 4#The only agency with “Secret” classifica-
tion authority whihe is permitted to exempt-.
documents from the General Declassification.
Schedule- is the - U.S.. Information” Agency.
Conversely, one agency with:- “Top :Secret”

0 ‘:_classxﬂcation ‘authority, the Department- o
‘Labor, is-not suthorized to exempt docu-

. dated September 30 1972,

- 8.While DoD and ERDA have 8. slmllar
number of officials authorized to-classify ine:
formation - (4,265 and - 4,796 respectively),.
DoD officials took 31 times as- many classi-
ﬁcation actions in 1976.

<. ¢ Presumably, due to the enormous volume.
of classification actions, DoD was unable to
. categorize such actions - accordlng to de- :

-, -Classification requirement: EIE P et ARER
* Prom: 1973—76 _omly” 7 or t.ne 28 agencles ‘

7In addition. to DoD, the" Executive Oﬁlce :

were appealed within the agencies concerned . with classification authority have reported- - of the President also failed to categorize its

to special departmental committees. Of those

- requests appealed; 28 were granted Ln ruu, In all, 131 such instances have been reported ﬂcatlon requirement, and

- and 83 were gmnted ln part

any instances of unnecessary classification.”
to the IRCR during thls period -

classification  actions -according to declassi- -
IA reported only-

a sampling or sucn action 1 other ggen-"




tes Twith: lassiﬂcatio ;
these figures.to the ICRC. ;
~#This figure-must be welghed ‘in” view of -
the fact-that two of” the-agencies which are
the most prolific classifiers, Cla- a.nd ERDA,
.8lso have the highest- TIon Tates

as. not been: appliecr to presidential papers;

‘the procedures set forth in the -Bxecutive

rder constitute the .only avenue through
~which declassiﬁcation of. presicdential docu-

Mr.-FOONTAIN- (at. the request ot Mr.
-WRI1GHT); after 3:45 pm. today and for
FrldanSeptembe 9, on account of affi-

CAVANAUGH er- Speakers

move that the House do now adjourn.
‘The motion was agreed. to: accordmg
Iy (at'8-0’clock and 5 minutes pm.), the"
:‘!ii'acw;us& adjourned until - tomorrow, - Fri

. were. taken :from- the~
Spea.ker’s table and referred as. follows:

- PEITNISSION. The- following - Members “(at
address the House, followimg the-legisla~ quest of Mr, Cavara

gveprogra.m andanyspemalorde;s*_‘

Mr. Bos- WILSON; for's. ‘minutes, today.
MrSAnAsm forSmm hes,today~

quest_of -Mr. CAVANAUGH)- to revise and-
extend their remarks

‘Mahon _motxon ‘on- Senate amendment'

HR. ’1933 hx the House toda;

enses: mvolvmg/ ‘the- production. ot lumbex.
q timber. products, pursuant tosection.?l
4.

efense articles and. ‘services to Egypﬂ(trans—r o
mittal. No. 77-80),. pursuant to seciton- 813 of
Public La.w 94-108;,..to. the Committee: on;~

etter. from. the Direetor, Defense: 4
Secm'ity Assista.nce -Agency, . trans:mttmg &
eport on-the 1mpact on U.S. readlnes& o£ the

.fense- a.rticles -and.- seavxces to. Egypt. (ttans»

mittal No..77-83)," pursuant to section. 813x
£ Public Taw 94—106 to ‘the- Commitiee- on.
Armecl“_Se

t-Import Bank of.the Umt-»
d States; transmlttmg astatement descertb-. -
g~ a proposed’ transaction exceeding.. $60-
millon with the Bank of. Tokyo, Ltd., Japan,,
pursuant to sectxon (D). (3) of .the. Expors
Import: Bank Act-

"2286.°A" Iette:_n'om the Chairman, Couneci):

of the District of Columbia,: transmitting .4

Dy of Council-Act:No.:2-6
variabre periods for the: issuanse;and expn-
tton of Ircensesy regrstratio :

! 0 providev
for f.he elimination -of lead in public:prop-
erty "frequented. b childremt_ pu.rsuanf. 1to

expedited- procedure ‘in cases involving certi:
fication of ‘certain persons with- prior. crimi
nal convictions' as. security: officers,.and. fo:
other purposes,”. pursuant to section:. soz(c
of Public Law 93—198 to th

h District or co um 2




