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25 April 1978

MEMORANDUM FOR: Deputy Director for Administration
Deputy Director for Science & Technology
Deputy Director for Operations
Deputy to the DCI for National Intelligence
Deputy to the DCI for Resource Management
Deputy to the DCI for Collection Tasking
Legislative Counsel
Inspector General
Comptroller
Executive Secretary

FROM

Office of General Counsel

SUBJECT : Executive Order on National Security Information

Attached for your information is a copy of the most recent draft, dated
20 April 1978, of the proposed Executive order on classification. With the
possible exception of section 4(e)(3), which is being discussed with the
Department of Defense, this version is to be sent to OMB for review and editing
before submission to the President for approval. In addition, efforts are now
under way to draft a directive to implement this Order. Please do not hesitate

to contact meI:| if you have any questions or comments.

STATINTL —

Attachment

MSC review(s) completed.
MORVCDE Pages 1 thru 27
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By virtue of the authority vested in me by the Constitution of

EXECUTIVE ORDER

NATIONAL SECURITY LNFORMATION

¥ . \ .
) Appréved For Release 2006/11/17 : CIA-RDP86-00674R000300040008-
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the United States of America; in order to balance the public's interest

follows:

Section
1.

2.
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Original Clagsification ...eevevrecvrasees

(a) Classification Designation .....ce..

" (b) Classification Authority .....e.ceco.

(c) Classification Requirements ........
(d) Classification Criteria ciceeeseness

(e¢) Limitation on Duration of
Classification ...ieeeceeeenn e v

(f) Classification Identification and _
Marking v .iveeerieseenerenersncnons
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(b) Authority Over Transferred
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(c) Declassification Policy eevicvrvecee
(d) Declassification Requirements ......
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in access to government information with the need to protect certain

national security information from disclosure, it is hereby ordered as
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(a) General Restrcictions on AcCCESS . ewnwowowonr.n.... 17
(b) Special Access Programs weweeewooeoenmnn o on.. 18

(e) Access by Historical Researchers and Former

Presidential Appolntees ...ieeencireeonnnn.. 19

(d) Reproduction Controls et et it 20

6. Implementation and Review ......voeiecmueenenann.. T 20
(a) Information Security Oversight Office ...... 20

K (b) Interagency Information Security Committee . 22

(c¢) Agencies with Original Classification

Authority .......... teecrenenan e S - 22

(d) Agencies without Origiral Classification :
Authority ....... e e cceaeaeans chectnmnraann 24
7. Administrative Sanctions ....cveierienrmonnnn.. g éé_'
8. Atonie Erergy Information of Maberial T1. T Iv. T (24
9. Interpretation of the Order ...i..ciceemomenmennnn. 25
- 10. Revocat}on of Prior Orders and Directives ....... 25
11, : Effective Date ......civvennnn e ee s e an e an 25 N

Section 1. Definitions.
(a) "Agency" has the meaning used in 5 U.S.C. 552(e). -
(b) "Classified information" means information or material
owned by, produced for or %
(nereinafter collectively termed "information") that is/in the
Possession of or under the control of the United States Governmant
that has been determined by proper authority to require protection

gainst unauthorized disclosure in the interest of national security

(4]

a

vy

and is so designated.

-

(c) "Foreign government information" means information +thai has

>zen provided to the United States in confidence by, or produced hy the
United States pursuant to a joint arrangement with, a foreign govern-
nent or internaztional organizatiion of governnents or an official of

either.
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(a) "National security information" means information that con-
caerns the national defense or foreign relations of the United States.

Section 2. Original Classification.

(a) Classification Designation. National security information

that requires protection against unauthorized disclosure may be classified
in one of the three designations listed Pelow. If the classifying
official has reasonable doubt which designation is appropriate, orx

wvhether the information should be classified at all, the less restrictive
treatment should be designated or éuidance should be sought from an appropr:
senior agency official.

{1) "Top Secret" shall be applied to information, the unauthorized
disclosure of which reasonably could be expected to cause exceptionally
grave damage to the national security.

(2) "Secret" shall be épplied to informatidn, the uﬁauthorized
disclosure of which reasonably could be expectéd to cause serious
damage to the mnational security.

(3) "Confidential” shall be applied to information, the

unauthorized disclosure of which reasonably could be expected to cause

identifiable damage to the national security.
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(b) Classification Auvtrority.

(~7. Top Secret. Autherity for original claassification of
infornation as "Top Secret" may be exercised orly by the President, by

such officials as the President may designate by publication in the

Federal Registexr, by the Agency heads listed below, and by officials

to whom such authority is delegated in accordance with the provisiohs
of su?section (4){below:
| The Secretary of State
The Secrétary of the Treasury
The Secretary of Defense
The é@g;efafy of the Arny
The Secretary of the'Navy
The Secretary of the Air Force
The Attorney General of the United States
The Secretaiy of Energy
The Chairmaﬁ, Nuclear Regulatory Commission
The Director, Arms Control and Disarmamenf Agency
3 ~ The Directdf.%f Central Intelligence
Thé Administrator, National Aeronautics and Space Adminisération
The Administrator, General Services Administration ( delegadle
only to the Director, Fedaral Preparedness Agency and to the
Director, Information Security Overéight Office.)
(2) Secret. . Authority for original classification of infor—
mation as "Secret" may be exercised oniy by such officials as the

President mey designate by publication in the Federal Register, by the

Agency heads listed below, by officials who have "Top Secret" classi-
fication authority and by officials so authoriszed in accordance with

the provisions of subsection (4);
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The Secretary of Commerce

The Secretary of Transportation '

The Administrator, Agency for International Developmént
The Director, International “Communication Agency

(3) Confidential. Authority for original classification of

. information as “Confidential"'may be exercised only by such officials

as the_President may designate by publication in the Federal Register,
by the Agency heads listed below, by officals whe have "Top Secret" '
or "Secret" classification autkhority and by officials so authorized in
accordance with subsection (4): .
The Preéident and Chairman, Export-Import Bank of the United Staé
The President'and CHief Executive Office?, Overseas Private
.Investment Jorporation

(4) Limitations on Delegation of Classification Authoritw.

(1) Authority for original classification of information as

TFiing and oy g0 BFiReipaL]

"Top Secret" may be delegated only in
subordinate officals determined by the President or by Agency heads
listed in subsection (1) above to have a frequent need to exercise

such authority. Authority so delegated may not be redelegated.

(i1) Authority for original classification of information as
"Secret may be delegated only in writing and only to those subordinates
determined by the President, by Agency heads listed in subsections (1)
and (2) above and-by officials with "Top Secret" classification
suthoriiy to have frequent need to exercise such authority. Authority
so delegated may not be redelegated. .

(iii) Authority for original classification of information as
"Confidential" may be delegated only in wri%ing and only to those
subordinates determined by the President, by Agency henﬁs listed dn .
subsections (1), (2) and (3) above and by officials with "Top Secret"
classification authority *‘to have frequent neced to exercise such

authority. Authority so delegated may not be redelegated.
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(iv) ©Each delegation of original classification authority
shall be in writing by name or title of position held or as prescribed
in directives implementing this Order.

{(v) Delegations of original classification authority shall be
held to an absolute minimum. Administrative convenience 1s ﬁot a
;alid basis for such delegations. Periodic review of such
;delegations shall be made to ensure that the officials so designated
‘have demonstrated a continulng need to exercise such auvthority.

(vi) Agencies or officials not granted original classification
authority 1n thils section may request such authority from the

President through the Information Security Oversight Office, established

herein. Approval of such requests shall be published iIn the Federal

Register.

(5) Exceptional Cases. When an'employee of an Agency that does
ﬁot have original classification authogity, or a contractor of such
an Agency, originates information that -is believed to require
classification, the person or contractor shall protect that information
in the manner prescribed by this Order and implementing directives.
The information shall be transmitted promptly through established
channels and under appropriate safeguards to the Agency having
primary interest in the subject matter and -appropriate original
classification authority with a request that a determination be made as to
classification. Such requests shall be acted upon within 30 days.
Where such Agency cannot be identified, the Information shall be sent

determination.

to the Director of the Informatilion Security Oversight Office for a/. ..

(¢) Classification Requirements. Information may not be

classified unless an original classification authority determines:
(1) that the information falls into one or more of the criteria set
forth in subsection (d) below, which apply equally to all three
authordized classification designations; and (2) that the unauthorized

disclosure of such information reasonably could be expected to cause at

least identifiable damage to the national sccurity,. z
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The unauthorized disclosure of foreign government informa-
tion or the identity of a confidential foreign source is presumed to cause
at least identifiable damage to the national security.

(d) Classification Criteria. Information may not be con-

sidered for classification unless its disclosure reasonably could be
éxpected to:

(1) Make the Uﬁited States or its allies vulnerable to attack
by a foreign power, or weaken the ability of the United States or
{ts allies to conduct armed operations or defend themselves, or
diminish the military or operatiomnal effectiveness of the United
States' armed forces; or a '

(2) Lead to hostile political, economic, or military action
against the United States or its allies by a foreign power; or

(3) Reveal, in whole oxr in part, the defense or foreign
policy plans oxr posture of the United States or its allies; provide
a foreign nation.with information uéon which to develop effective
countermeasures to such plans or posture; weaken or nullify the
effectiveness of a United States military, foreign policy, foreign
intelligence, or foreign counterintelligence plan, operation, project,
or activity s ©OF

(4) Aid a foreign nation to develop or improv; its military
capability; or

(5) Reveal, jeopardize, oxr reduce the effectiveness.of an
intelligence or cryptologic source, method, device, or system; or

(6) Disclose to other nations or foreign groups that the
United States has, or is capable of obtaining, certain information
concerning those nations or groups without thelr knowledge or consent;’
or
(7) Deprive the United States of a diplomatic, milicary,
scientific, engineering, technical, economlc, or intelligence advantage
related to the national security; or

(8) Create or {fncrecase intcrnational tensilonsg; cause or con-=
tribute to political or economic instablity or civil disorder in a

foreign country; or otherwlse fmpalr the forelgn relations of the
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(9) Dlsclose or lumpalr the position of the United States or 8
iés allies in Internationual negotiations; or
(10) Disclose the identity of a confidential forecign source; or
(11) Disclose foreign government informatlon; or
(12) Diminish the effectiveness of United States Government
programs for safeguarding nuclear materials or facilities; or
{(13) Place a person's life in jeopardy.

(e) Limitation on Duration of Classification.

‘(1) Except as permitted in paragraph (2) below, each original
classification authority at the time of original ciassification shall
set a date or event for automatic declassification no more than six
years later. ?Alternatively, the original classification authority

may set a date or event not more than six years later for review to
determine whether there is a continued need to protect the information.f
Only officials with Top Secret classifi-

cation authority may extend classification of the information bevond

six years and only then in accordance with paragraph (2) below.

(2) Only officials with Top Secréet classification - authority
-and heads of agencies listed in Section 2(b) may classify information
4 for more than six years from the daté of original classification.
In such cases, the date or event for declassification oy review shall
be as early as national security permits and shall be no more thau
twenty years after the original classification, except that the date
or cvent for declassificapion or review of foreign government infor-
mation may be up to thirty years. This authority shall be used
. sparingly.

(f) Classification Identification and Marking,

(1) Tﬁe following shall be shown on the face of paper copics of all

documents at the time of original classification: (1) the Identity of the

original classification authority; (11) the offilce of origing (111)

the date of the document's origin; (iv) the date or event for

declassification or review; and (v) one of the three c¢lassification

designationys defined herein. Wwhen the individual who signs or other-

wise auvthenticates a document or item also is authorized to classify

it, no further annotation of idecutity is required. Documents

classified for more than six years shall also be marked with the identity

of the official who authorlzed the prolonged clussificntién and the

justification for it. This Justification way be by reference to

erba set forth fo agency tmplementing dirvectlves,
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- (2)‘MMarkings such“gs "For 0ffical Use iny"-and "Limited
‘Official Use" may not be used to iéeﬁtify information requiring pro-
téction.pursuant to this Order. Nor Qay terms such as "Conference,"

"or ‘"Agency" be used ih conjunction with classification dcsignakions ‘
prescribed by this Ordér; e.g., "Agency Confidential," oxr "Conference
Confidential.™ -. _ - : | T

(3) Each classified document shall, by marking or other means,-
indicate clearly which portions are classified, with the.applicable
classification designation, and which portions are not classified, in
order to facilitate excerpting and other uses. AgenC# heads may seek
a waiver of this requirement from the Director of the Information
Security Oversight Office for specified. classes of information. The
Director of the Oversight Office may, for good cause, grant and revoke
such a waiver. | .

(Z) Fdreigﬁ government information shall either retain its
original classification designation or be assigned a United States
classification designation that shall assure a degree of protection
equivalent to that required by the entity that furnished the information.

(5) Classificd documents that contain or reveal information

that the originator has determined is subject to speclal dissemina-

tjon and reproduction limitations shall be marked clearly so as to

.
1

place the user on notice of the restirictions.

(g) Prohibitions.

(1) Classi{ication nay nét be used to conceal violations of
lawv, inefficiency, or administrative error, to prevent enbarrassment’
to a person, organization or agency, or to restrain conpetition.

(2) Baslc scientific research information not clearly
related 4o the national security may not be classified.

(3) A product of non-goverameni research and decvelopaent

that does not incorporate or reveal classifled information to which

the producer or developer wag riven priov access may not be classified
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under this Order until and unless the government acguires a pro-

prictary interest in the prodﬁct. This Order does not affcct the

provisions of the Patent Secrecy Act of 1952 (35 U.S.C. 181-188).

(4) References to classified docunents that individually, or
in éggregate, do not disclose classified information may not be
c;assified or used as a basis for classification. ' -

. .(5) Classification may not be used to Yimit dissemination of
information that is not ciassifiable-under the provisions of this
6fder, or to prevent or delay the public release of such'infornétion.

(6) No docuﬁent mgy be classified after an Agené& has

‘received a request for such document under the Freedom of Information -

ket or the Mandatory Review provision of this Order

-

£f§ection 4(£)_7, unless such documenﬂ/reduires the protection
éﬁthorized by this Order and such classification is authorized
pefsonglly, and in writing, by the head of ithe Agency concerned ,
by the senior_official designated to oversee the Agency information
security program, or by an agéncy official with original Top Secret
.classification authority.

(7) Classification may not be restored to -documents alrecady

declassified and released to the publie under this or prior Orders.

Section 3. Derivativg Classification of Information.

(a) Original classification authority shz1ll not be given to
persons who only reproduce, exiract or summarize classified infor-
mation or who only apply to information classification markings
derived from source material or as directed by a.secg?éﬁnglassi—
fifp}iggwggide} Persons who apply derivaiive classification
markings shall(i) respect classifications assigned by Qriginators; .
(11) to the maximun extent practicable verify the current level of
clussiﬁication of the information prior to applying such markings;

and (c¢)
(11i) in accordance with subsections (b)/ below, carry forward

to any newly created documents the assigned dates or events for

declassification or review and any ndditional nuthorized markings,
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Documents based on multiple classified sources
may use a single marklng.

(b) New material that derives its classification from
information classified on or after the effective date of this Order
shall be marked with the date or event for declassification or
the date for review assigned to the source information.

{c) ©New materlal that derives its clasgification from information

.classified under prior 'Orders shall be treated as follows:

(1) When the source material bears a date or event for
declassification twenty years or less from the date of origin,
that date or event shall be carried forward on the new material.

{(2) VWhen the source material bears no date or event for
declassification or is ﬁ;rked for declassification beyond
twenty years, the new material shall .be marked with a date for
reviéw for declassificatioq/?xenty years from the date of original
classification of the source materiai.

(3) When the source material is foreign government information
bearing no date or event for declassification or marked for
declassification beyond thirty years, the new material shall be
marked for review for declassificatlon at thirty years from the
date of original classification of the source material.

Section 4. Declassification and Downgrading

Approved For Release 2006/11/17 : CIA-RDP86-00674R000300040008-5
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(‘a) Declassification Authority. The authority to declassify

or downgrade information classified under this or prior Executive
orders shall be exercised as follo'vs.
(1) Classified information may be decla<31fied or downgraded
by the official who authorized the original classification if that offi;ial
is sti1ll serving in the same position, by a
successor, or by a supervisory official of either.
(2) Agency heads named in Section 2(p) shall designate
additional officials at the lowest practicable .echelons to exercise
declassification and downgrading authority. ' ' ; i A;}";

-

(3) When the Director of the Information Security Over-
sight Office determines that information is classified in violation
of this Order, or that information con31dered in the exercise of-
the Director's appellate function pursuant to Section 4(£f)(2) should bg
declassified or downgraded, the Director shall promptly.notifyjthg affectéd
Agency of such a determination. The Agency'Shall have
20 working days to contest the determination. In thé event agree-
ment on the classification of the informatién in quesﬁion cannot
be reached between the Director of the Information Securlty Over-
sight Office and the Agency, they will appeal the case to
the Natioﬁal Security Council. Contested infor-
mation shall remain classified until the appeal is resolved.

(4) The prbvisions‘of this Order relating to the declassi-
fication of national security information shall also apply to
agencies which, under the terms of this Order, do not have original
classification authority but which had such authority under prior
Executive orders.

(b) Authority Over Transferred Information.

]
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vL) For c¢lzrzified irnformatlon translerrsz? in cornluncilion wish
; :?agsfcr of function =-- not
nerely for storage purposes -- the rcceiving.Agency shall be iéé:ed tc
be the originating Agency for all purposes under this Order.

(2) For c¢laszified inforrmation not transferred in aczirlance
with subsection (1) above, but originated in an Agency which has
ceased to exist, each Agency in possession shall Be deened to be the
originating Agency for all purposes under this Order. Such informa;
tion may be declassified or downgraded by the Agenc& in possession
gfter consulting with any other Agency having an interest in the
subject matter. .

- (3) Classified information transferred to the General Services

Administration for accession into the Archives of the United States
shall ﬁe declassified or downgraded by the Archivist of the United
States in accordance with this Order, thé directives of the Infornation
Security Oversight 0ffice, and Agency‘guidelines.

' (4) After the termination of a Presidential administration, the
grchivist of the United States shall ha%e the authQrity to:review and
declassify or downgrade all information elassified by the President,

the White House staff, or committees or commissions appointed by the
President or others acting on the President's behalf. This authority
spall be exercised only after consultation with the agencies having
primery subject matier interest. Disagreements on declassification of

Presidential documents between the National Archives and agencies

having primary subject matter interest may be appealed to the Director of
the Information Security Oversight Office,

(c) Declassification Policy.

(1) Declassification of classified information shall be given
emphasls comparable to that accorded classification. Information
classified pursuant to this and prior Orders shall be declassified as
early as national secuéity considerations permit. Declsions concerning
declassification shall be based on the loss of the information's
sensitivity with tlhe passage of time or the occurrence of an event which
would make continued classification unnccessary.

{(2) Whenever information is reviewed for declassification

pursuant to this Order, it_shall be declassificd unless the declassi-
fication nuthority established fn Section 4{(a) determines that the

information continues to meet the staundards for classification pre-
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{(3) It is presumed that information which continues to meet
the standards for classification in Section 2(c) requires continued
protection. In some cases, however, the neced to protect such infor-
mation may be outweighed by the public interest in disclosure of the
information, and in these cases the informatlion should be declassified.
When such a question arises, it shall be referred to the agency
head, an official with Top Secret classification authority, or the
Archivist of the United States in the case of material covered in
Section 4(£)(2). That official will determine whether the public
interest in disclosure outweighs the damage to national security
that might reasonably be expected from disclbsure.

(d) Declassification Requirements.

(1) Except as provided in Section 4(e)(4) below, information
classified on or after the effective date of this Order shall be
declassified or reviewed in accordance with the date or event set
pursuant to Section 2(e).

(i) Information not marked ﬁitg such a date or event shall
be declassified automatically six years after the date.of original
classification, unless the head or deputy head of the agency extends
its classification personally and in writing in accordance with

Section 2(e)(2).

dee d .7

(ii) VWhen information is marked for reviecw within six years of
original classification,-pursﬁant to Section 2(e)(l), and that review
is not conducted by the end of the sixth year, the information is /mév
automatically declassified. However, the head of the agency or
officials with Top Secret classification authority may restore and
extend the classification personally and in writing, in accordance
with Section 2(e)(2).

(2) &Except as provided In Scction 4(e)(4) below, information
which was classified before the cffective date of this Order and
already marked with a dat? or event dirccting declassification in
20 years or less from date of origin, shall be declassified automati-
cally in accordance with such date or event unless declassified
carlier, Information not so marked shall be reviewed for declassi~

fication in accordance with Section 4(e) and (f) bhelow.
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(e) Systematic Review for Declassificaton.

(1) Classified information constituting permanently valuable
records of the Government as defined by 44 U.S5.C. 2103 and information
in the possession and control of the Administrator of General Services
pursuant to 44 U.S.C. 2107 or 2107 note shall be reviewed for |
declassification as 1t becomes 20 years old. Agency heads listed in
éection 2(b) and officials designated by the President pursuant to
Section 2(b) (1) of this Order may extend classification beyond 20
years, but only in accordance with Sections 4(c) and 4(e)(2). This
authority may not be delegated. -ﬁheﬁ classification is extended
beyond 20 years, a date for declassification or the next review no
more than 10 years later shall be set and marked on the document.
Subsequent reviews for declassification shall be set at no more than

10 year intervals. The Director of the Information Security Over-

sight Office may extend the period between subsequent reviews for

specific categories of information.
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Approved FqrReleage 3006/1 50 7a:GIA-REORSE-00674ROCOBDOO4008-57 this Order,
the Agency nheads listed in Section 2{b) and the heads of agencies which
had corigiznz2l classification authority under prior orders shall, after
consultation with the Archivist of ithe United States and reviéw by the
Information Security Oversight Office, issue and maintain guidelines for
systematic review covering 20-year old classified information under
their jurisdiction. These puidelines shall state specific, limited
categories of information which, becausé of their national security
seﬁsitivity, should not be declassified automatically but should be

" reviewed item~by;}tem to determine whether continued protection beyond

20 years is needed. All informetion not identified in these guldelines
as requiring review and for which a prior automatic declassification
date has not beennestablishéd shall be declassified automatically at

the end of 20 years from the date of originaliclassification; These

guidelines shall be authorized for use by the Archivist of the United

States and by any Agency having custody of the information.
(3) MNotwithstanding Section 4(e) (1) and (2), the Secretary of
Defense | may establish special procedurés for systematic

review and declassification of classified cryptologic information

produced by units lof the.nepartﬁeﬁf of'Defen;é.' Tﬁeéé procedures ;ﬁaii
be consistent, so far as practicablc,vwith the objectives of Section
4(e)(l) and (2) and sﬁall be reviewed aéd approved by the Nirector
of the Information Se;urity Oversight Office prior to implementation.
Any decision by the Director in this regard may be appe%led to the
Wational Security Council. In case of an appeal, the information
will remain classified until the appeal is resolved.
v (4) VForeign government information shall be exempt.ﬁrom the
~\automatic declassification and 20 year systematic review pr;visions of
~~ this Section. Unless declassified earlier, such information shall
be rgvieécd for declassification 30 years from its date of origin.
Such rcvie;‘shall be in gccordance with the provisions of Sectlon 4 (c)
and with guidelines deveioped by Agency heads in consultation with
the Archivist of the United States and, where appropriate, with the

foreign government .or {international organization concerned.

Approved For Release 2006/11/17 : CIA-RDP86-00674R000300040008-5



Approved For Release 2006/11/17 : CIA-RDP86-00674R000300040008-5 16

(5) Transition to systematlic review at twenty years shall
be implemented as rapidly as practlicable but shall be completed no
more than ten years from the c¢ffective date of this Order.

(f) Mandatory Review for Declassification.

(1) Except as provided in (2) belowv, information classified
;pursuant to this or prior Executive orders shall be reviewed for
possible declassification upon request of a member of the public, a
governument employee or an Agency, provided the request is sufficiently
specific to permit location of the information with reasonable effort.

Requests for declassification under this provision shall be acted upon

within 60 days. Requests for declassification under the Freedom of

Information Act shall be processed in accordance.with the provisions

of the Act.

(2) 1Information less than ten years old originated by the
President or a President's White House staff orx Committées or Commissions
appointed by the President or others acting on behalf of the President,
including such information in the possession and control of the
Administrator of General Services pursuant to 44 U.S.C. 2107 or 2107
note 1is exempted from the provisions of subsection (1) above. Such
information over ten years old, however, shall be subject to mandatory
declassification review upon the request of a member of the public,

a government eﬁployee or an Agency. The processing of such requests
shall accord with proceaures developed by the Archivist of the

United States which shall include consultatlons with agencies having
primary subject matter Interest. Denial by the Ayrchivist of such a
request for declassification may be appealed to the Director of the
Information Security Oversight Office who may order declassification.

In such cases, the Dircctor of the Informatlon Security Oversight Office
shall promptly notify apencies with primary subject matter interest,

which may follow the appeals process set forth in Section 4(a) (3).
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(3) Regizs-z for deelossification of elasslfied doczuma
sriginated by an Agency but in the pouscsnion.and conrol of =ha
adnivlalrator of General Services pu¥suant.to 44 U.5.C. 2137 or
2107 note shall be referred by Lne Archivist to the Ageney of zripin
for processing in accordance with subs;ctioﬁ (1).above and ITor dircct
response to the reguester. The Archivist sﬁall inf;rm requesters
of sueh referrals.

(4) MNo Agency in possession of & document classified under

the provisions of this or prior Orders may, in response to a request

2

i

nade under the Free

o

om of Information Act or the Mandatory Review

provision of this Order (Section 4(f)) for such document, refuse to confirm

the existence or non-existence of such document, unless the fact of its

existence or non-existence would itself be classifiable under this Order,

(g) Downgrading. Information classified under this or prior
Orders and marked for avtomatic downg:éding>§s downgraded zccordingly
without notification to holders. Other information classified ﬁnder
this or prior Orders may be assigned a 1owericlassification designa-
tion by the originator or other officials authorized to downgrade of_
to declaséify_when such downgrading serves a uéeful purposé. 'Noticé-
of such downgrading shéll be provided to ﬁolderé of the information

to the extent practicable.

Section 5. Safeguarding. _ . A -

(2) General Restrictions on Access.

(1) No person may be given‘access to classified inforhation
unless such person has been determined to be trustworthy and unlesé
access to such information is necessary for the performance of
official duties.

(2) A1l classifiecd information shall be marked conspicuously
to put users on notice of'its current clagsificaticn sintus end, i7

approprioate, to show any special distridbution or reproiuctiion ro-

strirlious,
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(3) 4Contr:ls achall be eazetiliaghed by caeh szenzy to assure
*rat elosgsified infornation is uased, processed, z2wsrzd, reproduaced
zud trannmitted only under conditions that will provile adagunts
protcction and pyeycnt access by unauthorized pérsons.

(4) Claausifiecd information no lonzer neceded in curranti
vorking Files or for reference or record purposces shall te pro-
cessad for appropviate disposition in accorduznce with the provisions
of Chaplters 21 and 32 of Title 44 of ‘the United States Code governing
disposition éf federal records.

(5) Classified information disseminaied outside the
executive branch sheildl be éiveﬂ protéction.equivalent to that

afforded within the executive branch.

Yy

(b) Special Access Prograns. o .

(1) Agency heads listed in Section 2(b }(1) may create special
access ?rograms to control access, disgtribution, and protection of
particularly sensitive information cl#séified pursuant to this or
prior Orders. Such pfograms may be created or continuéd only by
written direction and only by these Agency heads or, fér mattefs
pertaining to intelligence sources and methods, by the Director of -
Central Intelligence. Classified information in such programs shall
be declassified according to the provisions of Section 4. Speciél
access perograns may te created or continued cnly on a specific
éhowing that: .

(i) normal management and safeguarding procedures are not
sufficient to 1limit need-to-know or access;

(ii) the number of persons who will nced access will be

reasonably small and commensurate with the ob&cctive of providing
] B .
cxﬁra protection for the information involved; and
{(i1i) the special access controls balance the rneed to prozact '
. the information against the full spectrum of neceds 52 use the infoxr-
‘ L]

mation,
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(2) ALl such special access prograns txezpl those required
by trealy or internaticnal epreement shgll ferninate auto-
matically every five years unless renewed in_uécordance with the
procedures in this subsection,

(32) Vithin 180 days after the offective date of tnis Order,

ja
[=N

the Agency heads listed in Secetion 2(bJ{1) ghall review all ezisling
special access programs under their jurisdiction and.continuc then
only in accordance with the proceﬂurés in this subsection. Each of those
Azency heads shall also estadblish and maintain a system of accounting for
all special access programs they-create or continue.

‘The Dirsctor of ithe Information Security Oversight Office

shall have non-delegable access to a2lY such accountings.

(c¢) tecess by Historical Researchers and Forner Presidential '

Appointees. The requirement in Sccfion 5(a)(1) that
access to classified information be granted only as is necessary for
the performance of official duties shall not apply to persons who
aré engaged ip historical research projects or who previously.have
occupied policy-making pogitions to whiéh_they were appointed by rﬂé Presid
pravided tgat the Agency wi&h jufisdictioﬂ ovef fhe info;ﬁafion:‘.'

(1) makes a written determination that nccess is conzistent
ﬁith the interest of national sscurity; -

(2) takes appropriate steps to ensure that classifiéd infof»
mation is mnot disclosed or published without priocr review and
declassification; .

(3) takes reasonable action to ensure that accéss is limited
to specific categories of information over which that Agency has
classification jurisdiction;

.

(4) liwits the access granted to former Presidential

appointees to itenms that the person originated; reviewed, signzd or

received while serving as a Prestdential appointee.

a4 Ceam - e
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(d) Reproduction Controls.

(1) Top Becret documents may not be reproduéei witheut tne
consent of the qr;gin;ting Agency unless OtﬁﬁPWiSG mavked $y the
originaling offfce. |

{(2) BReproduaiion of Sceret anid Confidential documents nay
be restriciad b& the criginating Agency.

(3) Reprcduced copics of classified documents are subject to
the, sem2 nceountability and controls as the original documents,

(4) Records shall.be haintaincd'by all Agencies that repro-
duce paper copies of classified doc;ments to show the number and d&sfribup;o=

of reproduced copies of all Top Secret documenis; all documents

covered by special access programs distributed outside the originating -

agency; and all Secret and Confidential documents marked in

accordance with Section 2(£)(5).

(5) Subsections (1) and {(2) above shall not resirict the
reproduction of documents for the'burpose of facilitating review for

declassification. However, such Teprodunced documents that remain =

.t

classified after review must be destroyed after they arc used.

Section 6. Inplementztion and Review.

The National Security Council may review all matters with respect L«

the implementation of this Order and shall provide overall policy

dircction for the information security program.

{(a) Information Security Oversight Office.

(1) The Administrator of General Services shall be responsidle
for implementing and monitoring the program estadblished pursuant to
this Order. This responsibility shall be performed through an
Information Security Oversight Office.

(2) This Office shall have a full-time Director appointed b;
the Administrator of Genpral Services subject to aporoval by the

President. The Director shall have authority to appoint a staff.

The Dircector shall:
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(i) oversee Agency actions to ensur:2 esnpliance with this
Order z2nd implementing directives;
(ii) consider and take action on compizinis and suggestiocns

s4thin or outside the Government with respect €o thz

»‘?
\1
o
3
i)
[t}
lx]
©
0
=
\n
4

edministrztion of th= informaiion securiiy progranm, including
appeals from denials of declassificeticn requests pursuani Lo

(
($31) exercise the authority to declassify information pro-~
vided by éections 4{2)(3) and 4C£)(2);

'(iv) develop, in consultatior with the agencies, and promul-
gate, subjezi to the approva} of the Nationazl Security Council,
dircetives for the implementation of this Order which  shall bg
binding on the agencies;

(v) report annually to the President through the Administratpr

of General Services and the National Security Coupcil on the

inplementation of this Order;

(vi) review all Agency implementing regulations and guide-
lines for systematic review to ensure their consistency with the
provisions of the Order and implementing directives. If the Director
finds any regulation oy guideline inconsistent with this Order or
implementing directives, the Director may require it to be changed.

. The Agency head may appeal such a decision to the National Security
Council, which shall have final decision-making authority. Pending
resolution of the appeal, the-Agency regulation or guideline shall

remain in effect.

(vii) exercise case-by-case classification authority in
accordance with Section 2(b)(5) and review requests for original

classification authority in accovdance with Section 2(b) (4)(vi);

4
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(vii1) kava the authority to conduct on-site reviews ol the
[nfornation securily progran of cach Agency that haadles clazs!?
inforpation and to require of each Agency sucﬁ reporty, Infor-
mation, and othpe, cooperation as necessary to fulfill the abeve
rcaponsibilities, If such reports, inspection, or access to
apecille categories of classified information would pose all
cexceptional national security risk, the affected Agency head may
deny access, In such a case, the Agency head shull report the -
decision and the Treason to the National Security Council, which may

overrule the decision.

(v) 1Intersgency In?ormation‘Securiiy Committee. Thersa
is established an Interagency Information Security Committece which
shall be chajired by the Director and shall be comprised of represeﬁn
tatives of the Secretaries of Staté, Defense, Treasury and Energy,
Vthe Attorney General,.the Director,of Central Intelligence, the
National Security Council Staff{, the Domestlc Policy Staff, and the
Archivist of the United.Statcs. Representatives of other agencies
may be invited to meet with the ‘Committee on matters of particuler
interest to those agenciles. The Committee shall meéﬁ at {ﬁe cali';
of the Chairman or at the request of a member Agency and shall | -

advise the Chairman on . implementation of this Order.

(¢) Agencies with Original Classification Authority. Zach

Agency granted original classification authority pﬁrsuant to this
Order shall:

(1) Subnit to the Information Sccurity Oversight Office a
copy of the regulations and guidelines for systematic review adopted 4
pursuant to this Order and implementing dircctives. Subseqguent A
changes to Agency regulations and guidelines fo% systematic review
shall also be fo%wnrded to the Oversight Office.

(2) Publish in the Federal Register the uncimssifiel

regulations fmplementing this Order or changes thereto.

-~
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svergipght progruaa to engsure effective fupleransslon of

£}

(4) Designate a senior Agenzy officianl =z chair

coumnibiee with authority to act on all suggestions and
vith respeclt to the Agcnrj s ndmxnl*trnbzon ol the infor:zziZlasn

segcourity progran.

p
(5) Establish a process to deecide appeals from denials of
.Geclascification requests, pursuant to Secction L{E). .

(6) Esteblish and maintein a program to familiarize Lgency

persoanel and others with access to classified information with the

-
2

mpres

”,
b4

provicions of this Order and impieménhing‘directivas; to
upon cach individuval his or her responsibility for exzercising
vigilance and care in conplying with the provisions of this Order;
¢nd, lto encourage him or her to challenge classification decisions
-believed to be 1:proner.
(7) Ensure the preparation and pronmulgation of puidelines
for se curlty classification that u111 facilitate the identificati
end wniform classification of information requiring. protection under
the provi sions of this Order. ’ oo = ' .
(8) Develop and pronulgate guidelines for systématic revieﬁ
in accordance with Section 4(e )(2). _ T T
(¢) Taxe necessary action to énsure that:
(i) =a demonsirable need for ancess to classified informaﬁionA

1s established prior to the initiation of administrative clearcnce

procedures, and .

(ii) the nunber of people granted access to classified infor-
ﬁation is reduced to and maintained at the minimum, consistent with
operztional reguirements and needs.

(10) Ensure that safeguarding practices are reviewed con-
tinuously and eliminate those that are duplicatirs or unnecessar:

(11) Submit to tle Information Seccurity Oversight Office

1

such information or reports ss the Director of tha 27fice =axr

*

necessary to carry out the Office's responsitilitiaa.
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(d) Agchcies Without Original Classification Authority.

Each Agency that has not been granted original classification authority
but that handles classified information shall comply with appropriate
subscctions above /[{e) (1), (2), (3), (4), (5), 6), (8), (9), (10) and
(1) _7.

Section 7. Administrative Sanctions,

In any case in which the Information Sécurity Oversight Office finds
that a violation of this Order or any implementing directive has
océurred, it shall make a report to the head of the Agency concerned
so that corrective steps may be taken.

(a) Officers and employees of tﬁe United States shall be
subject to appropriate administrative sanctions if they:

(1) knowingly and willfully classify or continue the classifica-
tion of information in violation of this Order or any implementing
dircctive; or

(2) knowingly, willfully and withﬁut authorization disclose
information properly classified under this or prior Orders or compromise
properly classified information through negligence; or

(3) knowingly and willfully violate any other provision of this
Order or implementing directive.

(b) Sanctions may include reprimand, suspension without pay,
removal, termination of classification authority, or otherxr sancfion in
accordance with applicable law and Agency regulations.

(c) Agency heads shall make proﬁision to ensure that appropriate
and prompt corrective action is taken whenever a violation underxr
subsection (a) occurs. They sﬁall also inform the Director of the

Information Security Oversight O0ffice when such violatlons occur.

(d) Agency heads shall report to the Attorney General evidence
of possible violations of federal criminal law by an employee of thelir
department or agency to tne extent any such information may be refleccted
in classified information and report to the Attorney General evidence
of possible violatioms by any other person of those federal criminal

laws specified in guidelines adopted by the Attorney Generalj
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Section 8. Atomic Energy Information or Material.

Nothing in this Order shall supersede any requirements made by or under
the Atomic Energy Act of 1954, as amended. "Restricted Data' and
information designated as "Formerly Restricted Data" shall be handled,
p;otccted, classified, downgraded, and declassified in conformity with
the provisions of such Atomic Enecrgy Act and the regulations of the

Department of Energy.

Section 9. Interpretation of the Order.

The Attorney General, upon request by the head of an Agency, his duly
designated répresentative, or the Director of the Information Security
Oversight Office, shall personally or through authorized representatives
of the Department of'Justice render an interpretation of this Order

with respect to any question arising in the course of its administration.

Section 10. Revocation of Prior Orders and Directives.

Execcutive Order No. 11652 of March 8, 1972, as amended by Executive
Order No. 11714 of April 24, 1973, and No. 11862 of June 11, 1975,
and the National Security Council Directive of May 17, 1972 Lﬁ C.F.R.
1085 (1971-75 Comp.l7 are revoked.

Section 11. Effective Date.

This Order shall become effective on October 1, 1978, except that

the functions of the Informatioﬁ Security Ovexrsight office specificd

in Scection 6(a){1l){(iv) and 6(a) (1) {(vi) shall be effective immediately
and shall be performed in the interim by the Interagency Classification

Review Commlittee established pursuant to Executive Order 11652.
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