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"1SSUES G RECOMMENDED  OPTICNS

A THE EXAMINATION OF THE ROLE AND EFFECTIVENESS OF THE
~  INTERAGENCY CLASSIFICATION REVIEW COMMITTEE (ICRC)

1. Abolish the ICRC. Establish a "Security Information Oversight
Office" within an existing office(s) of the Executive Office of the
President having current general oversight over intemal operations of
the government and a close relationship with the President, e.g., in OMB,
Overall responsibility for monitoring, policy direction and implementa-
tion of the EO shall rest with the head of the selected EOP office. The
Oversight Office shall be headed by a Director and Deputy appointed by
the President. Administrative support for the Oversight Office shall be
provided by the selected EOP Office. In addition, establish an ''Inter-
agency Security Information Advisory Committee' comprised of current
membership of the ICRC which shall be chaired by the Director of the
Oversight Office. The functions assigned to the Oversight Office shall
be the same as those currently assigned to the ICRC except that the new
Office shall act only on those appeals involving the declassification of
10 or more year old material which is not subject to the provisions of
the FOIA. In each such instance, representatives of the Interagency
Advisory Committee shall be requested to provide an advisory opinion on
the declassification or continued classification of the material. In
those cases where the Director of the Oversight Office decides, based on
the advisory opinions, to declassify the information, such action shall
not take effect for a period of 10 days during which time the head of the
affected Department may appeal the decision to the President through the
Assistant for National Security Affairs.

Another option was to expand the citizens' avenues of appeal in
the denial of information under FOIA where the denial was based on b(1)
by allowing the citizen to appeal to the new Oversight Office. This
option was favored by OMB, Domestic Counsel and unofficially by State.

IC Staff favors Option 1 above,

3 WHAT KINDS OF DISCIPLINARY ACTIONS CAN BE TAKEN TO PREVENT THE
MISUSE OF THE SECURITY CLASSIFICATION SYSTEM BY GOV'T OFFICIALS

2. Include in the Order provisions for administrative sanctions for
willful (e.g., specific intent could be inferred by a requisite degree of
negligent-type conduct) origination or continuation of classification of
information in violation of the Order or an implementing directive; will-
fully releasing or disclosing or causing the release or disclosure of
classified information in a manner not authorized by the Order or imple-
menting directive; or other violations of the Order as determined by the
head of a department. Heads of departments will specify the provisions

of the Order and implementing directives for which violation is subject to
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administrative sanctions, and will specify the applicable schedule of
sanctions in accordance with the major purposes of the Order and the
particular requirements of the departments.,

3, Include in the Order provisions for a range of sanctions, e.g., repri-
mand, suspension without pay, removal, which may be imposed for Option 2
(above) abuses or violations in accordance with applicable law and depart-
mental regulations.

5. Include in the new EO a section which will require the use of a uniform
secrecy agreement whereby they agree not to publish, disclose or otherwise
make available classified information to any unauthorized person and that
all government employees execute such an agreement as a condition of obtain-
ing access to classified information. '

IC Staff agrees with all positions above with one exception. They
want to delete the word "uniform' in Option 5 above on secrecy agreements.

HOW UNNECESSARY AND DUPLICATIVE PRACTICES AND PROCEDURES CAN
BE ELIMINATED, REDUCING EXPENSES

e

For determining trustworthiness:
1. Continue to permit heads of departments of the Executive to determine

~ scope of investigation, in conformance with EQ 10450, for purposes of
determining trustworthiness of individuals for access to classified information.

On compartmentation:
10. Establish standards for the creation or continuation of compartments
or special access programs, Such standards would require that all special
access programs be created or continued only by the authority of a head of
a department personally and in writing. Moreover, such special access pro-
grams shall be created or continued only on the specific showing that:
-Normal safeguarding procedures are inadeguate to protect the info.
-The size of the compartment (numbers of people requiring access) is
reasonable & limited to absolute minimum
-The special access controls balance the need to protect the info
against the full spectrum of needs to use the info
-All special access programs shall automatically terminate after 3
yrs unless renewed in accordance with above procedures.

IC Staff favors Option 11 which requires that special access programs
be created only by authority of the NSC and/or the DCI. (Tend to think this
does not recognize the need for compartmentation of other information than
S&M or classified information.)

X If the status-quo option 1 is not selected, the IC Staff would go to option 2 which would
designate an office in the EOP to develop & promulgate standards for umiform application
across the Executive Branch for scope of investigation § for adjudication of results
to determine trustworthiness. 2
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12, Include in the new Order provisions requiring heads of departments: (A)
Take action necessary to insure that number of people granted access by

his department to each level of classification be reduced to and maintained
at the minimum consistent with operational requirements and needs; (B) Assure
that a demonstrable need for access is established prior to initiation of
action requirec for any clearance for access to classified information after
the effective cate of the new Order.

IC agrees with this Option. I question whether or not this is meant
to bring us in line with the DOD where access is granted to only certain
levels of classified information.

13, Include in the new order a requirement that heads of departments cause
a continuing review of safeguarding practices and procedures with a view to
eliminating thcse which are found to be duplicative & unnecessary.

IC agrees with this motherhood option.

IC Staff also recommends the following option--
14, Include a specific provision in the Order which would authorize the ob-
taining of criminal justice information from federal, state and local law
enforcement agencies as an integral part of the scope of investigations re-
quired for determining trustworthiness pursuant to the Order.

D WHICH INFORMATION REQUIRES PROTECTION & FOR HOW LONG & WHAT
- CRITERIA SHOULD BE USED IN MAKING THIS JUDGMENT

2, Retain the scope of the term 'mational security," i.e., national
defense and foreign relations as used in EO 11652,

3. Adopt specific classification criteria which would call for the
elimination of examples now included under Top Secret & Secret classifica-
tion categories. It would be mandatory that before information could be
classified, it would have to be established that the information falls
within one or more of the criterion,

IC Staff agrees with above 2 options.

7. Make the adoption of classification guidelines in departments
optional but encourage promulgation where practicable,

IC disagrees. Favors Option 6 which requires development, use §

promulgation of general classification guidelines and encourages departments
to amplify same with specific guides.
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10. Require mandatory paragraph classification with provision for the
head of a department to seek a waiver from an oversight body for specific
classes of information. '

16. Retain current language of Section 4(C) of EO 11652 re "'Information
Furnished by a Foreign Government or International Organization' which
states that information given in confidence will be classified in order to
protect it from release.

FYI, it does not address declassification of information received
from foreign governments.,

19, Modify the definition of the standard for Confidential by including
a word such as "'appreciable,' ''significant,'" or "demonstrable' to modify
the word ""damage, "

20, Retain the prohibitions against classification now prescribed in
EO 11652 and add others.

IC Stafif: agrees with 10, 16, 19 § 20, Re option 20 above, what
other prohibitinns are they going to include?

E WHICH CATEGORIES OF CLASSIFIED MATERIAL MORE THAN 20 YEARS OLD
= COULD BE DECLASSIFIED IN BULK UNDER APPROPRIATE GUIDELINES

2. To direct heads of departments to develop & make available to their
employees § others declassification guidelines for information originated
within their jurisdiction; but to exclude from declassification provisons
information § material given in confidence which was classified by or jointly
with foreign gov'ts except for such information as may be declassified by
mutually agreed guidelines developed by the Archivist, the departments and
foreign gov'ts concerned,

IC Stafi favors Option 3 below but would select 2 as a fallback.

3. The new EO should direct heads of departments to develop, use and main-
tain current declassification guidelines for information originated by their
depts or within their subject matter jurisdiction. Such guidelines shall
specify in reasonable detail what information requires continued protection

- and for how long. If the period of continued protection cannot then be deter-
mined, the guidelines shall specify a date not more than ten years later for
a second review at which time a date certain for declassification shall be
specified. Depts which hold foreign classified information shall, with the
Archivist advise the foreign gov'ts involved that such information will be
subject to departmental guidelines for declassification or extended protection
unless those gov'ts develop mutually agreed declassification guidelines for
different treatment with the depts concerned.
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4, To avoid any waste of resources the new EO should clearly state that
only those records constituting the permanently valuable records of the
Gov't should be reviewed for declassification. Records scheduled for de-
struction should not be reviewed under this program,

5. To give appropriate recognition to the merit of the Foreign Relations
series, the new EO should include the following: "All Depts will assist

the Dept of State in its goal to attain a 20 yr publication schedule for

the documentary series entitled 'Foreign Relations of the US™, The schedule
for compiling, editing, reviewing and publishing the series should not unduly
delay declassification of any agency's foreign relations-related classified
information and material."

IC agrees with options 4 § 5.

If the new EO directs that information classified by or jointly with
foreign gov'ts be systematically reviewed for declassification, the following
option was recommended for adoption.

7. Irrespective of the US timetable for systematic review, a parallel
arrangement for declassification of foreign originated classified info
should take place at the end of 30 full calendar years after origination.

HOW TO PROMOTE INCREASED PUBLIC ACCESS TO INFORMATION NO
E LONGER NEEDING CLASSIFICATION THROUGH A MORE RAPID §
SYSTEMATIC DECLASSIFICATION PROGRAM

2, Establish a new declassification system which would (1) divorce the time
period of classification from the level of classification; (2) require an
original class:ifier, within the limits specified in the authority delegated
to him, to fix the shortest period of classification which he feels is
warranted; (3) limit the authority of original Conf § Secret classifiers to
continue claSSLflcatlon to a period of six yrs; (4) limit the authority of
original TS classifiers to continue classification beyond 6 yrs but not in
excess of 20 yrs; (5) prescribe that only a dept head may continue classifi-
cation beyond 20 yrs; (6) provide that unless declassified earlier or ex-
tended beyond 20 yrs information classified pursuant to this EO shall be
automatically declassified after 20 yrs; (7) require that authorities who
extend classification beyond 6 yrs record their identify and reason for
their decision; and (8) require that with respect to each original classifi-
cation, a date "would be fixed for automftic declassification or for review
to determine the need for continuation of classification.
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3. With respect to information classified under previous EOs, the new
Order should provide (1) If the material is already marked for declassifi-
cation within 20 yrs it shall be declassified accordingly; and (2) if not
so marked, shall be declassified in accordance with declassification guide-
lines promulgated by heads of depts as prescribed by the new EO.

4, Build a presumption against classification and for declassification
into the scheme of a new Order. (see highlighted section of page 75)

8. Include in the Order a requirement that heads of depts designate
officials at the lowest practicable echelon of command and supervision to
exercise declassification authority with respect to classified material
in their functional areas of responsibility.

9. Include in the Order a requirement that heads of depts budget for
and provide adequate resources to carry out full and effective implementa-
tion of the Order,

Motherhood.
10, Include in the Order a section providing declassification criteria,

IC Staff agrees with all above options this category: 2, 3; 4, 8; 9, 10.

G OVERLAPS BETWEEN THE NEW EO § THE FOIA AND PRIVACY ACT

2. Drop the 10-yr prerequisite for mandatory review of Federal records
but not for Presidential materials, donated historical materials or other
non-federal records.

3. Amend the present phrasing of the mandatory review provision so as to
direct depts to declassify any reasonably segregable portion of a record or
donated historical document after deletion of information which must remain
classified,

IC Staff agrees with above options 2 § 3.
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SUBJECT: (Oprionci) -

FROM: o : EXTENSION | NO.
: L . : DATE
STAT [ : _ 6 July 1977
TO: (Officer designation, room nuriber, and ;F DATE
building) [ OFFICER'S COMMENTS (Number each comment ks show from whom
.. E RECEVED | FORWARDED INITIALS to whom. Drow o line across column after each comment.)
i - v .. - . L ) .- .
STAT e S .. | Attached are copies of a rewrite by
3 : - 1 Art Van Cook and Bob Wells dated .
; .| today of the papers they had prepared
R 7’| ‘as committee chairmen for forwarding
3. - T -] to the NSC Staff on the PRM-29 ex~
= . .| - | ercise. Also attached are copies of
o - | amemo by] |in which heSTAT

-| .sets forth the options he believes
: S . E should be supported. Suggest you
p : — —_— | pass out copies of both of these to
) . ' "~ | the Agency reps who worked with
. you on the Cook and Wells sub-
6. committees with the view to develop-
' ing a CIA position on options also.

John McMahon wants to be sure that
- B T I the IC and CIA positions are con-
2 : - — : 4 sistent. | |is schduled STAT
’ = : to meet with him Tuesday afternoon
on that point. Probably I will be
9. i ’ 1 there also.

Without awaiting responses from
those to whom you send copies,

, - suggest the 3 of us get together on
. T these at 2 o'clock Friday. I would

' ~ hope to put into Tony's hands by
the end of the day on Friday a paper
12. ' as to our views on the several

| options.

10.

13. I think also we should give particulay

attention to the question of what, if.
14. ' any, issues, subjects, etc. have not
been addressed by the Van Coock and
Wells committees.

13 gTAT
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Tab D - Ontion 2

Ot

Ontion 6 (the revort’s recormmardetions siots trat tre corsensus was
in favor of Ontion 7 - that 4is mv reco’llaction from the subsroun i
maeting, which, as best 23 I ecould follow 3it, resulied in
conclusion that it was cesirabla to raonire mrevaration and use
ol poneralized guidelines - serarate and distinet from detalled

guidcs.)

ST HO TO Option 13

OP S"D TO Option 14 (e nlmm it will cloud thre fssue on
conoa%%meruatlnn dealt with B tre report undaer Tab C)

JTAPDY ITH Ontion 15 (ve monw rrefer that the new Order state
the President®s recognitfon trat intellicence sources and
metrods information is esnecially sansitive, and his desire
that such information be elassified =nd decWan) flied with
narticular care.)

Ontion 16

Ootion 19

Ootion 20

A VEHSENT NO TO Ontion 21

i
5

Tab E - Ootion 3 (fal1back is Ovtion 2 if we have to)
Ontno*n Iy
Onthn 5
20 YOT AGREE TEAT OPTTON 4 I35 CONTITIGTIT ON CPTIONW 3

Tab T - Onbion 2
Ontion 3
Optionn 4
STROFG HO TO Ontion 5
Option 8
Ontion 9
Ontion 10

Tah C‘r - ()p‘t‘:.on 2
Ontion 3
A VIHTENT NO TQ Opti-n U
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MEMORANDUM FOR: Dr. Robert Cates Jub o 9
National Security Courcil Staff

=
~d

Mr. Richard Neustadt
Domestic Statf

SUBJECT: Presidential Review Memorandum (PPM)/NSC .29,
"A Comprehensive Review of the Classification
Svstem"

Reference i3 made to our memorandum, szme subjnct, dated June 28,
1977 and at: achments thereto.

Pursuant to your instructions at the Joint Meeting of the
Classification/Declassification and Irplementation/Review Workgroups- -
on June 30, 1977, -we have revised the issuve/option/recomrendation
papers in such a manner as to now shqw as separate options those
items which may have been included in the previcus papers as proposed
actions either as part of the discussicn or as added recommendatilons.
Moreover, w2 -have included to the extent practicable, those points
raised at thhe June 30th meeting.

Attached ar=: (1) A listing of 33 issues for possible consideration
by the Ad Hoc Committee; (2) a table of contents; (3) the revised
issue/option/recommendation papers (TABS A thru G, each preceded by
an index of the issues and related options included therein).

mwﬁfﬁ/ Q..,J - e =

ARTHUR F. VAN COOK ' " " FROBERT W. WELLS
CHATRMAN CHAIRMAN _
CLASSIFICATION/ IMPLEMENTATION/REVIEW
DECLASSIFICATION WORKGROUP WORXGROUP

Attachments
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ISSURS FOR CONSIDERATION RY THE AD FOC COMMITTEER

Composition, title, location and functions of the new oversight body.

<~
Expansicn of’ adminigtrative sanctions vo include categories and range
of sanctions. '

Whether to adopt a secrecy sgreement as a condition of obtainihg access
to classified information.

Whether to standardize investigative/adjudicative procedures for dzter-
mining trustworthiness.

Whether to establish standards and criteria for Compartments.

Whether to provide for reducing numbers of pecple authorized to have
access to classified information.

Whether to require demonstrable need fcr initiating clearance procedures.

Whether to require a continuing Departrental review of current safe-
guarding practices with a view to eliminabing duplicative and unneces-
sary practices.

Whether to add language authorizing criminal justice information to be
obtained from Federal, State and Local agencies as an integral part of
the gcope of investigation for determining trustworthiness.

Whether to expand the scope of the terzm "national security.”

Whether to edopt criteria for classification (prescriptive or
descriptive). .

Whether to require Departmental promulzation of classification guidelines.

Whether to require paragraph marking.
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18.

20,

21‘

22,
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Whether the Order should mandate public disclesurs of certsin byves
of Informatiocn.

Whether to cenbinue specilsl departwmental arrsngerents or expand on
them by making referggce to certain statutes.

Whether to make provisions for classifying and identifying informatiocn
furnighed to the U.S. in confidence by forsign governments or forsign
sources.

"Confidentisal" by

i

Whether to modlfy “the damage standard for the term
flcant" or ”dbmonuurab;eV

including a word such as "apprecieble," "signi:
to modify the word "damage." »

Whether to retain current prohibiticns against c1a551T1caulon and add
others.

Whether to adopt a "balancing test" to cause the weighing of the
tive merite of public disclosure of the informatlion ageingt class
catlo“.

rela=
ifi~

s
L

Whether to require Departmental promulgation of-declassification guide-

lines for twenby-year old material.

Whether the Order should'providé that only permsnently valusble records
of the Government should be reviewed on a systematic basis for declassi-’
flcablon. . : ' : :

Whether to provide for executive branch support of the Deparbment of
State effort in publishing "Foreien Relations of the United States.'

Systematic review of foreign oviginated maberisl for declassification.

VWhether to ‘ontlnuﬂ the authority of the Archivist to review, downgrade
and declassify "presidential papers" and whether to extend this aubhority
to such informstion not in archival depositories.

Whether the new order should abolish the ADS/CI b/EXuFDt“On system and
replace 1t with a six year norm/twenty year naximum system which
divorees length of classification from the classificatich level of the
infornmation.
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how to apply a twenty-year declassificsbicn rulsz 4o rreviously
claggified informsbion.

Wnether to bulld into the new order = presurpsicn cgainst classifi-
cablon and for declagsification.
@

Whether to provide a mechaniswm for internsal epertmental challedges So
assification.

Vhether to continue, with modification, or eliminste gpecial acca

Tor unofficisl researchers and former officisis.

Whether to require heads of Department to delegate general declussi-
Tication authority to subcrdinate officiszls. '

Whether to require heads of Departments to budzes for cnd provide
adequate resources to carry out full snd effective irmmlementation.

Whether the order should .provide unifeorm declzssification eriteria.

_Whether to rebain mandatory review vrovisions bub make them consishent
with the Freedom of Information Act by: - (i) eliminating ten-yesr
requirement for all but records not subject to the FOIA, and (i)
provide for release of segregable portions. Llso, vhether to rebain

the current sixty day response limits.

4
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FRM ISSUE: THE EXAMINATION OF THE ROLE AITD EFFECTIVENESS OF
THE INTERAGENCY CLASSIFICATION REVIEW COMMITTEE

ISSUES FOR THE AD HOC COMMITTEE: PAGE

- Composition, Title, Locabion and Functions
of the Interagency Classification Review
Committee Follow-On Body
OPTION l L] 1 4 - L2 L d L 4 L 4 » . L 4 . L] > L] . - . L *» L L » - L 4 L L
OPTION 2 . . . . . 3 » » [ ] [ [ [ 2 . [ » - . - » . » * » 3 * . )'I'

OP'IION i 3 e 8 8 & e o & o+ » e 5 & & 4 b+ e s » * s s e+ » o 5

Rm OMNDAT I ONS L] » . * * * L] » L L d * * » - L L] » L4 » * L d * L] » 6
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ISSUE: THE EXAMINATION OF THE ROLE AND EFFECTIVENESS OF
THE INTERAGENCY CLASSIFICATION REVIEW COMMITTEE

DISCUSSION:

The Interagency Classification Review Committee (ICRC) was established pur-
suant to Executive Order 11652 and its implementing Netional Security Council
directive. The Committee was established to assist the NSC in monitoring the
implementation of the Order and was specifically charged with: (a) over-
seelng Departmental actions to ensure compliance with the Order and imple~
menting directives, (b) receiving and acting on complaints or suggestions
from within or without the government regarding the administration of the
Order, including appeals Prom denials of declassification requests, and (c)
developing means to prevent overclassification, ensure prompt declassifica-
tion and access to declassified material, and eliminate unauthorized dis-
closures.

Committee membership includes representatives of the Departments of State
Defense and Justice, the Archivist of the United States, the Central
Intelligence Agency, the Energy Researdh and Development Administration and
the National Security Council staff. Dr. Jemes B. Rhoads, Archivist of

the United States, was appointed by the President as Acting Chairman in
April 1973. The ICRC is asuthorized & permanent staff of eight personnel
including the Executive Director. The steff draws its support, including
budgetary funding ($173,600 for Fy T7), from the General Services Administra-
tion through the National Archives and Records Service.

In meeting its mor.itorship responsibilities, the ICRC has relied primarily
on & system of quarterly oversight reports from all Departments granted
original classification authority and on a system of detailed on-site pro-
gram reviews of Departmental implementation. ICRC brogrem reviews entail
in-depth analysis of all facets of classification, declassification and
safeguarding procedures within Departments .

Significant progress has been achieved in restoring & balance between public
sccess to Information regarding the affairs of government and protection of
official information in the interest of national security. While much of the
credit Pfor this success must be given to the progressive actions taken by
Departments, recogaition must also be given to the fact that many of the
actions were in response to ICRC oversight and reporting requirements. Exam-

" ples of progress include: (a) classification authority reduction of over
T6%, (b) & 65 percent reduction in unauthorized disclosures in CY 1976;
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(¢) the granting in full or in part of 86 percent of all requests for
declassification review: (d) a 22 percent greater use of the Confidential
category as compared with the use of the more restrictive Secret and Top
Secret categories; (e) limiting exemptions from the automatic declassifi-
cation oprovisions to less then 25 percent of the information classified
in most Departments; (f) the declassification of nearly 200 million pages

of official records under the NARS declassification program since 1972,
and the declassifilcation of millions of pages wunder separate Departmental
programs; and (g) demonstrated public confidence in the executive declas-
pification and eppeal program by a 1400 percent increase in the number
of requests for declassification review -- further substantisted hy the Pfact
that only 3 percent of the requests have been appersled to Departmental
Review Committees and less than 0.6 percent have reached the ICRC appeal
level.

Still, much remains to be done to eunsure more effective implementation.
The efforts of the oversight body can be enhanced by certain asctions.
The appointment of a Chairman of nestional stature would publicly demon-
strate a commltment at the highest levels to the lsudeble goml of openness.
Similarly, the ef’ectiveness of the oversight body would be enhanced by
the re-affirmation of the status of the body &s an srm of the President.
Prior to September 1973, the Committee staff was phy-ically located in
the 0ld Executive Office Building and the Executive Director was a member
of the Domestic Council. In 1973, the staff was transferred both physically
and administratively to the Nationel Archives. This downgrading of the
chain of authority from the White House or NSC has had a detrimental effect
on the Committee and its work as well as on the effectiveness of the
Executive Directorr in his relationship with Departments. The effectiveness
of the Committee has also been impeded by a lack of sufficient staff per-
sonnel to carry out the Committee's extensive responsibilities. Until late
1975, the entire staff consisted of only three personnel, including the
Executive Director. In August 1975, a senior progrem analyst was added and
in 1976, four add:itional members joined the staff. It was only after the
latter expansion of the staff that the detasiled progren reviews, which have
become the core of the Committee's monitorship program, were underteken.

In considering the role and effectiveness of the ICRC, the work group
examined the following significant factors:

(a) The degree of independence of the body, or at leasst the appearance
of independence from the perspective of the public.

(b) The location of the oversight body within the executive branch
hierarchy and its apparent degree of authority. .

{(c¢) 'The composition of the oversight body and the ability of Committee
members to make independent decisions.
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(d) Whether the oversight body should continue 4o accept and act on %
appeals.
(e) Where overall monitorship responsibility should be placed.
(f) The degree to which the oversight body should be dnvolved in
suggestions or complaints regarding executi+ve branch administra-

tion of the order. i

(g) Whether the functions currently performed by the ICRC could be
handled as erfectively by an advisory boerd or e separate office.

(h) Whet additional functions should be essigned to the oversight body.

OFIT IONS:

1. Abolish the ICRC. Esteblish a "Security Infcrrmation Oversighi Office"
within an existing office (s5) of the Fxecuiive OFf2ice of the FPresident
uaving current general oversight over internel opsrations of the sovern-
ment and a close relationship with thev?resident, e, g., in the QOffice of
Management and Budget. Overall responsibility Fox ronitoring, policy
direction and implementation of the Executive order shall rest with
the head of the se ected E.O.P. Office. Tne Oversizht Office shall
be headed by a Director end a Deputy Direcor evpoinied by the President.
Administrative support for the Oversight office shall be proviied by the
selected BE.0.P. Office. In addition, estehlish ar "Irteragency Security
Information Advigory Committee" compris=d of current membership on the
ICRC which shall be chaired by the Director of <he Oversight Cffice. The |
functions mssigned to the new Oversight Office shell be the sene as those I
currently assigned to the ICRC except that tre new Cversight OfTice ghall |
act only on those sppeals involving the dezlessificetion of 10 or more |
year old material vhich is not subject to the trovisions of ths Freedom !
of Informetion Act, a&s smended. In each such instance, representatives
of the Tnteragency Advisory Committee shall be recuested to provide an
edvisory opinion on the declasgsification or contirued eclasssification of
the material to the Director of the Oversizh: 02fice. In those instances
where the Director of the Oversight Office decides, besed on the edvisory
opinions, to declassify the information, suck egction shall not take effect
for a period of 10 daye, during which times the hezd of the affeocted
Department may sppeal the decision to the Presiden® through the Assistart
Lo _the President for National Securitv Affzi-s.

T

4

ADVANTAGES:

a. From the public perception would be a more independent ani authori-
tative body than the current ICRC.

b. The course of action is more compatible with current plans for re-
organization of the Executive Office of the President.
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c- This option yrovides a means for the pudblic to asppeal declassificetion
denials of that information which is not subject to the provisions of
the FOTA, as amended; e.g., Presidential materials.

d. Eliminates the delays associated with action by Ccmmitte: and will
permit more rapid monitorship actions.

e. This option continues to permmit the oversight bedy to draw upon
Departmental resources and expertise.

T. Except for that information not subject to the FOIA, leaves the Ffiaal
executive branch decision on appeals with the Departmente. Further,
even in the case of the former, provides for advisory opinions by the
Departments.

g- This option retains an interagency forum for the exchang: of views and
ideas on security information.

DISADVANTAGES:

a. The elimination of the sppeals functions on all but .nformation
not subject to the FOTA may have a slight negebive public impa:t.

b. This option does not provide as independent an appearance as would
be obtained by & separate office in the Executive Ofi'ice of the
President.

2. TIdentical with Option 1 except that under this Option the Securitys
Information Oversight Office would be charged with all -“unctions currently

assigned to the TCRC under E.Q. 11652 plus responsibility for acting
on those FOTIA appeals of Departmental denials involving the b{l)
exemption submitted to the Oversight Qffice volunterily by _requesters.

ADVANTAGES:

a. Presents the appearance of a more indeperndent and suthoritativ- body
than the ICRC.

b. This course is more compatible with current plans for reorgani:ation
of the Executive Office of the Presidert.

¢. ©SBince this Option provides for the hearing of both Mandatory Review
and FOTIA appeals it may be less susceptidble to public eriticism than
Option 1.
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This Option also eliminates delsys essociated with Comittee ac:ion.

e. Retains an interagency forum for the exchange of views esnd idess
on security information.

f. Allows the Oversight body to continue to draw on Departmental re-
sources and expertise.

DISADVANTAGES:

a. Adoption of this course will require a significant Increase in the
size of the Oversight staff, and consequently, in the selected
Executive Office of the President, in order 4o handle and
process the anticipated major increase in the number of FOTIA sppeals.

b- The course of action places the finel decisicn on esppesals with an
oversight body rather than with the heads of Departments.

c. In all prcbability, the majority of the effort of the Oversight
Office will be involved in the processing of erpeals -~ather then
on substantive policy end monitorship matters.

3. Retain overall responsibility for oversight of the Information Security
Program in the National Security Council. Abolisn the ICRC and holl the
head of each Department responsible for monitoring *he implementation
of the program within his/her Department. Reguire Departmental reviews
end inspections and annual reports on progrem prozress to a designatad
NSC office.

ADVANTAGES:

a. The adoption of this option would place final authorisy in the head
of the Derartment where responsibility for classificazion acticons
rests, rather than in an oversight body.

b. TImplementstion could be effected more rapidly since Dapartments would
not be required to submit implementing regulstiosns to an oversight
body for epproval.

c. Departmental reporting requirements would reduczd to an annual basis
rather then semi-annual as now required.

d. A slight cost savings would accrue dus ‘o the eliminazion of ‘the
current ICRC staff. :
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DISADVANTAGES:

a. There would probably be a negative public percevtion of this coirge
of action -- 1t would be viewed as retrogressive.

b. This course of action would contribute to = tack of suandardization
in the application of information gecurity procedures.

c. Experience shows that Departments will not allocate sufficlent
resources to effectively implement +he Order -- rather, resourcas
will be diverted to other programs or projzcts of grester immediate
interest to the particular Department.

d. The appeal function now handled by the ICRC would have to be elimi-
nated in the absence of an oversight body. Sore other mechanism
would be required to hear appeals regarding Iinformation containagd
in Presidential materiels since such informa*ion is not subject to
the Freedom of Information Act, as emended.

e. No independent external group will be aveilebie by Erecutive a-=tion
to review, inspect or objectively egnalyze Departmenta’ implementing
actions.

f. In all likelihood, & slight increase in the 537 staff will be r:-
quired.

g. This course of action eliminates thre Interegency forur for deal ng
with mutual problems related to clessified intormation.

h. This course of action is unlikely to contribute to greater openess
or better protection of national security irnformation.

RECOMMENDATIONS

During the course of its deliberations the Sub-Group developed and considered
a number of possible options. There was consensus ancng the members thai. the
new oversight body should be placed in a najor office within ths Executive
Office of the President fn order to provide the body su®ficient authority to
carry out 1ts monitorship functions. Similerly, there was agrezment thai the
Oversight Office should be neaded by & Director and = Deputy Director appointed
by the President anc. that an interagency advisory cormittee should be esta-
blished. Members agreed that the Oversight Office should be charged witl those
Tfunctions currently asaigned to the ICRC with one major exception. This ex-
ception was a divergence of views on whether the Oversight should mct -on

all appeals above the Departmental level, including FOI- appeals involving the
b(1l) exemption, or whether the Oversight Office appeal suthority should te
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1limited to only those appeals involving 10 or wore year old maturiel which
is not subject to the provisions of the FOTA, a&s amended; e.g-, Presidentinl
materials. The Sub-Group recommends that the ad-hoc Committee conslder
both Options 1 and 2 in arriving at 1ts declsion on the overslight body.
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PRM ISSUE: WHAT XKINDS OF DISCIPLINARY ACTIONS CAM == TAXET TO PREVINT
THE, MISUSE OF TIE SECURITY CLASSTFICATICH SYST-M BY

GOVERNMENT OFFICIALS

SSUES FOR THE AD HOC COMMITTEE: PACE

- Ixpansion of adrinistragtive sanctions
to include categories and range of sanctions

OPTION l L] - L ® & & & 2 e & » » & e o s * o e L] 3 » * s e 3
OPTION 2 . . e s ® . e e » * 2 o e . » » * e * @ . s « o J‘{'
OP’.[I ON 3 . ® » ¢ 8 = & 8 o 8 s 2 & o v & * o e * e o » > » 2 o e 5

= Whether to Adopl a Secrecy Agreement as a Condition ¢f
Obtaining Access to Classified Information

OPTION b v v v i e e v 6 6 o o o o o o s o s s o s s s o o oo . 5
OPTION 5 ¢ o o « o o o o o o o o o s s s s o s s o o o s o oo 5
OPTION 6 o« o« o « o o o o o s o o s o o o s 2o s s o o o s o oo . 6
OPTION T o o o v o o o o o s o o s o s o o s o o o o s s o s+ . 6

R COMMENDATIONS 2e & o o o o o s o o o o o o 6 s o s s o 5 a2 s 4.+ 6&
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ISSUE: What Kinds of Disciplinary Actions Can be Teken to Prevent the
¥isuse of the Security Clessification System by Governrent
Officials

UISCUSSION:

Trecutive Order 11652 expressly prohibits classification in order to
conceal inefficiency or sdministrative error, to prevent embarrassment
%0 a person or a Department or to restrain competition or independent
indltisbtive. The Order also includes e genersal prohibition against
classification "... to prevent for any other reason the release of infor-
mation which does not require protection in the interest of national
sacurity.' The sole administrative sanction prescribed by Section 13 of
Fxecutive Order 11652 is "edministrative reprimend” end, it becomes
operative only for "repeated ebuse.” There are no specific sanctions
or range of sanctions for unauthorized release or disclosure of classi-~
fied information. Classification and continuation of classification in
violation of the Order are not explicitly subject to administrative
senction.

During the course of its deliberations, the Sub-Group examinec. the foll w-
ing significant factors related to the main issus:

(&) The sufficiency of sanctioms currently provided in Executive Order
11652,

(b) The need for criminal sanctions for extreme misuses, such as use OF
clessificaticn to cover up criminal activities or gross rismanage-
went.

(¢) The question of whether the new Executive order should rzquire thet
each person who has access to classified information execute a
pecrecy agreement as a condition of being granted sccess.

(1) Preventative methods such as disciplinary measures, clvil fines,
ecriminal sanctions and increased use of polygraph tests.

The Sub-Group members were of the opinion +that some sanctions are
desirable for unauthorized disclosures, and that the problem of prosectting
those responsible for unauthorized disclosures may rot necessarily resuit
only from an unwillingness to pay the price of enforcing existing statutes.
Rather, Sub-Group members agreed that existing statutes are generally rnot
wpplicable to &ll unauthorized disclosures, such as anonymous leaks to the
PIEss.

Intelligence agencies have often refused, prior to any investigation.or

a lesk, to declassify information determined to be essential for purpoues

of prosecution. It was thecopinién of the Sub-CGroup members thet this -

difficulty seems ‘to be capable of resclution. They were persuadzd tha: &

refusel to undertake any criminel investigation without an advance comzit-
rent from the concerned sgency to declassify this information not only may
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but such policy very often may preclude fully informed and ratlonal
determination of whether or not it is actually sppropriate to declassify
such information or revesl intelligence sources and methods. ‘‘he Sub=
sroup members were of the opinion that investigations may oftei be nece:-
sary for purposes inrelated to prosecution, such as to provide wvaluable
insight into the vilnerabilities of security procedures or into methods
for corrective manasgement actions. Exipgting policy mey often -yreclude
consideration of factors necessary to an informed decision of ‘/hether or
not to declessify.

During consideraticn of whether or not the new Executive order should
require each person who has access to classified information to execute
& secrecy agreement, the Sub-Group took cognizance of +the following:

{a) Tne desirability end effectiveness of using secrecy agreewents as e
means of preventing disclosure of classified information was dig-
cussed in deteil in the PRM/NSC-11 subcommittee report.

(b) In Executive Order 11905, the President required all employees of
the executive branch and its contractors to execute a secrecy agree-
ment as a condition of obtaining access to informstion coutaining
sources and methods of intelligence.

(c) At present, most Departments and Agencies have executed ayreements
to comply with Executive Order 11905 but there is some qusstion as
to whether they are in full compliance. Exceptions are CiA and NSA
which already have secrecy agreement programs applicable to all
employees.,

(@) Under the CIA and NSA programs an employee is reguired to execute a
secrecy agreemsnt as a condition of employment, and other persons
execute such mzreement as a condition of gaining access to classifi-=d
information.

Agencies which now use secrecy agreements would not like to se¢ the new
Executive order contain any provision which would require thelr present
employees to reexecute a secrecy agreement. Sore membars preferred a
Government-wide uniform secrecy agreement as = condition of obtaining
access to classified information. No member was oppeszd to secrecy agre:-
ments in principle. However, one raised questions sbout thair utility

es a preventative tool and felt that the beneficial returns frem the use
of secrecy agreemenis are probably far less than the sdministretive burd :ns
and costs. He agreed that secrecy agreements ray, in some instances, pro-
vide the Government with the legal vehicle of & civil injuncticn, but was
not of the opinion “hat it will deter those who are predisposec to dis-
closure and will probebly be demeaning and insulting to those who are no..

The usefulness of the secrecy sgreement in seeking an injuncticn, accord ng.

to one mermber, is perhaps even more limited since the Government will‘only‘
be able to seek this writ where it has prior knowledge of the planned di:-~
closure, which will be the exception.
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The Sub-CGroup as a whole agreed that requiring the mllitary, caresr Civil
Service entrants or present government emmloye=ss to sigr a sscrecy azree-
went as a condition t¢ employment may not be lezally possible. However,
the Sub-Group believes that requiring such persons to sizn a sscraey
agreerent &s a condition of obtaining access to classifiled informabion
will rot present amy legsel problems. The opinion was expressesd {iat the
President has the power to impose such a requirement upon the military
#5 Commander-in-Chief of the Armed Forces, and wpon carezr Clvil Service
entrants and present government employees under 5 U.S.C. 3701 and 3302.

The guestion was raised: Since a secrecy sgreement 1s s contract, where
is the necessary consideration when the secrecy agreement is based vwpon
obtalning access to classified informstion? Mevbers were of the opinion
that the Government's consideretion is the employee's promise to safeguard
classified information and to refrain from disclosing the same, ead that
the employee's consideration is the ascertaining of a jJob that regquires
access to classified information, which he otherwise could not hold.

Also considered by the Sub-Group for inclusion in the Crder wes a provisior
calling for liquidatec damages or s civil fine. One member objecszed to
such a provision on the grounds that a civil fine could not be immesed
through en Executive crder, rather it would reguire legislestion. Angd,
while a liquidated demage clause probably could be included, it would be
awkward to enforce because of the difficulty of placing a value on the
classified information disclosed.

The Sub-Group considered the efficacy of the sanctions in Executive Order
11652 with respect to repeated sbuse. The Sub-Group concluded that the
current prohibitions egainst classification and those relgting tec the con-
tinuvation of classificetion cf information not requiring protection in
the interest of national security are sound policy end should be Ilncluded
in any superseding Orcer. Further, that the present sanction in fxecutive
Order 11652 is too narrow in terms of availeble sanctions, and is not
adequate to deal with the problems of misuse of the classification system
and unauthorized disclosure. Finally, the Sub-Group concluded that thare
does not eppear to be a need for specific criminal sanctiouns for viola-
tions of the prohibitions. In the extreme case that an cbstruction of
Justice is caused by a classification made for m prohibited purpcse, the
criminal sanction which attaches to that offense could be invoked.

OPTIONS:

1. Retain the provisions of Section 13 of Executive Order 11652
and of Section X.D. of the NSC Pirective of May 17, 1972.

ADVANTAGES:
Under this option Departments could continue present practices and systems

for enforcement of compliance with the operable provisions of the classi-
Tication system.
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DISADVANTAGES:

a. Tnis option ellows for only a single relatively weak sanction which
becomes operative only for "repeated abuse.”

b. This option does not provide for specific sanctions or & runge or
sanctions for unauthorized relemse or disclosure of classified
information.

c. Classificetion and continuetion of classification in violation of
the Order are not explicitly subject to edministrative sanction under
this option.

o, Tnelude in the Order provisions for sdministrative saznctions for
*willful origination or continustion of clsssificetion of informaticn
in violation of the Order or sn implementing Directive; willifully
releasing or disclosing or causing the release or disclosure of clazsi-
Pied informeticn in a manner not authorized by the Order or an imple-
menting Directive: or other violations of the Order es detarmined by
+he head of a Departwent. Heads of Departments will specilly the
provisions of the Order end implementing Directives for which violation

is pubject to edministrative senctions, end will specify tne appliceble
schedule of sarctions in sccordance with the major purposes of the
Order and the particular requirements of the Departrents.

ADVANTAGES:

a. This option places proper emphasis on the lmportance of strict comp:i-
snce with Executive order standards and criterie for classification
declassificetion end disclosure.

b. The strict compliance with classification stendards and criteria which
would result from this option would probsably result i the generation
of less classif'ied material, earlier declassification of that infor-
pmation, and more and earlier public aveilebility of information
concerning the affairs of Governwent.

c. Administretive sanctions can be imposed more promptly and more sure.ly
than criminal sanctions snd at lower cost to the Government.

d. Responsibility for enforcement by use of administrative ssnctions will
“be in the heads of Departments, the officials to whom the Order
delegates suthority for classification end responsidbility for pro-
tection of classified information.

DISADVANTAGES:

8. Departments will be required to revise regulations perteiring to
enforcement of compliance with the Order end implementing Directives
and to revise security education and training activity and materlals.-

% The Sub-Group contemplates that the term "willful" would be defined,
or that the Order would be drafted in such & menner that specific
intent could be inferred by a requisite degree of regligent type conduct.
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4
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b. This option would probably result in a lack of wilformity awong
Lepartments in the application of sanctlons.

3. Include in the Order provisions for & renge of sanctions, :.g.,
reprimand, sustension without pay, removel, which mer ve limosad
for Option 2 sbuses or violations in accordance with applicable
law and Departmental regulations.

ADVANTAGES:

a. This option would tend to ensure the uniform eppliceticn o sanctions
amnong the Departments.

b. This option world provide a range of sanctions.

DISADVANTAGES:

Departments will be required to revise regulations perteining wo enforce-
rent of compliance with the Order end implementing Directives and to
revise security eduvcation and training activity and naterigls.

4, Include in the new Executive order a section which will require all

government emplovees to execubte s secrecy sgresment ss a condition
of obtaining or continuing access to classified infcrratioca.

ADVANTAGES:
a. Has educationsal wvalue
b. Will serve as & deterrent.

c. Will gllcow the Government to seek a clvil injunctioxz
to prevent the disclosure of clessified information.

DISADVANTAGES:
a. The asdministering of the program may oubweigh its banelits.

b, The Government's sbility to seek an injunction would probaebly
prove useless in most instances because it would not have prior
knowledge of the plemned disclosure.

c. Most employees would probably find the reguirement cf sigoing such
an agreement insulting and demeaning.

5. Jnclude in the pew Executive order a section which will require the
use_of a uniform secrecy mgresment whereby they aczree not to publisl,
disclose or otherwise make available classified infcormation to any
unauthorized person.and that all government employees execute such
gn agreement e 8 condition of obteiningz eccess to classified infor-

mation.
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ADVANTAGES:
2. Same as Option i+

b. Added sdvantage of reducing legel problems in attempting tv anforce
the agreement because of its wniformity. :

DISADVANTAGES: Same as Option L,
6. Include in the new Executive order a section which will require all

government emplovees to execute = secrecy sgreement as 8 condition
to obtain employment or continuing in their present employrent.

ADVANTAGES: Same as Option L4,

DISADVANTAGES: Same as Option 4 but has added disadvantage that it could
present legal problems in attempting to apply it to the
military, career civil service entrants and present govern-
ment employees.

T. Include in the rew Executive order a section which will reguire all
government emplcyees to execute g secrecy agreement as g condition of
obtaininge access to classified informastion, with & provision cellinz
for liquidated damages or a civil fine.

ADVANTAGES: Same as Option 4 but also adds two additional dete-rents
through the liguidated damsge clause or a civil fine require-
ment.

DISADVANTAGES: Same as Option 4. Also hes the disadveantage that any
provision calling for a civil fine could not be mandsted
by an Executive order, and would regulre legislution.
While legislation would not be necessary in the case of e
liquidation damage clause, such a clause would prove gwk-
ward to enforce because of the difficulty of placing =
valuz on the classified information disclosed.

RECOMMENDATIONS: It is the consensus of the Sub=-Group that there be included
in the new Executive order sections which would incorporate provisions as

set forth in Option 2 and in Option 3. Further, that a section be includ=d
requiring sll government employees to execute g uniform secrecy sgreement

as & condition of obtaining mccess to classified information, as set forta
in Option 5. Additionally, that the new Executive order should continue

to direct that violation of relevant criminsl statutes » €.8., 1b USC 793,

T4 and T98, be referred promptly to the Department of Justice for imvesti-~
gation and for prosscution as appropriate. .
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PRM ISSUE: HOW UIH‘IECESSQFY AND DOPLICATIVE PRACTICES AND PROCEDURES

CAN RE FLIMINATED, REDUCING EXPENSES.

ISSUES FOR THE AD FOC COMMITTEE:

~ Whether to standardize investigative/ sdjudicative pro-
cedures for determining trustworthiness.

OPTION L « o o o o o o o o o o o o o o s o o o o oo
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How unnecessary snd duplicative practlces and vrocedurss
can be eliminated, reducing expenses.

In gddressing this issue, it was agreed at the outset thet
any options and recomrendations which might evelve from

the Bub~Group's deliberations would not be baszd on cost
reduction exclusively. Rather, care would be exercised io
asstre no significant lessening of security or, alternative-
ly, to assure in any event an acceptable level of risk.

Primary emphesis was placed on an examinastion of the
neet. for standardizing existing investigative requirements
for determinming trustworthiness &s well as the positive gnd
negetive aspects of "compartmentalization." More specif: -
cally, the Sub-Group considered: (1) Executive Branch
guicelines for determining trustworthiness; (2) Executive
Brarch guidelines for establishing compartments or speciel
access programs; (3) standard procedures for access to
compartmented classified information; and (L4) tre numbers
of people requiring access to various levels of classifi-
cation and the feasibility of reducing such numbers to the
minimum consistent with operationsal requirements and needs.

Although there may be differences among th: Sub=Group
rarticipants there are a number of concepts or nremises
upor. which there is & general consensus. Among them are
the following:

=~  The levels of classification represent levels in
degree of sensitivity. Those may be relat:d to
degrees of acceptability of risk, which in turn may
warrant differences in various aspects of a security
program, including scope of investigation, adjudice-
tion standards and criteris, and resolution of doubt.

- Degree of risk, and the acceptability ther=o0f, may
vary not only according to the level of classified
information but elso according to the frequency of
access and the attendant control procedures.

—— The differences between suitaebility for employment in
general and trustworthiness for security clearance ere
usually manifold and so profound ass to constitute a
generic distinction rather than mere differences in
degree. Unless access to classified information is so
inextricebly involved in the very nature of & position,
the decision concerning security clearance must be con-
sldered separately from the decision concerning employ-
ment.
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-=- A position msy be sensitive In terms of the national
security for reasons other than requiring access to
clessified information.

==  Although costs theoreticelly should not conctrsain
pecurity procedures deemed necessery, in aciual practi.ce
they do. These and other factors dictate tlat the nuo»-
bers of persons cleared for access to classified infor-
mation be held to the minimum necessary and that the
process of clearance be made as cost-effective as pra:~
ticable.

~- There is walue in uniformity among sgencies, 1n both ilovesti-~

gative and adjudicative standards for like nensitivity levels.

=--  Agencies may have different personnel information neeis,
some of which may not be directly related t¢ clearanc:
for access to classified material.

- The efficacy of sources of personal background inforwmation
may vary over time, e.g., as public attitudes evolve, as
privacy concepts gain acceplance, or even an memories Fade.

- Analytical studies of the effectiveness of :sources and
scope of inyestigetion have been conducted by individuaal
agencies and, while some have resulted in tantative con-
clusions, few, if any, have yet gained unqunlified
acceptance among the community of security :specialists.

v-e Some types of information of high sensitivily, such as
certain kinds of intelligence materisl e.g. Sensitive
Compartmented Information (SCI), certain aspects of
operationgl plans and certain information concerning
operational systems, may reguire speciel restrictive
physicel and procedural ssfeguards.

The current Order requires: "No person sha!l be given
access to classified information unless such person has bezn
determined to be trustworthy ..."(Sec.6(A))." Tihe sccom-
panying NSC Directive-explains: "No person shal. be giver
access to classified information or material unlaess a faver-
able determination has been made as to his trustvorthiness.
The determination of eligibility, referred to as a security
clearance, shall be based on such investigations as the
Department may require In accordance with the standards ari
eriteria of E.O. 10450 and E.O. 10865 as appropriate."”

E.0. 10450, which prescribes standards and criteria for
all Federal civilian employment, including the sub-set of
perscns having access to classified information requires
that the scope of investigation shall be determined in the
first instance by the relationship of the position to the
ngticnal security. Access to clessified informabion of ary
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sort makes the position sensitive., That Crder dozs not
recognize degrees of sensitivity other than senstive
(requiring & complete background imvestigezion conducted
in person by trained investigators) end non-sens'tive (re-
quiring at least a National Agency Check and wrilten
ingquiries (NACI).

The President directed in 1965 that the Civil Service
Commission make certsin changes in the program. Among these
changes was one that distinguished two types of senslitive
position, (1) eritical-sensitivs which includes sccess to

Top Secret information (as well as certein other policy-mexing

criteria not directly related to classified information) ead
(2) noncritical-sensitive, which Includes access to Secret or
Confidential information. The Tull field invest:gestlon wWes
retained as the required coveragz for criticel-s:nsitive
positions but the coverage for noncritical-sensi=ive was
reduced, as a minimum, to the KACI, the scope previously
required for non-sensitive. Agency heads are permitted tc
expard this minimum coverage on any emplcyze, hoJever, when
such action is considered "appropriate.”

None of the various laws suthorizing egency action irn

matters of personnel security, such as F.L. 81-733 (5 USC 7311),

or the Nationsl Security Act (50 USC 403), proviies any mcre
gpecific guldance concerning the scops of investigations cr
the method of conducting them. The lack of gpecificity hus
sllowed the development of a wide veriety of invastigative
coverage among the various agencies, in terms of both years
covered and types of source contacted.

In order to highlight the variance in investigative
coversge among the Departments, it is well to cczpare the
investigative practices and procedures of the Department of
Defense which Department meets the minirmm requirements o:
E.0. 10450 for determining trustworthiness and the practices
and procedures of the Central Intelligence Agency (CIA)
which conducts more comprehensive investigeticrs for the
Bame purpose.

The investigative scope used by the CIA in conducting
investigations on their employees includes, as & miniuums
(1) wverification of date and place of birth and citizensh:.p;
(2) check of the subversive and criminal files cf the FBI
(includes Nationsl Agency Check as appropriate); (3) chec:
of aypropriate police records back 15 years; (4) verifica-
tion of financial status and credit habiis back 5 years;

(5) neighborhood check back 5 years; (6) confirration of
employreent back 15 years; (7) verification of attendance it
educationsl institutions back 15 years; (8) review of
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appropriate military records; (9) intervisws with knowled:e-
able acquaintances back 15 years; (1C) Ne*ional Agency Ch:ck
of the spouse; and (11) a personal interview with the ind -
vidual. The requirement for this scops ¢f investigation

plus a polygraph examination is based on CIA's considered
Judgnent that only such procedures will provids a significant-
1y high degree of assurance thet cereer pzrsonnel, who ar:
exposed to large volumes of highly sensitive material over
exteaded periods, are indeed trustwortiy.

The Department of Defense, on the other hand, hes
adopted investigative practices and procecdures which are
generally tallored to the level of sznsitivity to which an
individual may require access in the periormance of his
offi~iel duties. Tor example, the investigation used by “he
Department for determining trustworthiness for access to the
highsst level of sensitivity (Top Secret), is similar to the
CIA investigation, ebove described, except that the scope is
normally 5 years, as contrasted to 15, ard there is no invest-
igation of the spouse. For military personnel, the Deparment
has accepted ms a measure of trustworthiresss for access to
Top Secret ten years continuous honcreble active duty plus =

National Agency Check (NAC). With respact to those individuals

requiring access to Secret and Corfidentigl informetion, =
NACI is generslly the acceptgble investigative standerd for
civilians and a NAC for militery. lLotwithstending, there are
some practical walver considerations. ¥Fcr exarmle, a comnany
under contract to any Department or Agexcy involved in tha
Industrial Security Program may grent accesss to Confidential
information related to the performence of that contract with-
out a NAC#* (There asre 16 Depertments ani Agencies of the
Executive Branch participsting in the Inlustria’. Security
Program). It is the Department of Defens= view that its
investigative prectices and procedures fcr determining truast-
worthiness are practical, cost-effective and productive.
Notwithstanding, there were differences cf opin.on among the
Sub-Group members on whether the exclusive use of & NAC
constitutes an -effective investigative technigun for deter-
mining trustworthiness.

In pddition to the standard Dol investigat:ve practices
and procedures, above described, there ars more restrictive
investigative requirements imposed on ths DoD by the Direstor
of Central Intelligence for determining trustworthiness cf
DoD personnal requiring accsss to Sensitive Compartmented
Infcrmation (SCI). These involve the conduct o & Speciel
Background Investigation similar in scope to that conducted
fTor employment in CIA. In the DoD, this investigative re-
quirement is applicable to soproximately 114,000 Defense
personnel end necessitates the allocation of over 50% of
the Department's investigative resources to clear only 1Ch
of the total DoD personnel requiring clearance Jor access to
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thaese added luvestigative requirements sre comoounded by
the fact that Congress directed g FY 76 cut in the Deferse
Tmvestigative Service parponnel spaces ¢ 664 »ut of =a
total of 2,470. Moreover, the Congress is consinulng closa
scrutiny of the entlre Executive Branch personnel investi~
gatilve effort.

Other Departments end Agencies o the Exscutive Breach
which conduct investigaltions to gain cata on which to base
a Cetermination of trustworthiness utilize different scopas
of investigation for different levels o2 access which very
between the miniwum requirerments adopted for Dafense use and
the maximum for CIA use. The costs expended by each Depart-
ment for the single purpose of determining trustworthiness
for access to classified information ere commensurate with
the techniques employed. TFor example, cost to the government
for a NAC conducted by the Department of Defenze for detar-
miring access to Confidentisl end Secret materisl is apyroxi-
nately $10. Cost for a DoD backgrouni investization (5-year
sccpe) for determining access to Top Secret is $325 and that
for access to SCI (15~year scope) is £395. This compares
with a cost of approximstely $1,000 fcr a backzround invest-
igetion conducted by the Federsl Buresu of Invastigatiorn or
spproximately $700 by the Civil Service Commission. It is
gpparent thet any determineticn to stznlardize investigutive
anll adjudicative procedures must considsr the zost impact
of such e move. A decision tc broadern <he scope to require
g full Tield lovestigation on just those DoD parsonnel
currently cleared on the basis of s NiC would result in s
32 fold cost increase. The question remains as to whetler
the expenditure representing the difference bebwesen the
less restrictive treatwent ani the extreme is justified
and whether that difference buys the U.S. any better security.

There 1s general consensus that irvestigstive practices
and procedures in uwse across the Executlive Branch should not
be standardized for standardization sske. Rather, any
attempt to bring about starndsrdizstion shculd have the
objective of:

—— carrying out more effectively and eguitably the opera-
tions of the Government's personnsl investigative :nd
security programs;

-~  promwoting grester uniforrity in providing safeguards
for the rights of individusls witk due regard for the
interests of the Government;

— facilitating the reciprocal use of security clearances
among agencies of the Executive Iranch;

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4

ol S



Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4

~~ gssuring that the adoption of such standards would
involve a mutually acceptable level of rigk and pro-
tection; end

-~ promoting cost effectiveness

It is considered that each Department in the Executive
Brarch which currently employs a particular investigative
securlty practice and procedure to eccommodste its needs
will have the tendency to support and fully justify its use.
Under these conditions, a review of existing investigative
security practices and procedures for purposes of standardi-
zation is thought to be best underteken by an office sbove
the Departmental level with authority to resolve any conflicts
which may arise between Departments.

The scope of investigation for determining trustworthi-
ness is, of course, only one aspect of assuring personnel
reliability. An equally important aspect is that supervisors
at all levels of supervision be continually cognizant of
their employees' behavior in order to sssure th: detecticn
of changes in habits and character which may adversely affect
their status with respect to the safeguarding of classifiad
information. In this connection, there is evidence that
hostile espionage has successfully recruited personnel ir-
vestigated and cleared for SCI access &s well a3 those with
collatergl clearsgnce.

The next principal area of discussion focuses on the
matter of "compartmentslization."

As near as can be determined, the first use of compert-
mentalization occurred in the Manhettesn Project. The use
of compartments, in all likelihood, then spread to the area
of cryptologic matters and since, the concept his been
widely used in the areas of intelligence, operational plenning
and in the scientific and technicel arene.

Compartmentation esppears to come about becsuse of tta
view that the total body of informatior involved is more
sensitive, regardless of the classification level to which
it is essigned, than that which is classified at the same
level outside the compartment. In this connection, the
view was expressed that information classified, for example,
at the Secret level will cause, by unauthorized disclosure,
the same degree of damage to the nationsl security regerd-
less of the substance. Some members took the position that
within the ambit of the classification "Secret," there are
gradations of sensitivity. The resolution of this matter
has a bearing on the establishment of compartments.
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Specirl access procedures are surplexments to the normal
administration of the clessification system and are designed to
provide additional means of limiting and enforcing amciess to anti
use of the information involved. They include but are not limised
to such things as access lists, restricted areas, and "special
clearsnces.' Executive Order 11652 ssnctions the use of such
special procedures but does not estsblish any specific tests for
such use or require periodic review and revalidstion of procedures
in effect. :

The number of compartrents currently estsblisghed in the
Executive Branch is not fully known. What 1s krown iz that
compartments do exist end they vary widely in size enc scope.

The bzst estimate is that in the SCI erea, approvimately
200,000 people are required to heve ez "access authorization”
based on ilaformation gathered by utilization of the irwvestigatiom
prescribed in DCID 1/ik. The Departrment of Defense, :lone, has
114,000 people cleared for access to SCI.

Some mnembers expressed the view thet nmary curren: compartm=nts
gppear to have an unreasonable number of personzel irmvolved. Tius,
the question remains whether those compartrents where'n asccess is
permissive to such large numbers of persconnel serve ti.e intendel
purpose of limiting dissemination to the minimu= nurber of persing
having an sbsolute need-to~know. Alsc to be resolved is the
question of whether those people who hgve an irmediets need for
BCI or othar compartmented informaticrz and who have bien found
trustworthy through a Background Investigetion, are w.duly in-
hibited in performance of their official duties becau-e they ar:
not certified for access to those corpartments.

Some believe that the widespread use of cocopartments and
the stringant access controls associsted with thex har insdverbently
denied high level officials in the Ex=zcutive PFranch information
which may be needed by them to develcs visble options in their
wide areas of functionel responsibility. They slsc encounter
problems in initially identifying the compertmented areas and tae
substance of them due to the fact thei there are few, if any,
central offices in which the compartrents are recordsd and described.
For examplz, if the President needed immediaste informution concern-
ing & particular subject matter which information masy be compart-
mented, his staff would be hard pressed to id=rtify the coumpartment
in which the information is contained.

Time constraints did not permit the Sub-Group to fully expi.ore
all aspects of the physical sefeguerding procelures erd practic:s

which are Jdesigned to protect informeiion agaeirst wnauthorized lis-
closure. The members did consider the fessibility of reducing the
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nunmbers of people which have been determined to require
access to varlous levels of classification to the minimum
consistent with operational requirements and peeds. 1In
this connection, there was consideratior of need for a
provision for requiring that heads of departments assure
that a demonstrable need for access is established prior
to the issuance of clearances.

OPTIONS: FOR DETERMINING TRUSTWORTHINESS

OPTION 1:

Continue to permit heads of Departments of the Executive Branch tec determine
scope of Investigation, in conformance with Executive Order 10450, for pur-
poses of determining trustworthiness of individuals for access to zlassifiec
information.

ADVANTAGES::

a. No additional Presidential action required.

!
3
i
i

b. No need to issue new Executive Branch regulations,

c. Each department/agency rétains flexibility.

d. UNot necessary tc reeducate/retrain Implementing personnel.

DISADVANTAGES:

a. E.O0. 11652 does not establish procedures for deterrining truast-—
worthiness.

b. Some investigative scopes contain redundancy and duplication.

c. Some Investigative scopes are very expensive.

d. Reciprocal acceptance of clearances will be jezopardized.

e. Acknowledges insbility of Executive Branch agencies to agre:= on
iavestigative standards.

-f. 1Individuals having access to the same degree of sensitivity of
classified information will continue to be investigated to different
degrees in the various agencies of the Executive Branch.

¥
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g. With respect to military personnel, dinvestigative agencies lack a clear
Presidential mandate, required by the Privacy Act of 1974, to collect criminal
history record, education, credit and other similar record information requlred
to make a personnel pecurity determination with respect to access to claesi-
fied information.

OPTION 2:

Designate an office in the Executive Office of the President to develop

and promulgate standards for uniform application across the Executive Brinch
for scope of investigation and for adjudication of results, including due
process safeguards, o determine trustworthiness of individuals for access

to TOP SECRET, SECRET and CONFIDENTIAL information regarcless of 1ts substance.
ADVANTAGES:

a. Decision establishing the standard will be made above Department/..gency
level thus eliminating parochialism.

b. Uniformity willl be achieved in all Departments/Agencies.
¢. Simplify administration.
d. More effective utilization of investigative resources.

e. Enhances public understanding and acceptance of Federal Personnel
Security Program.

f. Avoids criticism of current procedures under which trustworthines: for
Top Secret 1s not accepted for access to corpartmented information.

g. Reciprocity of clearance will be assured.

h. Investigativza standards will be limited to threa (one each for
Confidential, Secret and Top Secret).

i. Relates investigative procedures to the three levels of sensitiviiy

(i.e., Confidential - minloum level investigation, Secret - intermediate
level investigation and Top Secret - maximum level investigation.)
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DISADVANTAGES: 5

3

a. Does not reccgnize the long-standing policy assigring comnpart-
mented information & higher level of sensitivity than Top Secret.

b. Denies individual Department/Agency flexibility.
OPTION 3:

Designate an office in the Executive Office of the Presildent to develop
and promulgate stanclards for uniform application across the Executive
Branch for scope of investigation and adjudication of results, Including
due process safeguards, to determine trustworthiness of individuals for
access to SECRET and CONFIDENTIAL (one standard) and TCP SECRET (another
standard).

ADVANTAGES::

Option 3 has substantially the same advantages zs Option 2 except that

there will be only tvo standards for determining trustwerthiness.

DISADVANTAGES:

Option 3 has substantially the same disadvantages as Option 2;
additionally, 1t reculres the same level of trustworthiness for SECRET and
CONFIDENTIAL although they are two distinct classificarions.

OPTION 4:

Deslgnate an office in the Executive Office of the President to develop

and promulgate stancards for uniform application across the Executive Brauch
for scope of Investigation and adjudication of results, including

due process safeguards, to determine trustworthiness of individuals for
access to SECRET an¢ CONFIDENTIAL information (one standard), TOP SECRET
(another standard), and especlally sensitive information within the ambi:

of TOP SECRET (a third standard).

057
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ADVANTAGES:

a. Decision establishing the standard will be made above 3epartment/
agency level thus eliminating parochialism.

b. Uniformity will be achieved in all departments/sgencies.
c. More effective utilization of investigative resources.
d. Reciprocity of clearance will be assured.

e. Will assure that the most sensitive information (intelligence
sources and methods and other currently compartmented informstion) will
be afforded the highest security standard without esteblishing a new
level of classification.

f. Compartmented information currently classified CONFIDENTIAL and
SECRET will no longer require the highest level investigation thus sigri-
ficantly reducing investigative costs.

g. Cost savings will be further achieved by not requiring the highest
level of investigation for that TOP SECRET information which is not
currently compartmented.

DISADVANTAGES:

a. JIgnores the three level classification system.

b. Tends to downgrade the sensitivity of regular TCP SECRET infor-
metion,

c. A new two level TOP SECRET trustworthiness standard (including
a "super” TOP SECRET) would confuse both the public as well es governm nt
personnel and couwld invite criticism from both the Congress and the press.

d. Complicates the investigative process for TOP SECRET by requirirg
two separate investigative scopes for TOP SECRET.

e. Complicates the adjudicative process for TOP SECRET by requirin:
two separste clearance stendards for TOP SECRET.

f. Requires the same level of trustworthiness for SECRET and CONFI-
DENTIAL although they are two distincet classificsations.

NOTE: If Optiom 22, 3 or 4 is adopted, it would be understood across tlie
Executive Branch that once an individuel is cleared for access -
g particular level of classification, that clearance would be
reciprocal emong sgeuncies.

i
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OPTION 5:

Same as Option 2 through 4 except that all Confidential clearances under the
LoD Industrial Security Program would be granted by the zovernment,

DDVANTAGES:
&. Uniformity would be achieved in that all individuals, contractor umd

government, would be cleared at the Confidential level on the same investiga-
tive basis. '

DISADVANTAGES:

a. Would create a significant disruption in defense contractor facil:ties,
resulting in costly delays in contract performance, because new employees could
not be utilized on Confidential work for over two months after they are employed
and brought on boar¢. The Government would incur additional 1iability te¢ 1ts
contractors in that contract overhead costs would increase in & range of $120
nillion to $180 million annually.

b. The change wculd invoke the ire of industry and be criticized as increased
bureaucratic involvement in the private sector. It would significantly implnge

upon industry's ability to perform contracts in an effective, efficient sad
timely manner.

c. Increase the security clearance workload of the DoD Industrial
Security Program approximately 50%.

d. Would place an additional investigative burden on the Defense Investi-
gative Service.

OPTION 6:

Same as Option 2 through 4 except that Confidential clearances would continue
to be granted by the Contractor.

ADVANTAGES:
Converse of Disadvantages under Option 5.

DISADVANTAGES:

Converse of Advantages under Option 5.

123 ‘/
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OPTION 7:

Same as Option 2 through 4 except that the standards would be establishec
in the new Executlve Order.

a. Places the full authority of the Presidency in support of
standardization.

b. With Presidential authorization, investigative and adjudicative
procedures would be less wulnerable to legal challenpge.

c. With Presidential authorization, investigative agencies would hav=
a strong legal basis for collecting criminal history records, eduction,
credit and other sinilar information required to make personnel security
determinations.

DISADVANTAGES:

a. Difficulty of change once the new Order is issued.

b. Would add to the length of the Order.

c. If the Order were to detall investigative and adjudicative standacds,

the difficulty in obtaining interagency agreement would delay issuance of
the Order significantly.

d. Existing problems in the conduct of traditional personnel security
investigation requires thorough research and analysis, developed in

coordination with all major departments, before specific details are locked

in an Executlve Ordaer.

OPTIONS: FOR COMPARTMENTATION

OPTION 8:

Continue to permit heads of Departments to make special departmental

arrangements for cowpartmentation as provided for in Section 9 of Executlive

Order 11652.

13557
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ADVANTAGES:
a. Maintains continuity with current practice.

b. Permits sernsitive Information to be prectected by means supple-
zental to those provided by the classification systex alone.

DISADVANTAGES:

a. Provides no uniform criteria egeinst which system complience wiih
nationgl security objectives can be monitored,

b. Continues the high costs, both in terms of resources aad of limits
on availebility and use of information, inherent in the pressat large
number of wide-rarnging spacial access procedures.

c. Perpetuates present varimtlons betwesn procedures on extent of
access and use restrictions for information of comparsble sensitivity.

d. Gives no positive assurance that speciel sccess procedures will
be kept up-to-date.

OPTION 9:

Eliminate 81l compartments in' the Executive Branch of governrsnt and in
their place provice in the Executive Order for strict enforcemsnt of the

need-to-know principle by placing responsibility oz the custodian to deter-
mine that the intended recipient has & need-to-know snd has been deterrinzd

to have been founc trustworthy.
ADVANTAGES :

a. Simplifies the sdministration of the systen tc protect national
security information, by making clearance and need-tc-know thz sole

criteria for eccess to any protected information.

b. May broader. working level access to informetion heretofore
denied it. ’

DISADVANTAGES:

a. Fails to recognize that there is some information which is of
such sensitivity that access to it must be strictly limited, beyond the
extent achievaeble through normal safeguarding procedures.

b. Denies senior national secturity officiasls s means to eaforce veiry
limited access for sensitive information of high-level concern.

c. Would likely prompt the use of informsl srrangements to restrict
access, thus undermining faith in the syster.

24 37
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d. Would, in gome cases, be in viclaticz ¢f agreements with allies
calling for the protection of specified information by speclal. sceess
controls.

e. Risks foreign sources of intelligencs refusing to coop=rate with
the U.S. for fear that our system would be unaedble to protect their
identity and working relationship.

OPTION 10:

Bzteblish standards for the crestion or contirnusticn of cowmpartments

or specisl access programs. Such standards weuld require thel all specisl
access programs be crested or continuzd only by the muthority of a head of
a Department, personally and in writing. Morecver, such special access
programs shall be created or continued only or the specific showing thai:

(1) Normal safeguarding procedures sre inadequate to protect the
information.

(2) The size of the compartment (numbers of pecple requiring access)
is reasonsble and is limited to the sbsclute minimum.

(3) The special access controls balence the need to protect the iafor-
mation ageinst the full spectrum of needs to use the informat .on.

(4) Further, a&ll such special access prozrams shall automatically
terminete after three years unless renewed in accordance with the above
procedures.

ADVANTACES:

a. Permits supplemental protection of very sensitive information

within the bounds of the clessification systex.

b. Should reduce the number and extent of current speciel access
prograns, thereby better protecting that wrich remains within such pro-
grams and generating cost savings.

c. Insures, through very senlior-level review end gpprovel, thst
the respective needs for protection and utility sre fully balanced. Iz
the process, helps national security plannsrs to be more awars of what
information is svailsble through what channels.

d. Insure that speclegl access programs esre regularly reviswed, and
kept up-to-date or cancelled ss circumstances dictate.

e. Provides uniform criterias sgainst which departmental compliance
can be monitored.

DISADVANTAGES:

8. Will involve effort in re-examining end possibly changing existing
special mcé@pr@yggf%Release 2006/04/19 : CIA-RDP86-00674R000300070006-4
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b. Will requires some additional effort in periodic reviews.
OPTION 11:
Require that special access programs be created conly by authority of

the National Security Council end/or the ICI (as appropriate) under the
pame criteria as in Option 8 above.

ADVANTAGES:

a. Permits supplemental protection of very sensitive information
within the bounds of the classification systez.

b. May reduce the number and extent of current special access programs.

¢c. May help the highest level of natioral security planners be more
sware of what informgtion is availgble through what channels.

d. ©Should insure that special access programs are reviewed and kept
up~-to-date.

DISADVANTAGES :

a. Will reqﬁire the most genior U.S. national security forum to invoilve
itself in administrative matters that can be better edjudicataed at the
departmental level.

b. May result in uneven protection for very sensitive information,
because the extremely senior review and gpproval level nay not have tirs
to consider gll pertinent esspects of proposed prograrcs.

c. Undercuts the responsibility of depertment hezds for dutermining
what information requires protection.

d. Divides responsibilities of whatever oversight office for the
information security program is created by the new Exscutive Order
between the NSC/ICI and that office.

OPTION 12:

Include in the new Order provisioms which reguire the: heads of Departmsnts:
a. Take action necessary to insure tha* number of pecple granted access
by his Department to each level of classifics-ion be reluced to and main-
tained at the miniimm consistent with operaticnsl recuirements and need;s.
b: éssure that a demonstrable need for access is es<ablished prior Lo
init1at19n of action required for amy clearance Por sccess to classifie
information after the effective date of the new Order.
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ADVANTAGES:

g. Will insure that access to classified irformation is limited to
the minimum numberss of persons necessary thus reducing the risx of com-
promise.

b. Strict enforcement will bring gbout cos: avoidence.

c. Strengthens the "need-to~know" principle.

DISADVANTAGES: None.
OPTION 13:

Include in the new order a reguirement that heads of Departments cause u
continuing review of safeguarding practices ard procedures with a view "o
elimingting those which are found to be duplicetive end unnecessary.

ADVANTAGES
a. Consistent with mandate of PRM/NSC-EQ.

b. Effective implementation should result in cost reducticn without
loss of security.

c. Effective implementation should result in simplificaticn,

DISADVANTAGES: Nonae.

OPTION 1k:

Include a specific provision in the Order wrich woulcd authorize the obtaining
- of eriminal justice information from Federel, State, and local law enforce-
pent agencies as m2 integral part of the scope of investigations requirad
for determining tristworthiness pursuant to the Order.

ADVANTAGES :

a. Estseblishes Executive Order authority for the collection of sucl
information.

b. Diminishes possibility of legel challenge to the collection and
use of such information.

c. Should heve a favorable effect on tne shaping of state and local
gtatutes and policies with respect to release of such data.

Approved For Release 2006/04/19 : C_LL‘Q-RDP86-00674R000300070006-4
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d. Would serve to rectify the misunderstanding currently #xlsting
at state, local and institutional level as to the authority for, need gad
use of such data.

@. Would serve as a basls for revision of LEAA regulations relating to
criminal history records which would further enhance state anc local agancy
couperation.

DISADVANTAGES: Saxe as Option T.

NOTE: This option was introduced by one departiment end not considered -n
group deliberations. Supporting ratiorale is presented at the
asterisk below. )

RECOMMENDATTON :

Concerning the trustworthiness options, there appears to be coasensus that
if standardization of scope of investigation and adjudication »ractices is
brought about, it would be through the adoption of Options 2 taru 4 rathter
than by prescribing standards in the new Order as outlined in Option 7.
Notwithstanding, there appears to be a clear consensus in the intelligerce
commmity to adopt Option 1 (status quo).

Concerning the compartmentation options, the consersus of the group is to

favor Option 10. There appears to be consensus in favor of Cosions 12 end 13.

*The Privacy Act of 197k prohibits the release of certein
persconal information unless the requiremsn: for suczk infor-
mation is grounded on statutory or Executive Orcder authority.
Exceptions ir the statute have been made, however, with re-
spect to law enforcement agencies. Unfortunstely, the term
"law enforcement agencies" does not reach to Exscusive Eranch
organizations which are engsged primarily in the collection of
personal dats required to make personnel security devermina-
tions. The Law Enforcement Assistance Agency has issued regu-
lations which were intended to facilitate the ccllection of
such requirec personal data by non-law enforcemen:i asgencies
requiring the data for personnel security determirnatiors.
However, in the absence of specific enabling larngusge se:
forth either in public law or Executive Orders, trere hsas
been considerable misunderstanding at state, local and iasti-
tutional levels with respect to the authority to collect, and
the need for, and use of such information by non-lew enforce-~
ment sgencles conducting essentially personnel security
investigations. Clearly establishing the requirements o the
Executive Brench for such information ir an Executive Order
would facilitate the collection of this personal data which
is vital to the adjudicator in meking perscnnel security deter-
minations.
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Company Granted Confidential Clearances
Background and Cost Impact Data

In the early 1950s, the concept was introduced which permnits

the contractcr to lssue Confidential clearances to othar than

Top Managemer.t personnel. The procedure was peeded s0 a3 to
permit industry to immediately utilize the services of now
employees on Confidential work, avolding the delays encountered
in connectior with a normal Governmment investigation for issuance
of clearance. Additionally, this procedure provided sigiificant
relief to the already overtaxed investigative resources 2f the
Department of Defense.

The theory which supports the concept is that the contractor, in
conjunction with the normal preemployment screening, will develop
pertinent information concerning the individual. The contractor
is precluded from issuing a Confidential clearance if he becones
aware of any information which would indicate that clearance 1is
not “clearly consistent with the national interest.” Additionall:,
the employee must execute a form, answering certain questions
pertinent to clearance. Where these questions raise an issue with
regard to credibility, again the contractor may not issue the

clearance, and the case must be referred to the Department of Defonse.

The current national trend of providing better protecticn to
individual privacy is making it increasingly more difficult for
employers to conduct preemployment inquiries and this, in turnm,
reduces the effectiveness of preemployment screening.

In the mid-1950s, a pilot test was conducted. Fifty thousand
company-Confidential clearance cases were selected at rondom and
National Ageacy Checks were conducted. As a result of #n analysis
of these 50,000 cases, it was determined that reliance cvn the
contractor's normal employer-employee relationship as tle basis for
the issuance of a Confidential clearance was sound from a securilty
standpoint. Hence, the program has been continued.

It has been variously estimated that if a new employee *s hired to
perform on classified work, it will cost the contractor between $50
and $70 a day for each day a security clearance request is pending,
since the employee cannot be fully utilized without having access
to classified information. On the basis of estimates that approxi-
mately 60,000 new company-Confidential clearances are iusued each
year, indirect cost to the Government in the form of contract over-
head would result in an annual expenditure of between $.20 millicn
and $180 million per year, if the company-Confidential «learance
concept were to be discontinued.

Appendix
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In addition, there would be an increased work loal of approximately
50 percent in the number of cases now handled bty the Dol: Industrial
Security Prozram. First year costs would be significantly higher
for Governmeat processing and investigations, beczuse there are
approximately 300,000 contractor parsonnel curran:ily cleared with
company—-Confidential clearances.

i
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PRM TISSUE: WHICH INFCRMATTON REQUIRES PROTECTION AND FOR HOW IOAG
ARD WHAT CRITERIA SHOULD RE USED IN MAKING THIS JUDGINT.

JSSUES FOR THE £D HOC COMMITTEE: PAGE

~ Whether to expand the scope of the term "national security,"
OPTION l . L] o L ] * - - - * L] - - L] o - L] L - L4 Ld » » - -] Ll -C L3 ’ 6
OPTION 2 Ll ] L > ° o * - L] Ll L d - - L] *® 4 L 4 L] L] - - L L d L4 £ L L ] 6

= Whether to adopt criteria for classification (prescriptive
or descriptives’ :

OPT I ON 3 L d L4 * L 3 ° L] * - L L L4 L 4 . - - L d * o - - > - ° L ] @ - . 7
OPI I ON h L 4 L J L L d L] - L] L] ® -» L . - L] L L4 L] L J L] L4 > - ® - ad Ld - T
OPTI ON 5 & & » & o * O s o @ & o 5 > e e @ ® ©& 9 & & e ¢ © » 8

= Whether to reqiire Departmental promilgation of claesgifi-
cation guideliaes.

OPI'ION6...........................8
OPTION7...........................9
OPI'IONS...........................9
~ Whether to require parasgrsph marking.

OPTION 9 v o v e e o e o v e e e e eemeeee e 10
OPTIONlO..‘..........................10
OPTION 11 ¢ o o o 0 o o o o o o o o o o o o o o o ueweoese 11
OPTIONI!.EQ...-......-................',1.1

~ Whether the Orcler should mandate public disclosure of
certaln types ¢f information.

OH'ION 13 L] L 3 .‘. L4 > L J L 4 - - L J - L J L] .. > - - » » - .‘O > Ed L 4 ° 12

~ Vhether to continue special departmental arrangements or
expand on them by making reference to certain statutes.

OP.I'ION lh L L J L 4 * - o L * L. L d . * - L 4 L] L4 L] - - - o »> L J *® 0. L L d 12
OH,ION 15 - L L 4 - L] ® - * ® -» < Ll - L d ® » L] L d - L4 - - - - - » -» 13

CE’TIONM.......-............ !
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ISSUES FOR THE £D HCC COMMITTEE:
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= Whether to meke provisions for classifying and identifying
information furnished to the U.S. in confidence by foreiin
governrents or foreign sources.
OP(.I’ION lT L3 L o > Ll L] > L 4 L 4 - L * L] - * - - - L] L d » » - B L] - L]

OI)‘ITI ON 18 ® & © & ¢ 2 2 2 e s & 0 6 ® & e ® & s 2 2 * B . 4+ 4 e

4

~ Whether to molify the damage standsrd for the tern "Confidentigl
by including s word such as "sppreciable," "significant" or
"demonstrable” to modify the word "damage."

OP‘I‘IOIJ 19 4 6 & ¢ o + 2 P e e e & e o @ ® * ® & o s e e v s e o o

~ Whether to resaln current prohibitions ogainst classification
and add others.

OP.PION 20 > [ ] L J -* > L J - L ] *® L4 * ® L J L] - * * - - < L] - - - L - L d »
= VWhether to adupt & "balancing test" to cause the welghing of

the relative rerits of public disclosure of the informstion
against classification.

OPTION 21 ® & © & o 2 & o o & » o # e @ ¢ & & 2 & v © * e e o e o

Bm OD’IDIENDAT I ONS : L * L\ d L] [ 4 L L] L ] L d L 4 - L 4 > > - Ll > L 4 L] - - Ll - - - L]
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ISSUE:

DISCUSSION:

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4

Which faformation requires protection and for how long and
what criteris should be used in making this judgment.

So ‘nmuch of the assigned issue which coacerms huw long
information should be protected was not addressed by this
Sub Group. That matter is being considered by the
Sub Group reviewing the issue of how to promote increased
public access to information no longer needing classificatio=
through a more rapld and systematic declassificatiun prograr,
Sub Group C/D-3.

In its deliberations, the Sub Group consldered a wide
range of factors related to the issue involved. These
included but were not limited to: need for expression of
specific criteria for classification; need for expression
of absolute prohibitions against classification of certain
information or for certain purposes; Tre-examination of
the scope of the term "national security®; need for
revision of the classification categories; usefulness of
paragraph classification marking; and usefulness o
classification guidelines as a means for achieving uniformity
in classification.

In considering whether the three categories of classifi-
cation, i.e., Top Secret, Secret, and Confidential, as
established by E.O. 11652 are adequate, the view was
expressed that these categories are now well recoguized
throughout the United States Government, defense iadustry,
and in the interpnational community. It was also concluded
that it was inadvisable to consolidate the three categories
into two because that would result not in appreciably less

classification, but rather in informatlon previously classi:ied

as Confidential merely being classified as Secret. Also
rejected was the idea that the Executive Order peruit
Departrnent and Agency heads to adopt a fourth category
of information which could be protected on grounds other

than national security, such as, for example, that unclassi:ied

information now categorized under Departmental regulations «s
YFOR OFFICIAL USE ONLY" and "LIMITED OFFICIAL USE." It was
felt that this body of material does not belong in an Order
dealing with national security information and could create
the impression that the government was seeking to protect more
information in a new Order than under E.O. 11652.

Also considered was the language of the test for assign.ng
information to a classification category. That test is tha:
the unauthorized disclosure of the information involved cou'd
reasonably be expected to cause a degree of damage to the
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nationa.. security. It was the consensus of the Group that this
test has withstood examination in the courts and thare appeavs
to be no need for changing it. Bowever, some members felt 1=
might be appropriate to include language in the new Executiv~
Order which would make clear that, in order to classify
informa:ion, the classifying authority must satisfy himself
that more than a modicum of damage could reasonably be expec:ted
from unauthorized disclosure. A suggested way to sccomplish
this would bz to modify the definition of the standard for
Confideatial by including words such as "appreciable," "signlfi-
cant," or "demonstrable.”

With respect to the collective term, "national security,”
as used in E.0. 11652, 1.e., "the natlonal defense or foreign
relations of the United States,' the Group considered whether
the scope of that term should be ezpanded. Some conslderation
was given to the need for including in the term "national
security.”" in addition to information concerning foreign
velatlions and national defense, information concerning other
subject matters which might be considered as deserving
protection against unauthorized disclosure such as, for
example, information concerning terrorist activities, marcotics,
trade secrets, etc. The view was expressed that to the extent
that any subject matter information is Iinformation concernicy
national defense or foreign relations, it is within the ambit
of the term "nmational security' and, to the extent that
unauthorized disclosure of such informatiom would cause
damage to the national security, may be classified and afforded
protection in accordance with the present Order. [t was
further viewed that any information concerning such things
as narcotics or terrorist activities which does not also
concern natlional defense or foreign relations would not
qualify for security classification protection in the interest
of national security. The observation was made that some
parcotics or terrorist information, not protectable pursuant
to the Fxecutive Order, might qualify under the terms of the
Freedon of Information Act or other statutes for protection
or wittholding from public release. In conmection with this
matter, the guestion was also raised as to whether the
President's constitutional authority to protect information
in the interest of national defense and foreign relations could
be extended to protect information not related to those
govermmental functions. Resolutlon of this question was not
undertaken by the Sub Group.
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Considered at great length was the matter of whether a
new Order should require that classification of decisions by the
Executive Branch weigh the relative merits of public disclosure
of the information against the interests of national security.
Some members had reservations concerning inclusion of a
"balancing test" in a new Executive Order. The basis for this
concern appeared to be that or:iginal classifiers who are well
qualified to arrive at determinations based upon damage to the

national security alone, may not be equally qualified to consider

the advantages of public disclosure. Moreover, the view was
expressed by some members that the courts, in adjudicating
whether a classification complies with the Order, would demand
that the government give a clear showing that the “balancing
test" was made in each and every case where original classifi-
cation 1s involved. This could adversely affect the presump-
tion in favor of classification protection that the govermment
generally enjoys in Freedom of Information Act litigation.
Others expressed the view that the inclusion of the "balancing
test" in an Executive ‘Order should lead to more careful
classification decisions and might, in fact, result im reducing
unnecessary classification, thereby making more information
available to the public.

The Group examined the need for the Executive Order to
express specific criteria for classification. Executive Order
11652 does not include such criteria but does provide examples
of the kinds of information which qualify for protection
against unauthorized disclosure in each of the two highest
classification categories; Secret and Top Secret. 1In & new
Executive Order, the expression of specific classification
criteria would be in lieu of the examples and would apply to
all information concerning national defense and foreign rela-
tions. For example, information would be classified 1f its
disclosure would “weaken the position of the United States in
the discussion, avoidance or peaceful resolution of potential
or existing international difficulties"” and thereby cause some
degree of damage. The criteria would be broad enough to cover
information legitimately protectable but would be more explicit
than the existing examples. It was the opinion of some that
the criteria could be treated as merely illustrative in which
case examples could be incorperated in the categories of

clagssification. Others felt that the criteria could be exclusive.

In the later case, before information could be classified, an
original classifier would have to establish that the information
fell within one or more of the criteria and that its disclosure
would meet the test of one of the levels for classification.
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The Sub Group also considered the matter of whether the
new Executive order should go beyond Executive Order 11652
in prohibiting classification of information for certain reasouns,
e.g., to cover up the commission of a crime. The Sub Group
concluded that such additional prohibitions are desirable.
A member believes that the Order should go further and mandate
public discloaure of certain types of information which, by
statute, e.g., War Powers Act, are now requlred to pe disclosned.
Others were opposed to this view on the basis that this
Executive order is not the appropriate wehicle for such
provisions and, further, that the statutes do not prohibit
the classification of certain elements of these categories o:
information. An expression was made that the promulgation or
public disclosure policy is not the major purpose of this Order.

Although not directly related to the main issue, some
discussilon centered upon the utility of requiring that portiocns
of classified documents, e.g., paragraphs, be identified as
to the classification level of each such portion. Executive
Order 11652 recommends, but does not require, that portions
of classified documents be marked to show the classification
of the information contalned in each or that such information
is not ~lassified. Such marking is left to the discretion of
the head of the Department. Some Agencles, notably, DOD,
require paragraph by paragraph classification marking and
believe that the practice has served to reduce the prolifera-
tion of classifled information, reduce overclassification,
simplify declassification, and is not unduly expensive or
burdenssme when compared to those benefits. Others, who have
not employed the practice, believe that identifying classified
portions of a document is Inappropriate, misleading, or
unnecessary in certain areas. It was noted howesver that the
lack of uniformity with respect to paragraph marking through-
out the Fxecutive Branch does cause difficulty in Departments
and Ageacies which do require paragraph marking because the
latter cannot incorporate into their system with precision aad
confidence information contained in documents not =0 marked.

The existing Executive Order is silent as to whether
Departments should prepare and publish general guidance for
the classification of particular subject matters. Discussion
brought out that the publication of guidelines by <ome agencles,
notably DOD and ERDA, has been found to be effective to avoid

N4
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overclassification and to achieve uniformity in cla-.slfica-
tion decisions. The observation was made that in srich
seneral areas as forelgn relations, intelligzence and nilitary
operations, the formulation of security classification guide—
lines for general application 18 difficult and hencs,
relatively expensive. Participants who ars particularly
concerned with these functional areas questioned whother the
effort to produce such guidelines I1s worthwhile. The consensus
of the group is that the new Exzecutive order should mandate
the preparation and use of general classificetion giidelines,
and encourage departments to amplify such with more specific
guldes.

The existing Executive order makes provision (S=ction 9)
for "special departmental arrangements' with respec: to access,
distribvtion and protection of classified cryptologlc materiesl.
Yhe arrengements are in fact promulgated by national authority
(Nationzl Security Council and DCI Directives) and fnclude
specific guldelines for special access, distributica and pro-
tection of such material., The present Order does pot specif:-
cally make reference to the provisions of certain statutes,
e.g., 18 U.5.C. 798, which single out classified cryptologic
material. from other classified material as particularly sensi-
tive. (oncern is expressed that such material may be disclo-ed
inadvertantly due to a misunderstanding of the purpose and
effect of the automatic declassification provisions of the
Order. This concern is based on evidence that, in several
instances, there have been disclosures of still clessified
cryptologic material by former govermment officials because of
such misunderstanding. The opinion was expressed that a new
Order should focus attention on the sensitivity of this body
of wmaterial by including a reference to statutes which
expressly recognize the sensitivity of such classiiied materlal.

The Sub Group felt that it was important to pretect foreign
government classified documents and information as well as any
information and material provided to the United States in cor
fidence by foreign governments or any other forelgn sources.
The present Order provides, in section 4{C), that foreign
government classified information shall either retain that
classification or be afforded equal protection und=r our clas-
sification system. Under section 5(B) (1) of the present Order,
information provided in confidence by a foreign government iy
be exempt from automatic declassification. This latter provi-
sion implies that because information is provided in confidence
it may be classified. Some felt that this implicanion ghould
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be made sp2cific in the new Executive order and further, that some i
unique "identifier” should be prescribed for application to thi:
type of ma:erial. Others felt that the provisions of the present
Order provilde desirable flexibility which will permit classifi-
cation and protection in any instance that unauthorized dis- cod
closure of informatlon provided the United States or of the b
circumstances of i1ts acquisition, would cause damage to the {
national defense or foreign relations.

OPTION 1:

Expand the term, "national security" as now used in E.0. 11652 to include R
specifically information concerning terrorist activities, narcotics, and s

perhaps, threats to the orderly process of government (favorpd by FBI)

ADVANTAGE:

Would explicitly recognize that such informatlon is classified under the §
Order !

g_
|

DISADVANTAGES : ]
a. Creates impression of expanding the scope of the Order. f
b. May result in classification of information as "national security

information" that should not be protected under this system railsing political,
and perhaps constitutional questions.

OPTION 2:

Retain the scope of the term "national security,' 1. e., national dafense ;
and foreign relations, as used in E.O0. 11652. ‘

ADVANTAGES : !

a. Would not requlie reeducation process as the scope of the term is
geperally understood. i

b. Would avoid the appearance of any attempt to encompass morte
information to be protected under the President's authority.

c. Would avoid the potential constitutional question concerning the
limit of the President's authority.

d. The term, as expressed in the present Order, has been upheld in
litigation. Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4
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DISADVANTAGE:

Would pot permit information unrelated to pnational defense and foreign
velations to be classified.

OPTION 3:

Adopt specific classification criteria vhich would call for the elimination
of examples now included under the classification categories of Top Secret

and Secret. The criteria would apply equally to all classification categories.

It would be mandatory that before information could be classified, it would
have to be established that the information falls within one or more of the
criterion.

ADVANTAGES:

a. Would reduce the discretion of classifiers in determining whether
information is classifiable.

b. Would serve as a guide to classifying authorities.

¢c. May contribute to minimizing unnecessary classification and ultimately
to more openness.

DISADVANTAGE:

Unless the criteria are drafted with adequate foresight, subject matter
which should be protected may be found to be omitted,thus precluding
classification. This would require updating from time to time.

OPTION 4:

Adopt specific criteria which, in addition to examples now e¢iven under
Top Secret and Secret classification categories, would be fllustrative
only. The criteria would apply equally to all classification categories
and would constitute a basis for determining whether information is
classifiable but fallure of the {nformation to meet one Or more of the
criterion would not preclude classification.

ADVANTAGES:
a. Same as OPTION 3.

b. An added advantage is that since the criteria are not all inclusive,
information not meeting one or more of the criterion may be classified.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4
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DISADVANTAGES:

a. Eliminates a part of the basis for classification determination.

b. May permit classification of information not requiring protection.

OPTION 5:

Retain the examples now included under the classsification catepgories of
Top Secret and Secret and possibly develop examples for Confidential
without additional criteria.

ADVANTAGES:
a. Would not require reeducatlon process.

b. Leaves the classifier with broader discretion for determining
whether particular information is classifiable.

DISADVANTAGES:

a. Does not provide adequate substantive guidance for classiflers.

b. Will permit the classification of information which does not warrant
protection.

¢. Does not contribute to openness.

d. Does not provide a basis for the imposition of administrative
sanctions incidental to enforcement of compliance with the Order.
OPTION 6:

Require the development, use and promulgation of general classification

guidelines by Departments and Agencies, and encourage them to amplify
such with specific guides.

ADVANTAGES :
a. Would tend to reduce unnecessary and overclassificatiom.

b. Would provide for consistent classification decisioms.
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c. Would provide standards against which to measure compliance.
d. Would assist in responding to Freedom of Information Act.

DISADVANTAGES:

a. May prove difficult to develop general guidelines for certain
functional areas.

b. May be cost ineffective and non-productive in specific applications.

OPTION 7:

Make the adoption of classification guidelines in Departments and Agencies
optional but encourage promulgation where practicable.

ADVANTAGES:

a. Gives the Departments and Agencies flexibility.

b. Will avoid unnecessary expenditure in those cases where the
development and promulgation of guldelines are found to be cost ineffective

and non-productive.

DISADVANTAGES:

a. If guidelines are not developed and promulgated, incomsistency will
continue where such now exists.

b. Will not lead to standardization throughout the Executive Branch.

¢. Will not provide sufficient guidance against which to measure
complicance.

OPTION 8:

Do not include, in the new Order, any provisions relative to the development
and promulgation of classification guidelines.

ADVANTAGE :

None.

EN
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DISADVANTAGE:

Fails to give an expression of Presidential endorsement of an administra-
tive procedure for avoiding unnecessary classification and overclassification.

OPTION 9:

Require mandatory paragraph classification marking.

ADVANTAGES :
d. Reducés the proliferation of classified information.
b. Avolds umnnecessary classification.
c. Simplifies the declassification review process.

d. Facilitates review for declassification and response to requests .
under FOIA and the Order. '

e. Contributes to consistency and permits precision in derivative
classification.

DISADVANTAGES:

a. May be viewsd as administratively burdensome.
b. Will require significant education and training effort.

c. May not be generally applied to all documentary media.

OPTION 10:

Require mandatory paragraph classification marking with provision for the
head of a Department to seek & walver from an oversight body for specific

classes of information.

ADVANTAGES
- a. Same as OPTION 9.

b. Has the added advantage of providing some flexibility to'heads of
Departments who find the practice cost ineffective or non-productive.
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DISADVANTAGE:

Will not achieve complete unifozmity throughout the Executive Branch.

OPTION 11:

Require mandatory paragraph classification marking with provision for the
head of a Departmeni: to grant an exception for good cause for certain
classes of informatilon; require that the Department head advise in writing
an oversight body of the existence and rationale for such an exception.

ADVANTAGES:
a. Same as OPTION 10.

b. Has the added advantage of providing some flexibility to heads of
Departments who find the practice cost ineffective or non-productive.

‘c. Paragraph marking is a matter of prograr management and may not be
appropriate for approval by an oversight body.

DISADVANTAGE:

W1ll not achieve complete uniformity throughout the Executive Branch.

OPTION 12:

Paragraph classification marking would be required to the extent practicable

as provided in E.O0. 11652.

ADVANTAGES:
a. Would not impose any additional administrative burden.
b. Maintains status quo.

DISADVANTAGES:

a. Contributes to continued proliferation of classified information.
b. Increases the scope of the overclassification problem.

c. Will not eliminate difficulties experienced by Departments which do
require paragraph marking in incorporating into their system information
from documents not paragrsph marked.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4
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d. TIncreases the problems and complexities assoclated with derivative
classification.

. e. Makes the enforcement of administrative sanctions for unnecessary
and overclassification more difficult.

f. Will tend to impede the declassification process.

OPTION 13:

The new order should mandate the public disclosure of certain specific
types of information as are now required to be made public by certain
statutes (War Powers Act and others).

ADVANTAGES::
a. May help assure compliance with statues.

b. May contribute to public perception of the Executive Order as
consistent with public policy expressed in statutes.

DISADVANTAGES:

a. Might preclude a justified and necessary classificztion of information

which requires protection from disclosure in the interest of national
security. :

b. Public information policy is not the major purpose of the proposed
Executive Order.

c. May contribute to unnecessary classification of information which
does net meet the damage criteria of the Order.

OPTION 14:

Continue the provision of the present Executive Order relative to "gpecial

departmental arrangements'.

ADVANTAGE :

a. Continues present scheme, recognizing special requirements for
protection of stated categories of information.

~12
S¢
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DISADVANTAGES:

a. The minority view i1s that the present scheme does not adequately
recognize the "sensitivity" of the information to be protected.

b. Suggests that individual Departments are authorized to impose
special requirements different from those established by other Departments
- or by national authority.

OPTION 15:

Continue the "special Departmental arrangements' provisions and add a
Teference to statutes, e.g., 18 USC 798, to serve the purpose of focusing
attentfon on the statutorily recognized semsitivity of information covered
by that statute. In additiom, add provisions to proscribe automatic
declassification of any such information.

ADVANTAGES:
"a. Same as Option 14.

b. Provides explicit recognition of the sensitivity of a statutorily
specified body of material.

c. Provides for continued protection of sensitive data including that
which is already in the public domain.

DISADVANTAGES:

a. Hay contribute to unnecessary classification of information which
does not meet the damage criteria of the order.

b. By Presidential order, would exclude a total body of material from
the automatic declassification provisions generally applicable throughoat™
the Executive Branch and to all other information which is classified.

c. Will require the safeguarding and protection of information already
in the public domain. '

d. May create Congressional and public impression that the total of
material covered by 18 USC 798 is never subject to declassification.

OPTION 16:

Retain Section 4(C) of current Executive Order.

+1 3w
&7
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ADVANTAGES:

a. Retalns present system which is generally well understood by
foreign governments and U.S. classifiers.

b. Provides administrative flexibility to Departments.

DISADVANTAGE}

a. May leave ambiguities and uncertainties with respect to the classi-
fication of information received in confidence from foreign sources when
such information is not classified by those sources and the conditioms of
receipt are not a matter of record.

OPTION 17:

Provide specific recognition in the new order that information provided
to the United States in confidence by foreign governments or foreign
sources 1s classifiable.

ADVANTAGES:

a. Would permit classification of information solely because of the
condition of its acquisition even though unauthorized disclosure of it
would not damage United States national security.

b. In the view of some, would reduce ambiguities or uncertainties of
the treatment of information provided to the United States in confidence from
foreign sources.

DISADVANTAGES:

a. Would undermine the thus far recognized basis for classification in
the interest of national security.

b. In litigation, would raise the question of the constitutional
authority of the President to protect information for reasons other than
national defense or foreign relations.

c. Contributes to unnecessary classification.

' OPTION 18:

Require use of a unique identifier for forelgn government documents and
information classified by a forelgn government or provided to the U.S.
government in confidence by a foreign government or other foreign sources.
This would be supplemental to the foreign government classification marking
or to the U.S. classification marking assigned, if any.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4
v -"3:/#—«55)




Approved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4

ADVANTAGES

a. Identification would enhance foreign government or foreign source
confidence in our system for protecting information provided in confidence.

b. 1In the case of foreign government documents, would provide evidence
to a court that materiel so marked was furnished in confidence.

DISADVANTAGES:

a. Msay complicate the marking system.

b. May be unnecessary in most cases because a foreign government
document would be readily identifisble and should be protected in 1liti-
gation.

c. Will result in significant cost increases for administering the
gystem.

d. Would prevent use of such information without the disclosure of the
gource which disclosure, in some cases, would not be desirable and thus,
counterproductive from a security standpoint.

QPTION 19:

Modify the definition of the standard for Cocnfidential by including &
word such as "sppreciable,” "significant," or "demonstrable" to modify the
word "damage."

ADVANTAGES

Will tend to reduce the amount of information classified at the Confidentlal
level by effectively clarifying the minimum threshold for classification.

DISADVANTAGE:

Will necessitate the reeducastion of original classifiers.

OPTION 20:

Retain the prohibitions against classificetion now prescribed in Executive
Order 11652 end edd others.

ADVANTAGES:

a. Demonstrates the interest of the President in assuring that classi-
fication suthority is not sbused.

S
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b. Will give a clear and explicilt ghowing that certain types of
information must not be classified and that classification is prohibited
for certain purposes.

c. Will engender public confidence in the system.

DISADVANTAGE:

May be found to preclude a necessary classification.

QPTION 21:

Toclusion of a "balancing test" so as to cause the weighing of the relative
merits of public disclosure of the information against classification.

"ADVANTAGE:

May cause more careful classification decisions and would tend to
reduce the amount of information which is classified thereby promoting
public accessibility.

DISADVANTAGES :

a. Original classifiers are not necessarily as well qualified to make
judgements with respect to possible benefit to the public as they are to
the probable damage to national security.

b. 1In Freedom of Information Act litigations, the courts may demand a
showing that the "bzalancing test" was applied.

RECOMMENDATION:

Consensus was reached in favor of Options 2, 3, 7, 10, 16, 19 and 20. With
respect to the remailning Options, there was a divergence of views with
Nno consensus.

36—
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b. Will give a clear and explicit showing that certain types of
information must not be classified and that classification is prohibited
for certaln purposes.

c. Will engender public confidence in the system.

DISADVANTAGE:

May be found to preclude & necessary classification.
OPTION 21:

Inclusion of a "balancing test' so as to cause the weighing of the relative
merits of public disclosure of the information against classification.

ADVANTAGE:
May cause more careful classification decisions end would tend to

reduce the amount of information which is classified thereby promoting
public accessibility.

DISADVANTAGES:

a. Original classifiers are mot necessarily as well qualified to make
judgements with respect to possible benefit to the public as they are to
the probable damage to national security.

b. 1In Freedom of Information Act litigations, the courts may demand a
showing that the '"balancing test" was appliec.

RECOMMENDATION:

Consensus was reached in favor of Optiomns 2, 3, 7, 10, 16, 19 and 20. With
respect to the remaining Options, there was a divergence of views with
no consensus.
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PRM TSSUE: WHICH CATEGORTES OF CIASSTFIED MATERIAL, MORE THAN 20
JEARS OLD COULD BE DECIASSTFIED IN BULK UNDER APPRO-
PRIATE GUIDELTNES,

r

ISSUES FOR THE AD HOC COMMITTEE: PAGE

- Whether to require Departmentsal promulgation of
declassification guidelines for twenty-year old materisl.

OPI‘ION 1 - L 4 L4 - L * L] - » L] L L] L * L - L4 - - » - L] L J » - . L 4 L 2 3
OPI'ION 2 L] * L . [ 4 »> & » L L ] L - * * - - L4 - o L - * [ 4 L - - * i * I*’
OPPION 3 . ° ' . » L4 * * * * - L 4 L] -« Ll » L4 L » - - * L > - - < L] L 5

= Whether the Order should provide that only permanently
valusble records of the Government should be reviewed on a
systematic basils for declassification.

OPI‘ION 1+ ® - L ] L d - * ° [ 4 * 2 ° L * » L] * L - L » L) * - * . ° ® * 6
t
= Whether to provide for executive branch support of the
Department of State effort in publishing "Foreien Relations
of the United States."

QPTION 5 L [ ] L ] L L] » [ 4 [ - L 4 - - L J L * L d * o L3 L * @ L d - . L4 - * 6

- Systematlc Review of foreign originated material for
declassificaticn.

OPI‘ION 6 [ - * L d L d L L » * L] » *® [ ] * L L] L ] * .- » L] L d [ ] » * * - Ll [ ] 7

O?TION 7 * - - * Ll - - - . L < -* L J L] * * s p L J * * L 4 - » L 4 L d » * L 8
= Whether to continue the authority of the Archivist b5

review, downgrade and declassify "presidential papers" and

whether to éxtend this suthority to such informetion not

in archival depositories. :

NOTE: This iscue is addressed in an Attachmernt to this
TAB E.

Rmo}mﬂlons : L _\' » * 2 O w0 L 4 * o o L 4 * . » L 4 - * @ » @ .. L J ® e 8

oonoooooooo.’..otseeAlSOszOfAttacm
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ISSUE: Whlch categorles of classifiad materlal more than 20 _xgars old
could be declassifled In bulk under appropriate guldellines.

DISCUSSION: Discussion of thls Issue will touch on the following points:
declassification guidelines ~ are they needed - who should prepare - what
form should they take - how should materlal classified by or jointly with
forelgn governments be handled in the guidelines.

E.0. 11652 does not presently prescribe thz preparation of the declassification

guldelines. At the request of MARS all agencies (which had not previously
done 30) developed guldelines for the scresning of all 30-year-old materlals.
Over 200 milllon pages of classified material have been reviewed during the
past flve years and 993 have been declassifled. These guidelines have
generally been written in exclusive terms, listing the types of information
which could not be declassified. From this experlience, 1t Is concluded that:
(1) 1t Is Impractical to Include in the executive order a listing of
categories, elther Inclusive or exclusive, in sufficient detall to gulde the
actual screening of highly diverse Government records that span time, place
and function. Such specification must be left to Departments which have
knowladge of the sensitivity of Information in their records, the classifi-
cation authorlity to act on that information, and an awareness of the security
factors affecting the application of that suthority; (2) listings of
categories excluded from declassification are shorter than such lists of
categories to be Included In declassification. They are also easier to
compile because they Include only the most sensitive 2lements of systems,
plans, or operations, and are less 1lkely to maintain classification by
oversight.

Over 80% of the permanently valuable 20-year-old classified records created
by Federal agencies are still in their custody. The new Executive Order
should, therefore, clearly direct the heads of Departments as well as the
Archivist of the United States to conduct the systematic review of the
permanently valuable records In thelr custody as they become 20 full years
old. Declassification guldellnes prepared by Heads of Departments would be
gharad to facllitate declassification and to ensure prompt opening of all
non-sensitive records to the public.

‘The subgroup also discussed positive steps the government might take to
better make avallable to the public the information being declassified as

it becomes avallable. While more emphasis might be placed on the preparation’

and publication of agency histories, the government's premlier publicatipn
of important papers, most of them formerly classifled, Is In the series
Forelign Relatlons of the United States. Historically the Foreign Relatlons
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gserles has led the way In promoting public access. The stated (though
unattalned) goal for some time has been publication 20 years after the
avent. To better assure the attalnment of that worthwhile goal, the subgroup
felt that conslderation should be given to Including the new Executive

Order language which would recognize the merlt of the Forelgn Relations
zerles. '

The treatment of Information classifled by or joIntly with foreign govarn-
ments Is also consldared as an appropriate subject for Inclusion In the
consideration of declassification guldelines. - Section 4(C) of E.O0. 11652
directs departments to provide appropriate equal protectlon to Information
furnished in confidence by a forelgn government or International organization.
Section 5(B) (1) permits Top Secret classifying authoritles to exempt from the
Eeneral Declassification Schedule '"Classified Information or material furnished
by foreign governments or International organlzations and held by the United
States on the understanding that It Is kept In confldence.' But the present
Order is not expliclt on the matter of handling such non-U.S. originated Infor-
mation when it Is 30 years old.

A 1973 Justice Department paper examined the ambliguities of thls sltuation
and concluded that present U.S. policy was to exclude non-U.S. origlinated
information from conslideration under the systematic review provisions of
Sectlon 5(E) of E.O. 11652. That policy was re-examined, however, when the
U.S. authorities learned that the British Government was treating foreign
documents In thelr flles In the same manner as they were treating British
originated Information. This policy review was further stimulated by demon-
strations that forelgn classified Information is no more or less sensitlve
than U.S. originated information concerning the same subjects and that
declassification or protection of one could be parallelled by declassification
or protection of the other. Finally, it was agreed that the U.S. Goverrment
does have dominion over its records and that forelgn and international
organizations originated Information placed Into official flles become part
of the official records of this Government.

In 1976 the State Department's Councl] on Classification Policy advised the
Archivist of the United States to declassify non-U.S. originated Information
when it is fully 30 years old on the same basis as our own classified Infor-
mation. Durlng the past nine months several million pages of pre-1947 classified
foreign documents (exclusive of those held by the Organization of the Jpint
Chiefs of Staff) have been reviewed agalnst the guidelines developed by the
Archlvist In consultation with subject-matter Interested agenclies and have
been released. At the present time all forlegn classified Information which
cannot be declassiflied under these prescriptive guidellnes is being denied to
the public by the Archivist of the United States without the beneflit of review
by more knowledgeable agency speclalists.
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haspite the known reluctance of U.S. Departments to assume this responsibility,
1t is clear that only the subject-matter responsible Departments have the
compatence to determine whather there Is a r2al nzed for czontinued szcurity
protection and that the responsible officlals of those Dzpartments should

ha required to exsrcise thalr discretionary powers to determine whether the
foralgn classifled record Item contalning the Information or materlal must

be protected for an extendzd time.

The MNatlonal Archlves feels strongly that this "forelgn Information' should

be traated as our own and declassified on the same basls as our own because

of Its growing volume, the costs assoclated with Its separation and maintenance
in a classified state and the fact that 98% of It does not warrant protection.
On the other hand the majority of the subgroup felt that 'foreign Information"
should be excluded from the declsasificatlion provislons of the new Executive
Order except where an International agreement on declassification could be
reached.

DPTION 1: To direct hesds of departments and agencies to develop and make
available to their employees and others declassification guidelinss tor
information originated within thelr jurisdiction; and to also direct the
Archivist of the United States together with the heads of Departments

to develop guidelinas for the systematic declassification of information

and material classified by or jointly with foreign governments and inter-
national organizations (program to be conducted in consultation with repre-
sentatives of forelgn governments and international organizations with which
the U.S. has cooperative securlity arrangements).

ADVANTAGES :

a. With agency declassification guidelines, Departments would make
better and more conslistent declassification declisions, thereby reducing
classified holdings.

b. Guidelines could be shared with other Departments and lead to more
consistent treatment for the same information held by different
Departments.

c. Recognizes the dominion of the U.S. Government over Its own
vecords and the Informatlon In them.

d. Expliclitiy indicates tha U.S. Government's commitment to maximlize
the release of Information to the publlic.

e. Permits consultation with foreign International organization.
representatives when the U.S. declassificatlon official determines that
1t Is desirable tc attaln better understanding wlthout surrandering
ultimate authority.

Approved For Release 2006@4/1? : CIA-RDP86-00674R000300070006-4
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&1 5ADVANTAGES::

a. Preparaticn of good declass!ficatlon guldance 15 expensive and
requires the services of highly tralned and knowl=dgeable personnel.

b. [ay arouss concerns In some countries about Information shich
thay provided to the U.S. delng released bafore It Is mads avallabla
to thelr own cltizens.

. May have some adverse effect on the provislon of sensitive infor-
wation significant to U.S. national interests.

d. If declassification guldance Is not carefully drawn, sznslitive
information wlll be released.

OPTION 2: To direct beads of Departments and Agencies to develop aand

make available to their employvees and others declassification guidelines

for information originated within thelr jurisdiction; but to exclude Fror
declassification provisions information and material given in eonfidence

which was classified by, or jointly with, foreign governments and intermstional

organlizations except for such information and material ms may bz declassifled
by mutually apreed guidelines developed by the Archivist of the United
States, the Heads of the subject-matter interested Departments, and repre-
wentatives of the cooperating foreign governments of international organiza-

tions concerned.

a. With Agency declassification guidellines, Dzpartments would make
detter and more conslistent declassiflication decisions, thereby
reduclng classified holdings.

b. Guidelines could be shared with other Departments and lead to
more conslstent treatment for the same Information held by different
Departments.

t. involves certaln allied forelgn countries In the process of
developing gulcelines, thareby avolding a possible adverse effect
on the provisicn of Information Important to U.S. national interest:s.

d. Mutually agreed guldelines will permit U.S. officlals to readll
declassify the bulk of the older classifled matarials. )

e. Establishes reciprocity In the handling of U.S. {nformation by
those countrles.

f. Would mot "dry up" such free exchangs a5 we now have with forelon
governmentsroved For Release 2006/04/19 : CIA-RDP86-00674R000300070006-4
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D1SADYANTAGES:

a. Surrenders to some dagree thes princlple of sovereignty of this
govarnment oval Its records.

b. WITl requlre extensive nagotiations further delaying declassifl:a-
tion of U.S. records.

¢. Foreign governments and Internatlonal organizatlons may raguest
contlnued and Indefinlite protectlon of scme classes of Information
beyond 30 years which this Government would not find acceptable.

OPTION 3: The new Lxecutive Order should direct heads of Dapartments and
Agencles to develop, use, and maintaln current declassification guidelines
tor_Information originated by thelr Departments or within their subject
watter jurlsdiction., Such guldelines shall specify in reasonable detail
wnat Information requlires continued protection, and for how long. 1f th-
period of continued protectlion cannot then be detarmlined, the guldelines
shall specify a date not more than ten years later for a second review, it
vihich time a date certain for declassiflication shall be specifiad. Thos:
Departments and Agencles which hold or expect to receive forelgn classif: ed
information, shall, with the assistance of the Archivist of the United
States as apprqpria.e, advise the forelgn governments or Interrational
organizations which provided or will provide classified Iinformation that
such Information will be subject to departmental guidelines for declassi-
tication or extended protectlon unless those governments or intarnational
organizations consult with the U.S. Department or Agency concerned to
develop mutually ag-eed declassification guldelines for differznt treatment.

ADVANTAGES:

a. Mandatory declassification gulidellines, required to be kept currant,

would bring about better and more consistent declassification dacisions,

thereby reducing classified holdings and providing better and more
Justified protection to those Items of continuing sensitivity.

. The regquirement for specificlity In guidelines would help 2liminate
continued classification based on subjective considerations.

t. The option recognizes the government's commitment to maximize
the release of Information to the pbullic, and should result In matenhing
performance to promise,

d. The provision for specifylng elther definite dates for declassi-
fication or for one further review for the same purpose provldes
Flexibillity for dealing with unusual clircumstances.

e W
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2. Provides for consistency In tha treatment of classifjad Information
whether of U.%. or forelgn orlgin, absant forelgn raequasts subject to
our concurrence for different treatment.

¥. Informs cooperating forelgn governments of our Intent with

regard to classifled Information they share with us, and offers them
the opportunlity to work out wlith us different daciassification raglnes,

5. #alntains forelgn conflidence that the U.S5. will respect thelr
substantive concarns on protection of thelr classified Information.

DISAOVANTAGES:

@. Requires reallocation of resources to the preparation and malint=nance
of declassification guldelines.

b. May complicate declassification reviews and actions 1° forelgn
governments Inslst on treatment different to that which w= accord to
our own records.

OPTION L: 7o avold any waste of resources by agencies reviewing thelr
records, the new Exacutive Order should clearly state that only those
records constituting the permanently valuable records of the Government

{In accordance with & U.S.C. 2103) should be reviewsd for declassification.
Records scheduled for destruction should not be reviewsd under this progranm.

ADVANTAGE :

Will consaerve the resources avallable for application to :he
declassification review program.

DI SADVANTAGE :

Hone.

DPTION 5: To give approprlate recognltion to the merlt of tha Foreign
Relations serles In connectlon with making more Information concerning the
ntfalirs of the United States Government avallable to the publlic, the new
Order should include substantially the following languag=:

All Departments and Agencies will assist the Dzpartment of State

in its goal to attain a twenty-yzar publication schedule for the
documentary sa-fes entltied Foreign Relatlons of the United States,'
The schedule for compiling, editing, reviewlng and publishing the
fForelgn Relations serles should not unduly delay declassification.o’
any Agency's forelgn relations-related classified Information and
material. *
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ADYANTAGE :
Hill bhelp assure the attalnment of the State Department's goal of
publishing at twenty years, thereby increasing th= smount of
information declassified and published in the publlc domaln.

JISADVANTAGE :

Hay be Inappropriate to single cut a particular publlcatlion of one
particular Department In an Exacutive Ordsr appllicable to the entire
Executive Branch.

!T Option 1 or 3 above Is selected, It Is necessary to considar Options &
and 7 below. If Optlon 2 abova }s salected, thers s no need io consider
Optlons 6 and 7 balow.

OPTION 6: Systematically review for declassiflcatlion foreign ond Internatioral
organjzation-originated classified information at the sare time as U.S.
information Is being systematically reviewed.

ADYVANTAGES:

a. The most efficlent program, and one appreciably less axpansive,
viould be attalred through the simultaneous review of all Iaformation
Iin the files.

b. Agency declassification speclalists would be considering
categorles of sensitive Information for recessary extended protecticn
irrespective of the origins of the Information. Thes less complicated
program should therafore bz more error frae.

c. Only the Information determined by the most competent officials
to be sensitive and require continued protectlion vould be denled to
the public.

D15SADYANTAGES:

a. If the program for systematic review accelerates to 20 years we
wilil be opening much more forelgn orlginated information In advance
of any allied country.

b. An accelerated opening may have a chlilling effzct on the provision .
of informatlon significant to U.S. national Interassts.

c. Existing llalson arrangements may be further jeopardizad 1f the
U.S5. Govarnment unllaterally opens information given In confldence cn
sn accelerated baslis.
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OPTION 7: irrespactlve of the U.S. timetable for systamatic review, a
parallel arrangement for declassificatlon of forelgn and intarnitional
organlzation origlinated classified Information should take piacs at the esd
of 30 full calendar years after origination. -

~ ADVANTAGES:

a. The British and Commonwealth Govarnments are committed to a
30-year release of records program.

b. The British and Canadlan Govarnments have examinad the 30-year
declassiflicatlon guldellines presently belng applied in the Matlonal
Archives and have volced no strong opposition to 1ts applization
to their information glvan In confidence.

D1 SADVANTAGES:

a. If the U.S. originated classified information is reviewsd on

an accelerated schedule and all non-U.S. elassifiad Informstion Is
reviewed on another schedule, about 5% of the classified Information
in the U.S. records will have to be temporarlly wlthdrawn nnd 5 to
10 years later 530 to 95% of that material will have to be reviawed
again and only then returned to Its place In the Tiles. This will
be especially costiy.

b. Under these clrcumstances, U.S. reviewing officlals would be
reviewing records In the same categories parhaps as much as a dacade
apart In time of origin. Probablllty of errors and premature releasa
will Increase.

RECOMMENDATION: The majorlty of the sub-group recommended that Option 2,

%4 and 5 be odopted. {if the new Executive Order directs that Information

and materlal classified by or Jolntly with forelgn governments ond Inter-
natlonal organlzations be systematically reviewed for declassifleation, 1: Is
the consensus that Optlon 7 be adoptad. A separate Issue papasr Is attachsd
which discusses the authorlty of the Archivist to declassify certain Info--
mation; recommend that it be provided o the pzarsonnel assignad responsibiiity
for drafting the new Executlva Drdar,
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{SSUE:

Whether the Archivist of the United States should exercise zuthority over
information and material which was classified by a former President, 1is

White House staff, special committees or cormissicns appoinied by him, or
others acting in hlS behalf, and whether this authority should extend to

|nf0rmat|on and material not in an archival depository.

DISCUSSION:

Close examination of the interaction of the mandatory review provisioas of
the present Executive Order and the Freedom of [nformation fct shows :that
there is one type of classified document that is not coverec by either form
of public access request. Several other minor problems with Section 1! that
have become obvious since the implementaticn of E.C. 11652 varrent th=
attention of the drafters of the new Order. These matters are not adiressed
hzre as options, but rather as highly desirable medifications to the language
of the new Executive Order.

E.0. 11652 gives authority to the Archivist of the United States to d-classify
Presidential material, after consultation with agencies having primary

subject matter interest, as a solution to a problem that had plagued jovern-
ment officials, historians and archivists for years. An incumbent Pr:sident
faces an obvious political dilemma and risk if he or his steff become directly
involved in either opening or closing the papers of his predecessors. The
Archivist of the United States, already the custodian of much of this
Presidential material through the holding of the Presidenticl librari-:s, is
far enough removed from partisan politics and the pressures on an ageicy's
classifying officers to consider the needs of national security and a- the
same time to take account of public and scholarly derands four histori:al
research. The requirement that the Archivist consult with cepartment: having
a primary subject matter interest insures the full consideration of r:levant
national defense and foreign relations questions before determination: are
made. The general provisions of Section 11 of E.0. 11652 have worked well

and should be retained in a new executive order.

A few minor changes in wording which would solve the minor problems t .at
‘have become obvious since the implementation of E.O0. 11652 tenter on :hese
points:

a. The limitation of the Archivist's authority to just those materiais "in
his custody at any archival depository' should be dropped sc¢ that som:=one
will have the authority to declassify information and material classi<ied by
the White House found among agency records, private papers, and other
collections, etc. At present, no one has the authority to declassify such
material;

Attachment
2O
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b. The Archivist's authority should be limited to materials classifiad by
a former President, since an incumbent President will obviously declessify
his own records;

c. Reference tc the 'terms of the donor's deed of gift" should be deletad
because it is nct pertinent to security classification and reflects ¢

statutory resporsibility of the Archivist entirely apart from national security
requirements; ard,

d. Add the word '"downgrade' to the Archivist's authority so that he has the
authority not orly to review and declassify, but also explicit authority to
downgrade classified documents and records.

RECOMMENDED LANCUAGE IN A NEW EXECUTIVE ORDER:

After the termiration of a Presidential administraticn, the Archivist of
the United States shall have authority to review, downgrade and declessify
information and material which was classified by the Presidant, his White
Hocuse staff, special committees or commissions appointed by him, or cthers
acting in his behalf when this information or material is not part of the
records of an acency subject to Federal records statutes. This authority
shall be exercised only after consultation with the Department having a
primary subject matter interest.

D4
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FRM ISSUE: HOW TO PROMOTE INCREASED PUBLIC ACCESS TO INFORMATION

NO LONCGER NEEDING CLASSIFICATION THROUGH A MORE RAPID

AND SYSTEMATIC DECTASSIFICATION PROGRAM.

ISSUES FOR THE AD HOZ COMMITTEE

PAGE

~ Whether the new order should abolish the ADS/GDS/Exemption
system and replace it with & six year norm/‘tventy year
maximim system which divorces length of classification
from the classification level of the information.

OPI'ION l L > * L 4 L L * - * L 4 L 4 L d - L) L 4 * L4 L 4 L4 L] L - [ 4 L - - L 4 * ’ 1"

OPTION 2 [ 4 - Ld * [ L 4 - L4 - L 4 L) L d * [ L) » * L d - * - - * L d * - L 4 L] L 4 5

- How to apply a twenty~year declmssification rule to previously
classified information.

OPI‘ION 3 > - [ ] L J - » * - - - » L4 L 4 L ] * » . L ] L 4 L] * * - L > ®

~ Whether to build into the new order a presumption against
classification and for declassificsilon.

OPTI ON l" L d L4 * L d - . * -» L4 - L J * - * L 4 . L 4 L d * L d » L 4 L [ L d

- Whether to provide a mechanism for internal Departmental
challenges to classificatlon.

OPI’I-ON 5 L - L d L ] L - * - - - L ] L ] L ] L ] [ 4 » * & * L4 L L 4 * »

~ Whether to continue, with modification, or eliminate special
access for unofficigl researchers snd former officiels..

OPIIION 6 [ 3 - . * * - - » L d L * & -* L] * L 4 L » - ® - & & L d » 7

OP]:‘Im'rvO r & & . » - * * - - > ® * - @ L - L 4 L J » L d -* v @ - @& - -

~ Whether to require heads of Departrents to delegate general
declassification suthority to subordinate offlelals.

OE T-LON 8 » - * L J . @ L4 L L d > * ® & & & @ L L J . @ s & * * @ . * & L 3

- Whether to require heads of Departwents to budget for and provide

adequate resources to carry out full and effective implemente-
tion. .
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Whether the order should provide uniform declessification
criteria.

OPI'ION 10 L 4 L4 - * - L » - - - - - - L 4 - - Ld L d - * - L J L 4 * * - L4 -
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155VE : How to promote Increased public access to information
no longer needing cliassiilcation through a more rapld
and systematic declassification program

DISCUSSION :

The subject of achieving more rapid declassification of Information is
one difficult to dlscuss as something apart from the subject matter of other
subgroups. Thls results from the fact that achleving more rapld declassifi-
catlon is an Issue central to the overall Executive order revision project,
the goals of which are to Insure that only items requiring classification
are classified to begin with and to effect declassiflcation of Information
as soon as It Is possible to do so, all in the Interest of achieving greater
openness in government. MNonetheless, there are a number of proposed changes
from the current Executlve order on classification that fall squarely upon
the point of achieving more rapid declassification.

The suggestion has been put forth that consideration of the time period
for which a document remalns classified should be divorced from consldera-
tion of the appropriate level of classification. What is proposed is that
a date be set for declassification of a document based on the best estimate
of the classifier as to when it may be declassified. The period of classi-
fication would not be tied to level of classification, as Is now done under
the General Declassification Schedule with Confidentlial, Secret and Top
Secret classification actions resulting in classification being maintained
for periods of six, elght and ten years, respectively. Under the proposed
system, there would be a maximum period which could be embraced by the
classifler's estimated declassification date. The consensus was that such
perfod would be six years. Continuaticn of classification in excess of the
prescribed norm, say, for example, nine years or any other specified period
of years not in excess of twenty could only be done by an official specifically
designated to exerclse original Top Secret classification authority. The
official authorizing such continuation of classification should be required
to make a record of his action, Including hls Identification and reason for
his decision. Thls last point would parallel to some degree the current
authorization of Top Secret classiflers: to exempt from the General Declassi-
ficatlon Schedule information within four stated categories.

Another approach to achleving more rapid declassification, which may
be considered additional to other more specific measures, Is that of bullding
in a presumption agalnst classification In certain decision making processes.
The presumption would be rebuttable, of course, but might be operable

/
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whenever the classified status of a document was challenged or after a

set perlod as outlined In the previous paragraph. The presumption agalnst
classification would ellminate instances of classification being continued
merely because a speculative argument could be made for malntalinlng classi-
fication. Under the presumption against classiflication, a set period of
classification would be extended only when the relevant factors and circum-
stances at the time of review were found to be those which warrant original
classification. As a companion of the presumption agalnst classification,
measures would be faken to minimize the threat of adverse repercussions to
an Individual employee should he In good faith make an erroneous declass]-
cation in exerclsing his declassification authority. Declassification
authority would also be decentralized to the lowest possible level. There
may be a need for Institutionalizing a system for intracagency challenges to
classification. The vehicle for bullding In the presumption against classi-
fication would be the overall thrust of the Executlve order coupled with a
firm and explicit statement of policy In the preamble. Specific criteria
for declassification would be Included in the Executlve order. However, with
the thrust in the cdirection of declass!fication and certaln protections for
errors In judgment belng accorded the declassifler, certain probliems can be
percelved regarding differentiating between good falth and bad faith declassi-
fication actions by lower level employees.

It Is believec that the effective promotion of public access to officlal
records through declassification must be given as much attention as the denial
of public access through classification. WIith few exceptions, there are
simply not enough sgency resources devoted to declassiflication efforts. De-
classification reviews that are provided for under the existing Executive
order are rarely being accomplished as they should. It Is proposed that
any new Executive crder In this area direct heads of agencles to devote
sufficient resources to carry out the declassificatlon program provlded for
by the order.

A point stirring considerable debate was that of granting access to
classified Information to certaln individuals not acting in an official
capacity and not holding the clearance normally required. Typical of indivi-
duals granted such access under the current Executive order are former
Preslidential appointees and historical researchers. (On a related point,
there apparently Is a serious problem involving the Interposition of Inter-
agency barriers between official historical researchers, who themselves
act as a catalyst for declassificatlion, and the materials they need. It
I's recommended that this problem be handled in the form of government-widsa
Interagency agreement.) 1In consldering the granting of access to nonofficlal
researchers, the consensus was that It Is difficult to discern a persuasive
basis on which to award privileged access to certain Individuals and not
to the general public. The danger Is not granting a special access is that
for years only ''official histories" will be available of Important lInclidents
In our natlonal experience. Whether granting access to selected individuals
under controlled clircumstances solves the ''"official history" problem Is
unclear. 1In any event, a majority seems to feel that Section 12 of the
current Executlive order Is of so little utility for promoting Increased
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general public access to officlal Information that It would not be advisable
to Include It, for that purpose, in a superseding order which would Instead
make the frults of an accelerated declassiflcatlon program avallable to all
persons at the same time. However, the contrary view Is also held. But
there Is the view that the public benefits from the more rapid declassifica~
tion spurred by the speclal access provisions and that to delete section 12
as It relates to urofficlal access would appear to the historical communlty
to be a retrogressive step.

Sectlion 5(E) of the present Executive order requires the declass|flca-
tion of classified Information and matertal after thirty years except for
such specifically ldentified Information and material which the head of the
originating department personally determines in writing at that time to
require continued protection in the interest of natlonal security. Advanc-
ing the thirty-year time frame for automatic declassification to twenty-five
or twenty years would be percelved as a signlficant step in promoting Increased
public access to Information and material no longer requiring protection.
There was a consensus that the twenty-year frame is realistic and ought to
be adopted even though a large proportion of the documents of certain
agencles would still have to remain classified after twenty years. However,
it was noted that such a change would have a severe Impact on avallable
resources allocated to the task of performing systematic reviews of classi-
fied information and material, both In the Matlonal archives and the several
departments. The recommended change from thirty to twenty years would create
an Immediate ten-year backlog of material requiring review for declassificatlon.
The national Archlves Is steadily falling behind In Its effort to maintain
the thirty-year line mandated by the 1972 order. Thus, NARS points to the
need to provide for a gradual phase-in over a ten-year perlod, for example,
of a policy requiring twenty-year systematic review of information and
material classified under E.0. 11652 and previous orders coupled with an
jocrease of resources. If such resources were not forthcoming through the
budgetary and appropriations process, sensitive information within the ten-year
backlog could not be identifled for continued protection through screening,
and might be subjezt to forced disclosure under the Freedom of Information
Act. It Is relevant to note that additional resources to handle the burden
of processing FOIA requests have not been provided, even though the
Congress in passing that Act acknowledged the possible adverse resource
Impact and Invited departments to request resources if they could prove
the need. Additlonal considerations in thls general area are discussed
In an appendix hereto which reflects the views of the HARS representative
to the Sub-Group.

Under the present order there Is a percelved retarding effect on the
declassificatlion process derlving from the provision of four stated exemp-
tion categories which seem to Induce classification of the Information
encompassed thereln and continuatlon of that classification beyond the period

..&..
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prascribad by the General Declassification Schedule. Elimination of the
broad exemption categorles Is the solutlon proposed to razmedy this. Ex-
tenslon of classificotlon would only take place In accordance with care- i
fully definad criterla and as deemed necessary by those posszssing Top |
Sacret classification authority. It was the consensus that heads of

dapartments should have authority to extend the classiflcation Vifespan of

thalr Information and material bzayond the propossd twenty-yszar {imit at any i
¢ime during the classifled il1fespan of the Information, rather thun at the
21me of automatic declassification as Is presently raquired. Furthar, there
Is agreement that heads of departments should be able to elther specify 8 :
fixad perlod of continued protection or spacify a date tor further review. i
Thelr discretion in thls area would be monltored by the oversight npparatus ;
to be established under a new order.

During the discussion it became evident that Information generated by
certaln agencles, notakly NSA, CIA, and 0JCS, In large measure do not lend
themselves to rapid declassification because thelr sensitivity Is jearad to
technologlical or foreign relations conslderations, or reveal intelilgence
sources and methods or currently sensitive operational planning formation. ~
However, this fact should not Impede efforts to declassify Information not f
falling In these catagcries. ;

Options considerec, some of which offer the potential for wore rapld
daclassificatlon and hence for increased public access to official Informa-
tion, include the following:

OPTION 1: HMalntain the provisions of the current Executive order regarding
declassiflication.

ADVANTAGES:
~ Requlres no increase in resources.

- Preserves a po'icy that has domestic and foreign circulation and 1
acquiescence.

- Revlew at 30 ysars has had a high release rate (over 98%).
-~ There will be a minimum 1ikellhood of error as guidelines already

promulgated have been tested in the review of millions of records
with no known release of sensitive natlonal security Information.

- Release by forelgn and internatlonal organizations of their classif ed
Information fraquently occurs simultaneously.

DISADYANTAGE:

-~ Does not meet the mandates Impllcit In PRM/NSC-29, l.e., slmpl!fiéa«
tion of the system, public accessiblility, earller bulk declassifica-
tion, etc.
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OPTION 2: Establish a new declassification system which, In substance,

would: (1) divorce the time period of classification from the jevel of

classification; {2) requlire an original classifier, within the 1imlts

specified In the authorlty delegated to him, to fix the shortest perlod of

classification which he determines to be warrented; (3) 1imlt the authority

of original Confidential and Secret classifiers to contlnue classification

to a period of six years; (4) 1imit the authorlity of orlglnal Top Secret

classifiers to continue classification beyond six years but not In excess

of twenty years; (5) prescribe that only a Department head may continue

earlier or extended beyond twenty years by the head of 2 Department, Infor-

matlon classified pursuant to this Order shall be automatlcally declassified

after twenty years: (7) require that authorities who axtend classification

beyond six years record thelr ldentity and reason for their declislion; and,

(8) require that with respect to each original classification, a date would

be fixed for automatic declassification or for review to determine the

need for contlinuation of classification.

ADVANTAGES :

- A shorter norm for contlnuation of classification would be
established. :

- Higher level of classification would not be assigned In order to
achleve a longer period of classification protectlion.

- Responsibility for continuation of classification beyond normal
time periods would be fixed.

- A greater volume of classified Information would become avallable
for release to the public after @ shorter period of classification.

DI SADVANTAGES:

- The new approach would necessitate revision of departmental
implementing regulations and retraining of origlinal classifiers.

- With automatic declassification taking place after shorter periods,
there may be an increased problem In terms of notifying distributees
of changes In classification period, due to changed circumstances,
or perceptions, than Is now the case under the General Declassification
Schedule.

OPTION 3: With respect to Information and materlal classified under previous
Orders, the new Order would provide that: (1) If the material Is already

marked for declassification within twenty years of date of origin, it:-shall
be declassified accordingly: and (2) If not so marked, shall be declassified
In _accordance with declassification guldellnes promulgated by heads of

Departments as prescribed by the new Order.
...‘gd..}
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ADVANTAGES :

- Accelerate public avallability of Information on prior government
actlvities and policles.

- Meets the mandate Impllicit In PRM/NSC-29.

- Will lead to better and more consistent declassiflcation decisions,
thereby reducing classified holdings.

D1SADVANTAGES :

- Will create an immediate review backlog.

- Wil require considerably more resources to fully attaln the
twenty-year objective.

- MHay Increase the rlsk of premature disclosure of classified
information.

- Preparatioh of good declassification guldance Is expensive and
requires the services of highly trained and knowledgeable personnel.

OPTION 4: Bulld 2 presumptlion against classification and for declassification

fnto the scheme of a new Executive order.
8L OWCL/);& 75

ADVANTAGE :

- The balance would be tipped in favor of more 1lberal declassification
decisions.

D1SADVANTAGE:

- May prove difficult to fine tune declassification policies at lower
echelons.

OPTION 5: Have a mandatory declassification review system within an agency
providing a mechanism for Internal challenges to classification. Under

such a system, whernever a classification action was challenged and declassi-
fication was refused, elther by the original classifier or by one possessing
declassification authority, there would be an automatic referral to an agency
review committee which would decide the matter,

ADVANTAGES:
- A more effective interim review program would result. *

-~ Encouragement to initiate declassification actions would be dIVen'

to those best positioned to ldentify information that could be
declassified.
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D1 SADVANTAGE :

This option holds the potentlal for placing an additional burden
on agency resources to an extent not easily estimated In advance.

OPTION 6: Eliminate present system of preferential access to classified

material by nonoff clal researchers.

ADVANTAGES :

Would save cost of personnel security checks and other administrative

costs associated with Insuring the trustworthiness of these personnel and
servicing thelir needs.

Would reduce the risks of unauthorized disclosures.

Would eliminate an objectlonable preference afforded to comparatively
few.

D! SADVANTAGES:

Could be Interpreted as retrogressive by the historical community.

May increase the number of requests for declassification under FOIA
and mandatory review provisions of the Order.

Would probably decrease the speed with which unofficial historians
publish accounts of certalin aspects of national defense and foreign
relations.

OPTION 7: Authorize the granting of access to classified material to

persons outside the Executlve Branch who are engaged In research, provided

the head of the origlinating Department:

(1) DPetermines In writing that access Is consistent with the
interests of natlonal security;

(2) Takes reasonable actions to insure that the information is not
subject to unauthorized disclosure; and,

(3) Takes reasonable actlons to ensure that access Is limited to
: specific categories of information over which that Department
has classification jurisdiction.

A
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ADVANTAGES:

-~ Yould continue a policy which Is Indicative of openness in
government.

- Would facilitate the early publication of hlstorical materlal in a
form readlly avallable to the public.

- Eliminates preferential treatment for former officials.

D1SADVANTAGES:

- May subject classiflied Information to unauthorized disclosure.

- Incurs expense of personnel security checks and other administrative
costs Involved in determining trustworthlness and review of notes
and manuscripts.

OPTION 8: Include In the new Order a regulirement that heads of Departments
designate officials at the lowest practicable echelon of command and super-
vision to exercise declassification authority with respect to classified material
In their functlonal areas of responsibility.

ADVANTAGES:

Facilitates resolution of classification conflicts.

Facilitates declassification and release review.

Demonstrates Increased emphasis on declassification.

Places declassification responsibility on those best qualified to
make those determinations. -

DISADVANTAGES:

~ Without full coordination, It may result In conflicting declassifica-
tion decisions.

- Declassification of Information in a functional area may make
classification In a related functional area Impractical.

OPTION 9: Include In the new order a requirement that heads of Departments
budget for and provide adequate resources to carry out full and effective
implementation of the Order. S

-84
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ADVANTAGES :

- Demonstrates Presidential concern.

- Will cause top management support.
- Will assure effective Implementation.

DISADVANTAGE :

- May reducz the options of heads of Departments in establishing
resource priorities.

OPTION 10: Include In the new Order a section providing declassification
criteria. |

ADVANTAGES:

- Would fix common guidance for use throughout the Executive Branch.

- Would be viewed by the public as progressive and indicative of
Presidential intent to avoid the continuation of classification
beyond its useful life.

- May result in earlier and more uniform declassification.

DI SADVANTAGES:

- Might result in declassification of information and material which _ !
under particular circumstances could be premature.

- May be difficult to develop criteria which are all-inclusive.
RECOMMENDATION: It was the consensus of the Sub-Group that Options 2, 3,

L, 8, 9 and 10 be adopted. With respect to the remaining options there was
a divergence of views.

riZ
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CONSIDERATIONS ON ADVANCING THE AUTQMATIC DECLASSIFICATION
DATE TO 20 YEARS FR(M DATE OF ORIGIN

Section 5(E) of E.O. 11652 directs ‘that all information and material classt-
fied before June 1972 ghall be systematically reviewed for declassification by
the Archivist of the United States by the end of the thirtieth full calendar
year following the year in which it was originated. When the program for sys-
tematic review was Inaugurated in the Natfonal Archives in October 1972 (fol-
lowing approval of the FY 73 budget request and after denial by Congress of a
supplemental budget request for FY 72), there were about 60 million pages of
permanently valuable classified records in the Natlfonal Archives of the United
States which were already 30 years old. In the 4% years the program has been
‘operating the especially hired and trained declassification review staff of
the National Archives, together with declassification specialists from the
agencies, have reviewed and declassified approximately 200 million pages of
documents predating 1947. Less than one-half of one percent have been deter-
mined to require continued security protection. This low exclusion rate re-
flects the fact that the greater part of these records related to World War II,
which facilitated declassification. Experience in the systematic review of
documents from the 1946-50 early cold war period indicates that nearly 80% of
them must be carefully screened, page-by-page, to determine whether they contain
sensitive information., Thus, many more hours are required to review the same
amount of more-recent records., Further, approximately 2% of the records in this
time frame require extended protection, With the resources available to the
Natlonal Archives' systematic review program for thirty-year-old records (S$l.4
million per year) it has taken nearly five years to complete the review of the
original WW II classified records backlog, and the progran is now steadily
falling behind in its effort to maintain tha thirty-year line mandated in the
1972 Order. While much of the review effort has been devoted to the permanent-
ly valuable records in the custody of the National Archives and the Franklia D.
Roosevelt Presidential Library; additional programs have been carried on by de-
classification specialists in the Department of Defense, CIA, and ERDA on 30-
Year-old records in agency possession.

Before dismissing the present scheme out of hand it might be well to examine
the apparent advantages of retaining the review point at 30 full years:

a. To obtain and maintain the 30-year line will require little increase in
resources. An exception to this is the FBI which has not yet inaugurated a
systemated review program for its older records;

" b. It would preserve a policy that has domestic and foreign eirculation and
acquiesence;

¢, The review at 30 years has had a high release rate (over 98%);
d. There will be a minimum likelihood of error as guidelines already promul-

gated have been tested in the review of millions of records with no known re-
lease of sensitive national security information; and

g{ 6& APPENDIX
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e. Release by somz major allied foreign Governments of their classified
information occurs simltaneously.

While these are undeniebly attractive points, & 30-year systematic review
schedule does not ineet the mandate implicit in PRM/NSC-29 to sdvance the
scheduled review to a 20-year line.

- The clear advanteges of advancing the systematic review to the line of 20
full yesrs are:

8. That it would accelerate the public availsbility of information on prior
Government activities and policies; and

b. Probably sbout 90% of the permanently valusble records to be reviewed
can be released when the fullcyecle of review is completed,

These advantages cun only be obtained at a price--a monetary expense of
sizable proportion and a potential risk of premature release of still~
sensitive information (especially significant in the early release of
intelligence records) as the whole Government rushes to cetch-up without
tested declassification guidelines nor personnel experienced in identify-
ing the increamsingly sensitive more recent records.

The monetary price of advancing to a 20~year line can be expressed in terms
of anticipated level of effort over the present level of effort. The best
figures for agency allocations exclusively devoted to the systemstic review
of 30-year-old records is about $4 million per year. In our judgment it
will require nearly five times the present amount of effort in manpower
alone to catch-up o the 20~year line if agencies are given 10 years to
abtain that objective. The totel cost over the 10 years needed to
accelerate the date of release would amount to about $200 million.

The factor of five is based on the following considerations:

a. Development of adequate 20-year declassification guidelines will require
the best efforts of' numerous top professionals and highly skilled technicians.

b. Treining of the hundreds of personnel hired or reagsigned to declsssifi-
cation screening and reviewing duties will also require the time and effort
of these spame high-priced and busy staff meubers.

c. The costs associated with: (a) hiring new personnel and obtaining

their security clesrances, (b) acquiring end preparing sdditional work

space to accommodate them, and (e¢) time expended intraining and super-

vising the work-force will add several millions of dollars to the total
price of the program.

d. If 90% of the records over 20 years old and 98% of the records over

30 years old can be declassified, it follows that from 2% of the oldest
records to 10% of the more recently dated records will have to be identi-
fied, reviewed by en asgency specislist knowledgesble in that category of -
potentially sensitive information, withdrewn from the files and provided
extended security protection pending automatic declassification or re-review.
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e. Until new agreements are reached, all foreign and international organiza-
tion-originated classified information less than 30 full years old may have to
be withdrawm.

The conclusion reached was that the 20-year option is highly desirable and
would be readily attainable if the categories of intelligence sources and
methods and foreign and international organization-originated classified in-
formation could be excluded from the requirement to attain and maintain the
20-year automatic review schedule, The National Archives representative did
not feel that any special exceptions to the Goverrment's entire declassifica-
tion program should be made for these two genmeral categories of information
which in his experience are pervasive in the Government's records. Aside
from this intelligence community concern, the key question here is the will-
ingness and ability of executive and legislative budget authorities to pro-
vide the affected agencies with resources proportional to the objective. A
decision on the resource commitment will determine the attainable objective.
The 30-year goal, which is not now being met, must prevail if no additional
resources are provided., The 20-year goal, while highly desirable for reasons
of policy and philosophy, requires a significant and sustained commitment of
resources which other public priorities may not permit.

* TPor the purposes of the new Executive Order, intelligence sources and methods
may be defined as follows: A source is a person, organization, or technical
means which provides intelligence, subject to protection of identity and intel-
ligence relationship, and i{s vulnerable to counter action and thusz could be
lost or diminished in effectiveness should identity become compromised. Methods
ace the means hpprdiel FuPReRasts20061vi¢as: E9A-RDPESLG347HR0663566 FO0GS 45 o>
sources when such means are vulnerable to counter action or to loss of essential
privacy if they are compromised. )
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TAB G
PRM ISSUE: OVERLAPS BEIWEEN THE NEW EXECUTIVE ORDER AND THE
FRESDOM QF TINFORMATION ACT AS AMENDED AND THE

PRIVACY ACT

s

ISSUES FOR THE AD HOC COMMITTEE:

- Whether to retain mandasbory review provisions but make
them consistent with the Freedecm of Information Act by:
(i) eliminating ten-year requirement for all but records
not subject to the FOIA, and (ii) provide for release
of segregeble portions. Also, whether to retain the
current sixty day response limits.

OPTION 1 L - » . L L4 - L J * * -* L] . L ] - * L 4 * » LN J * - L L J
OPTION 2 L - - L - L d » » - > L 4 - . L ] L] L J - * L 4 . * L 4 L L L4 » - L J
OP]:'ION 3 » - * L] - L 4 [ J - Ld L4 * » L] - » * L ] * Ll L 4 - . - » * * - -

OPI-‘ ION !"' * * - - - * * L d L3 * L J L[4 L > L 4 [ 4 * L d * L 4 * * L d * * L4 L J L d

RED OMNDATIONS : - L] » L] L d > - L d L4 L d L . * * * » - L] . - L d » * * * L 4
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ISSUE:

DISCUSSION:

Overlaps between the new Executive Order and the Freedom
of Information Act as amended and the Privacy Act.

The Sub Group concentrated on several matters within this
isgue which require attention to ensure that achieving in-
creased compatibility between the new Executive Order and
the amended Freedom of Information Act (FOIA) does not
unduly expose current Presidential papers to intrusive
requests nor deny the present methods of access to the papers
of a former President,

Section 5(C) of E.O, 11652 provides the public (and
Departments as well) with 2 means for demanding the review
of all classified information and material more than 10 years
olc. The requester need only "describe the record with
sufficient particularity to enable the Department to identify it"
so that "The record can be obtained with only a reasonable
amount of effort,"” The amended Freedom of Information Act
(FOIA) provides persons with the right to request classified
information and material which is part of an official record
of the Government as defined in 44 USC 3301 without regard
to the age of the records. To a large degree, the mandatory
review provision and FOIA overlap in their application.
There are, however, several important exceptions:

a, Only the mandatory review provision of the present Order
applies to non-Federal records or donated historical
materials (such as the papers of former Presidents and
other officials in Presidential libraries and classified
documents in non-Federal repositories such as university
collections);

b. The mandatory review provision only applies to classified
documents which are at least 10 years old while the FOIA
applies to all Federal records regardless of their age
but does not apply to classified documents which are not
"Federal records, "

c. The mandatory review provisions of the Order require
that requesters identify a record with "sufficient
particularity, ' imposing a test stricter than the one
required by the FOIA;
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d. The FOIA apecifically includes language requiring
release of the gegregable portions of a documeat
which under the Act cannot be exempt {rom relzase, 5
The mandatory review provisions of the Order do not; i

e, The ¥OIA imposes a 10-day deadline for initial response
while the NSC directive which implements the present |
Order makes mandatory review requests subject
to a 60-day deadline for initial response;

£, The appeal routes are separate, with FOILA requests ’
appealed to Department heads and then to the courts
while mandatory review requests are appealed to
Departmental commmittees and then to the ICRC.

Discarding the mandatory review provision would be
a retrogressive step because it would allow no routs for
requesters to require classification review of non-¥ederal
records (such as those in a Presidential library). For
example, in calendar year 1977, approximately 100, 000
pages of historically important classified documents from
the Truraan, Eisenhower, Kennedy, and Johnson Presidentia!
Libraries will be submitted to agencies for classification
review uvnder the mandatory review provision of E,O, 11652,
Good and sufficient reason dictates that the mandatory
review provisions of E,0, 11652 be carried forward iato
the new Executive Order,

Mozset of the criticism directed at the mandatorv review
provision has focused on the differences between the Executive
Order and the FOIA., The options on this issue center
around reducing the discrepancies between Executive Order
11652 and the Freedom of Information Act, These
differences are addressed in Options 1-4, below,

OPTION 1:

Drop the limitation imposed by the present Order under which only classified
information and material at least 10 years old may bhe requested for
mandhtory review,

ADVANTAGES:

a. Because agency records less than 10 years old are already subje.c:t
to review for release under the FOIA, dropping this 10 ~year provision woulsl
primarily provide a means for eequesting access to an incurnbent President’s
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papers and those documents of a former President that are very recent
in origin, none of which are subject to the FOIA,

b. Brings the requirements of the E.O, and the FOIA more in line
with each other,

c. Respults in more openness in Government and more accesas to high-
level contemporary papers which are not subject to the FOIA,

d. Reduces expensive storage requirements by reducing the number
of classified documents in Presidential papers.

DISADVANTAGES:

a. Creates an anomalous situation in which requesters have a method
for demanding classified but not unclassified documents from a President's
papers,

b. Would make more classified information and material subject to
an extremely expensive clasgification review system, yielding small
results at high cost, Generally, there is very little point in spending the
time and money to review very recent and very high-level classified
information because of the high rate of continued classification of any
substantive documrents,

c. Creates an irnpracticable systern in which a former President's
papers would be subject to public demand for review of specific items
while in transit from the White House to a permanent Presidential
Library or in temporary warehouse storage before elementary boxing and
processing by archivists could be completed,

d. Would require a large staff increase within the Executive Office of
the President and the Presidential Library system of the National Archives
and Records Service.

OPTION 2:
Drop the 10-year prerequisite for mandatory review of Federal records
(as defined in 44 USC 3301) but not for Presidential materials,

donated historical materials as defined in 44 USC 2101, or other .
non-Federal records.
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a. Brings E.O, requirements more in line with FOIA without in-
creasing cost, since Federal records less than 10 years old are already
subject to review under FOQIA,

b. Would be compatible with the recommendation of the National
Study Commission on Records and Documents of Federal Officials that
access to a President's public papers should be subject to restrictions
imposed by the President for a period not to exceed fifteen years, after
which there would be general public access, subject only to such
restrictions as are necessary in the interest of national security or to
protect against a clearly unwarranted invasion of privacy. To drop the

the new Executive Order would seriously impact on the Commission's
recommendations to Congress,

c. Gives the appearance of more openness,

DISADVANTAGES:

a. May generate increased workload with respect to Federal
records less than 10 years old.

b. Would establish a necessity for Departients to provide redundant
review systems with respect to Federal Records less than 10 years old.

OPTION 3:

Amend the present phrasing of the mandatory review provision as it is

expressed in E,0O, 11652 so as to direct Departments to declassify any
reasonably segregable portion of a record or donated historical document
after deletion of information which must remain classified,

ADVANTAGES:

a. Brings E.O. more in line with FOIA requirements,

b. Would bring uniformity of procedure since sanitizing (release of
segregable portions) is already being done in several major agencies,

c. Would result in the release of more official information to the public,

DISADVANTAGES:

Sanitizing of documents requires staff time to identify and segregate
information, A considerable increase in costs would be sustained by
several agencies,
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OPTION 4:

Rwvise the mandatory review provision of the present Order so as to require
the same time deadlines as the FOIA,

ADVANTAGES:

a. Reduces confusion by bringing E.O. response-~time requirements
in line with the FOIA requirements,

b. Would result in more rapid treatment of mandatory review requests,

DISADVANTAGES:

a. The 10-day deadline for FOIA requests is not practicable now for a
large number of requests and would be totally impracticable for documents
containing national security information that must be cleared with several
agencies or for documents that must be mailed from distant Presidential
Libraries for review in Washington, D,C,

b. Would increase the expense and the staff time devoted to the mandatory
review process authorized by the Order,

c. Would require major overhaul of a program that is already
responsive to the public and not a source of widespread complaint,

RECOMMENDATION:

That a mandatory review provision be retained in the new Executive Order
and that the provision include: a 10-year exemption for documents that are
not Federal records (Option 2); that segregable portions of a document be
declassified when the entire document cannot be declassified and the release
of the document is not prohibited by any other statutory or departmental
requirements (Option 3), In addition, the new Executive Order not change
the present response deadlines prescribed under the Order,
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