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" Strategic Intelligence:

Problems and Remedies

Klaus Knorr

w

Inteiligence ié ong-qf the most critica1 elements of statgéraft directed
fowarﬁ the.out;ide worldg it.perﬁeatas' the making of all foreign policy that
__‘13 not regarded as,routine ‘and unproblematic; and altﬁough it is aisq
relevant and importanﬁ ﬁo estimating international opportunities for coopera-
-'tion, iﬁtelligence has been cultivated most‘attentively in matters of threat
perception because grosé misestimates in this aré; risk the very-survival'»'
of states. While iqtelligence is concerned/Qith other than military threats
(e,g. economic), théAplan of this volumé'demands concentration on military
threats. Both overestimates and underestimates of gxternai threats can
prodﬁce.calamitous consequences. Underestimates can produce§disaster and,
_even if tﬁey do not, can make war more probable and costly.‘ Cverestimates
can iead‘to excessive military build;up that is economically wasteful and,

. - *
by dausing anxiety, additional military preparations and animosity abroad,
can ;ake international conflict and the oﬁtbreak of hostilities more érobable.

In the following, werwill (1) conceptualize the objectives of inter-
‘national threat perception; (2) indicate the historidal record of intelligence
activities; (3) present a particular case of strategic surprise in order to
intrdduce an analysis of“the fundamental problems besetting acts of threat'
perception; and (4) discuss possible improvements of statecraft in this

-

area of concern.
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Strategic intelligence'attempts to estimate acute and bqtgn;ialythreats;l/
Acute or actual threats are those that are believéd ﬁo be probably imminent.
Potential threats are attributed to states that have or are developing the
capability to proceed to actual threats and attack, and whose peaceful inten-

. R S

tions in the future cannot be taken for granted. Although potential threats
are regarded as more hypothetical than actual threats, they are not necessarily
a»matter of the longer run and therefore safely'éf lesser concern. As many
historical examples remind-us, a_potential threat can turn acﬁte suddenlj'
and ﬁnexpectedly.' If Weimar Germany was at worst a potential threat to its
néighbors in 1930, Hitler's accession to power and ¥a§id military expansion
under his-rul; made this threat acute in a very few years. The sgplit beﬁWeen
the Soviet Union and Communist China occuf;ed very quickly and abruptly
raised serious security probléms in Peking. ' ' '

The objective of intelligence is not only to estimate whether or n&f a
threat ekists, but also to asgessitsprecise‘nature, e.g. the likely places

2/

‘and modes. as well as the timing of attack.~" S ince many attacks iﬁ the
past succeeded quickly because the victor achiéved strategic.surprise, the
prevention of surprise by means of intelligence estimates that give timel%
and proper'wérning is a central objective of threét perception. Thejcorxect

estimate of an actual threat facilitates the design of proper responses,

whether by alerting and mobiliZing<forces of defense and attempting to -

-l/Essentially the same analysis applies to states intent on the aggressive
use of force. '

2/

—"Avi Shlaim, "Failures in National Intelligence Estimates: The Case of the
Yom Kippur War,'" World Politics XXVIII, 1976, p. 348.
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reinforce‘detérrence, or by encour;ging a course of accommodation. The c&rrect
estimate of potential threats is a basis for providing adeqaate forces for dete;—
rence and defense in the hppe that.the potential threat will not become acute while,
on the other hand, avoiding provocative responses that are apt--by way'of sélf—
fulfilling prophecy--to increage the threat. In either case, threat pérceptioﬁ

‘ is_oriented toward the capabilities aﬁd intentioas of ‘actual or potential opponents.
Both can change over time, and this makes conjecture about_fﬁture developments a
part of the estimative‘process. Indeed, because'it takes a great deal of'ﬁimé Fb
holster forces for deterfencé and defense by developing and ?rcdgéing new weapons
systems, .conjectures about fhe capabilities of actual or ' potential opponents,
including arﬁs, military budgets and even national-eéonomic output, range far into

the future, Defense budgets depend on such qséimates.
Ve

Even good intelligence estimates--clear, timely and valid~-cannot, of course,.
insure good policy; and when estimates are not good in any or all of these terms,
it is sometimes difficult to distinguish between failures of threat perception

3/

and of policy response¥® But without proper intelligence estimates, states--unless

- they are lucky--can at best_hope to improvise and-muddle thrpugh in the face of
surprise, which is risky and costly, and which'only basically very sﬁréng and re-
gilient countries can afford. Reasonably accurate thréat perception is cleérly a

precondition of any effective posture for survival in the lLarger sense and the

longer run. ' -

'§/For example, the huge losses suffered by the Soviet army in 1941 resulted from
both the German achievement of strategic surprise and Stalin's insistence on a
linear defense of the Soviet boundary, permitting no strategic withdrawal, even

though the Germans had previously executed dashing Blitz Krieg in Poland and France.

LY

. ! .
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It is precisely because international threat perception plays so critical a

role in international affairs that it would be interesting'to assess its quality

as a matter of statecraft.’ Unfortunately, this is difficult to do. Relatively

few recent estimates, for the most part American, are in the public domain; and »
the historical record of threat perception when estimates were made by leaders

- . : . Q
and governments without elaborate intelligence services has not so far been examined

systematically.

Moreover, any useful aﬁpraisal of the ex-pbst facto guccess of past estimates

depends on one's criteria for judgment and a suitable clasgification of cases.
In the area of_strategi§ inteiligence, these problem; ca; be illumined by cbm~
paripg estimates of the capabilities of states with éstimates éf théir inteniions
in-métters touching on peace and war. Capabiiity estimatés are‘usually aboug
continuous things raising questions of more or less (e.g. GNP, military budget,
numbers of divisions), and éan be more or less right or wrong. On the 6thef hand,
o estimates regarding critical ipteptiongﬁoﬁngqvernmgnés concern also"questions”
of either/pr and then are either right ox wrong (although the attribution of
:degreeé of probability'mitigates this dichotomous character). Moreéver, capa;
rbilities that move on a continuum are more'conjecﬁurable (that is, more predict-
-éble with some degree of confidence) than are estimgteSvgf ceritical intentions
and deéisions, because many components of capability are observable and countable
and not only do not usdally change much from year to year, but are incapable of

abrupt and substantial change,é/ whereas ‘the intentions of governments and their

expression in observable behavior can change very abruptly and with great consequence.

-~

-Q/Certain capabiliﬁy changes that can be sudden and substantial as a result of
mobilization and new deployment express sudden change in intentions.
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0f course, capabiiity estimates that overestimate or underestimate foreignr
capabilities considerably and persistently can have great cumulative consequeﬁce.
The fact that critical government intentions can change abruptly does not mean
that they change with greaf frequency. The intelligence service of country A

may estimate year after year that a military attack on its ally X by state Y is

%

’highly improbabie, prove correct in nine years and incor;ect in the tenth. But
ghe‘consequence of the one failure may be enormous.

Crude.succéss—failure rat;os.tell us little about the quaiity.of intelligence
eétimates. Whilé the obstacles to a statistical evaluation of Qtrategic intelli—
genée seem to mefinsuperable;él there is an alternative approach to assessing the

quality 6f.statecraft in this area. This is to sQaré with very consequential
past events and to_examine the record éf thregt‘percébtion preéeding ihemléase
by’cése. Such study suggests that the qualféy of intelliéence hgs been e#tremely
and surprisingly pbor.é/ Although this is not known as a general phenomenon,
misperceptions have épparéntly played a significaﬁt{ and often crucial, rolg in
the brecipitation of wars and dﬁring war. as well, regardiess,of period of time or
pért of the world one turns to. However, this approach naturally tells us a

great deal only about underestimates of external threats. It is more difficult

to use historical search in the pursuit of overestimates. Nothing dramatic is

-§/For an attempt that examined 289 international crises involving the United
States from 1946 to 1975 and attributes an element of surprise to about half of
them, see Leo Hazlewood, John H. Hayes and James R. Brownell, Jr., "Planning
for Problems in Crisis Management," International Studies Quarterly, wvol. XXT,
Maxch 1977, pp. 75-106.

6/

—"For an extensive discussion of historical cases, see Klaus Knorr, "Threat Per-
ception,' in Klaus Knorr (ed.), Historical Dimensions of National Security Problems, .
Lawrence, Ka., University Press of Kansas, 1976, pp. 78-119.

-
»
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" apt to happen if a state overestimates a threat aﬁd increases its military forces
48 a result. For example, there is some evidence that the Sovietiieaders over-
estimated threats froé the United States and a reconstituted Germany dﬁring the
late 1940's and early 1950's, but the consequences of this misperception, if it
was real, are hard to trace among all the factors that actuated Soviet behavior.
Even if, following excessive militafy preparations in reaction to an cveres;imate,
a notable event, perhaps even war, does_ensue, it is historically difficult to
attribute it.tﬁ_the failure.of ihe.strategic estimate. Tﬁe‘subsequent event may
then seem to confirm‘the.original estimate even if, by induéing excessive ﬁiiitary
responses, it contributed to its genegis. The historiéal approach is even Iess‘
productive when it comes to identifying cases of correct strategic estimates.

If such perceptions lead to an improved posture of deterrence and no actual threat

materialized, we do not usually know whether,d} to what extent this absence of
crisis or war was determined by the adequate response toa good estimate or by |
other factors. It seems to this author nevertheless reasonable to deduce ffom
hisﬁorical experience that thé record of international threat perception in the
vital strategic area is disconcertingly poor. h |

In the fellowing section, we will refer to some cases which contribute to
the étrong impression thaf the record of international threat perception is far
from good, and which will serve us in anélyzing the difficulties encountered in
' tﬁe estimating ﬁrocess. Some of thése difficulties are inherent in the nature
of the job while others of an aggravating character result froﬁ situational condi-
tioné that may or may not be présent in particular instances. The analysis will
concentraté first on estiméfes of intentiéns and theﬁ, more briefly, on estimates

of capabilities.

. £
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Prior to the Yom Kippur War of 1973, Israeli intelligehce--which enjoyed
an enviable reputation on account of past efflClency--had glven 2 guarantee to

the Government that there would be ample advance warning of any Arab attack and

Phe Government had accepted this guarantee.— / On this basis, Israel maintained
.'only thln forces along the Suez Canal and on the Golan Heights, planning to
monillze its h1gh1y trained reserves only in the event an attack seemed immlnent
Yet, on Oct. 6, the Egyptian and Syrian forces struck and achieved strategic qur--
prise, invading territory controlled by Israel. Once the Israel Defense Forces
were mpbillzed they counter-attacked vigorously. But whlle they succeeded in

throw1ng the enemy back, they suffered very sizeable casualties in the process.
" American 1nte111gence, which had kept a cloae watch on the 31tuat10n, also had
failed to predict an Arab attack. | | . -
. Although thls lntelllgence fallure deeply shocked Israel, 1t'must be empha-
. sized that tnls klnd of error is common 1n the annals of Lntelllgence. Some -
recent examples may be c1ted to support this important point. Srrategic'surpfise
was suffered by the Soviet Unxon when Germany attacked in 1241, by the United
States in the same year when the Japanese attacked Pearl Harbor, by this country
'in 1950 when North Korea invaded South Korea and subsequently when China inter-
vened in the Korean War, by India in 1962 when Chlnese forces crossed the bound-.

ary between the two states, and by Syria and Egypt when the Israelis attacked in

1967. British leaders had underrated Hitler's threat before World War II. Hitlex

v For a detailed analysis of this case of surprlse see Shlaim, op. cit., pp. 348-
380. Other similarly instructive and well-researched case studies are Roberta
Wohlstetter's book on Pearl Harbor and Barton Whaley's on the German attack on

-
’
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+ himself was surprised by the British execution of 1941 of their commitment to go

to war in ‘the event Germany attacked Poland. Followxng World War II, the United
States was surprised by the outbreak of several severe crises precxpltated by the
Soviet Union (over Berlin in 1948, 1958-59, 1961, and over the Cuban missiles in
1962). It was also surprised by the landing of Turkish troops on Cyprus in  *
1974, and by the Cuban intervention in the Angolan civil war in 1975. While

wa know little about recent Soviet intelligence errors, it is plausible that

the Soviet govermment was surprised by the strong American reaction to the
-emplacement of,nuclear missi}es on Cuba in 1?72. Gross underestimgtes of,;he _
-opponent’s strength ﬁave also occurred often; Thus, the-Soviet>Un%on was sur;
prised by the staunch Fimnish resistance in tﬁe Winter War of 1939-40, the
Uﬁited States efréd repeatedly in underestimating'zhe strength of North Vietnam'
when it had intervened in support of the Salgon reglme and the Indians grossly
"underrated Chinese milltary strength in the Hlmalayaénﬁefore 1962. Although
European governments were alert to the pOSSlblllty of war in 1914, they had beeﬁ
advigsed by experts fhat, as a result of advanced interuational economic inter-
dependence, a war betﬁeen industrial nations could not be susfained for mcfe

Ehan a few weeks or months, and therefbre acted with extremely unrealistic expecta-

tions about the requlrements and destructlveness of war,
. The surprise experienced by Israel -in 1973 was evidently QQZ exceptieﬁalh
How can we account for it and many other cases? Wthh factors make threat

percep?ion apparently so difficult a task? Unfortunately, the available empir-

ical and analytical literature is quite small, and much of it of very recent

origin, published only after 1973:§/ There is even-now only the beginning of

8/

—"See the Appendix for a selective listing of the literature. N
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a useful theory of intelligeﬁce thaf can enlighten us about the inherent impedi-
ments to the making of good estimates. 4Fortunate1y, some of the fewrstudies that
have been made are very helpful and permit us to identify the eséentiéi problems.
If an estiﬁate 18 made at all, it is, in principle, either lack of informa-
tion or ité misinterpretation that accounts for faulty threat perception. Intelli—

LY .
gence officers often do attribute failure to lack of information. A lag

betweeﬁ foreign events énd the supply of felevant information can be a

serious handicap évan in this age of rapid communications. It is also "
»'Atfiviélly true that foréign governments do not supply all the informatioﬁ ﬁhat
intglligence officers like fd have; Indeed, the§ often try to maintsin secrecy

and to issue disinformation. But, then, threat perception is a matter of "estimates"

-~

that would not be needed if all the pertinent information were unambiguously on

”
7

hand. One estimates when one does not know. For this purpose one needs only
enough information that, if correctly interpreted, permits a good estimate to be

made,

Misperception and surprise do not usually result from lack of relevant informa-

tion, It was all there to be used in the Israeli case and, in fact, a subordinate
Israeli intelligence officer put it togeéher correctly and predicted an impend-

_ ing Arab attack on Oct. 1 and again on Oct. 3. But his superiors rejected his

.

estimate and, “as late as Oct. 5, held that the chance of an Arab attack was of

"low probability" or"even lower than low."

In every‘other case T have studied, it is easy to see in retrospect that the

relevant information for making a correct estimate was available. But as Roberta

9/ P

Wohlstetter=" put it, these "facts'"--which she calls "signals'"--are embedded in a

great deal of "noise," that is, irrelevant information. ,Moreover: as Barton Whaley

2/

~" Roberta Wohlstetter, Pearl Harbor: Warning and Decision (Stanford, Stanfofd
University Preggy, 1384k or Release 2005/01/10 : CIA-RDP86B00985R000200130016-0
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has emphasized;~ _there often is also "disinformation," that is, misleading infor-

mation introduced by the opponent. for purposes of deception. The Egyptians
resortad to thisg in 1973 for example by spreadlng rumors about the unreddiness

of their forces., Hitler used deception in 1941 in order to confuse the Soviets.
The problem of separating the corrsct information from the rest--which is so easy
in retrospart with the benefit aof hlnds1ght--1s inherent in the fundamental ambi-
guity of the total information that is being received. "Farts" do not speak for
;hemselves, All that can be derived from amblguous information are inferences,
and no one inference can ever be compelling because any ambiguous behavior can
be explained by mores than one motivational pattern. The Israeli and American
intelligetce services were, of course, aware in 1973 of the massive deployment

.'.

of Lgyptian and Syrian troops. But both decided. that the deployments 1nd1cated
no more than elaborate military maneuvers. Ihat inference did fit the "facts."
The Arab countrles had staged such maneuvers before and touched off an Israeli
reactlon'that, in retrospect, was deemed unnessary because no attack ensued.

As Hitler amasséd German troops on the Soviet boundary in 1941, five different
hypotheses were ehtertained by knowledgeable Européan officiéls, and Stalin's
"conclusion that the Germans would not attack fitted the 1nformat10n as well as
any other inference}ll After all, a militgry threat can be a bluff and military
‘movements that look menacing can be treparatory to making demands rather than
starting hostilities. | |

Providing correct estlmates in such situations is complicated further by

the possibility that the "opponent” is undecided on further steps while making

> A . “

LgBarton Whaley, Codeword Barbarossa (Cambridge, Mass., MIT Press, 1973), p. 244

>3

-]:-J/Ibid., p. 223 .

I
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- threatening moves. He may also be acting on the basis of multiple options and

proceed to attack only on certain contingencies, such as that the other side
fails to take proper counter-measures. Thus, when the Japanese fleet was steam-

ing toward Hawaii in 1941, its admiral was under coﬁtingency orders to attack only

12/

iE the U.8, fleet was at anchor in Pearl Harbor and if he could achieve surprise.~~

The Ffact that thé opponent's imtentions are unsettled or contingent must be taken
into account by intelligence officers but does mot p?eclude an estimate that
issues appropriate warnigg. Thé inténtions of fo;aign actors‘are necessarily
eati@ated in terms of probabilities. Yet the a@biguity of observed behavior
coﬁstitutes é‘profound problem inherent in threat perception;

In drawing inferences from available information that is usually fragmentary

-
#

'«vand ambigdoué, inéelligenée officers use certain assumptioqs aboﬁt the behavioral

pattern of the potential enemy. These assﬁmgti;ns or preconceptions guide them

in diétinguishihg betweeﬁbsignals and noise and in arriving at a conclusion.-

Intelligence bureaucracies formulate these assumptions, usually with care, on the

basis of his past behavior; and individual leaders are similarly guided by pre-
13/

conceptions. or images about what the potential opponent “is like." ==’ Stalin's

error in 1941 resulted from the observation that, in every past case, Hitler's

12/

~='Thomas G. Belden, "Indications, Warning, and Crisis Operations,'" International
- Studies Quarterly, vol. XXI, March 1977, pp. 185-186.

13/A classic example of the sophisticated developﬁentAof dnderl&ing assumptions~=

indeed two alternative hypotheses regarding the German threat to the United

Kingdom are carefully delineated--is Sir Eyre Crowe's "Memorandum on the Present

State of British Relations with France and Germany" of Jan. 1, 1907. This essay
in threat perception is very much worth rereading both for its amalytical pec-
spicacity and the presence of some preconceptions that come easily to the repre-
sentative of a premier power and are questionable in retrospect. There is also
the larger but surely unanswerable question of whether this influential docu-
ment, by affecting British policy, contributed to the outbreak of World War I.-
The main parts of the memorandum have been reprinted in Kenneth Bourme, The
Foreign Policy of Victorian England, 1830-1902 (Oxford, Clarendon Press, 1970),
pp. 481-493, o _ . K
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aggreosion was preceded by a period of intense crisis during which he made 1nor~

dinate demands. This had not happened in 1941 and it was therefore assumed that
no real threat ef war-existed. Stalin also assumed that ‘the warnings abont an

imminent German attack he received from the govermments of Britain and the United
States were faked because he believed that these governmenis were trying to bring

~ about war between Germany and the Soviet Union. The chief assumption of the

"Isfeélis in 1973 was that Aiab leaders, because”they'knew tﬁat‘their forces
wer; inferior to those of Israél, would net g0 to war, unless they expected
Israel to launch a strike, and since Israel was malntaining only very small
forces on their perimeter, the Arab governments were given no cause for fearing
a aurprise attack by Israel. A subsidiary Israeli assumption, based on past
experience, was that the Arab countries were 1ncapeb1e of planning a JOlnt
attacn without these plans leaking to Israeli’ 1ntelligence. In 1941, American
leaders dld not believe that the Japanese would commence war against the United

Statesg because they assumed that their Japanese counterparts must have known

thdr this country had a military potential vastly superior to that of Japan,

| On the other hand, Japanese leaders dec1ded to attack the United States because N
- they assumed that a war in the Pacific with the United States was sooner or later
inevitable and preferred to fight at a time and under circumstances of their own
choosing. In 1962, the CIA disbelieved, despite much evidence to the contrary,
that the Soviets were installing nuclear miSSiles in Cuba because past Soviet
military behav1or had been doctrinally diSinclined toward embarking on adventurist
courses of action and because it was assumed that Soviet. leaders would perceive
any missiie deployment threatening targets in the United States as an adventurist
move. United States intelligence was surprised by the Turkish military inter-

ventlon in the civil strife on Cyprus because the Turks had threatened to do s0,

- and assembled forces in nearby ports, on the occasion of previous crises over
Approved For Release 2005/01/10 : CIA- RDP86800985R000200130016 0
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Cyprus, but had never executéd fhe }hreat.. It was therefore assumed that the
Turks were bluffing once again.

It is ineviﬁable that conceptions or assumptions structure international
threat perception because all human perception can approacé reality only selec-
tively. They are 1ndispensab1e to defining situations. It must also be under—
gtood that the assumptions thag guide expectations are ugually not stupid. They
are often carefully reasoned. What is clearly wrong, however, in view of the |
'manj times that they have 1ed perception astray,is the degree of trust they
commonly . command The simple fact is that human actors can produce unexpected -
behavior for any number of.reasons; Hitler wanted to achieve strategic. surprise
by means of decepfion aﬁd hence broke the behavioral battern he had preferréd
in the past. The Japanese leaders thought that they h;d no choice'because‘they
“had aésumed that waf with the United States 6;3 inevitablé and that they had a
better chance to win now than in the future. The Arab leaders resorted to war
mainly in order'to set the dlplomatic world in motion, and especially to induce

the great powers to exert themselves, toward breaklng the impasse vis-3-vis
Israel. For that purpose they did not need to win the ‘war they started; a reason-
'Lably good milltary showing wauld suffice. In Turkey, competLtive domestic politics

in: 197+‘made it dlfficult for the government not to act with great determlnarlon in

"301v1ng the Cyprus problem. In short, actors can and not seldcm chooose to do
the unexpected because their objectives have changed as a result of new domestic
pressure, changes in relative capabilities, the individual influence of person-

‘alities, failures of intelligence on their part, deviations from rationality, and

3]

other variable conditions including the possibility that, in the life of govern-

ments as elsewhere, things happen by accident as well asg degign. It is even

4

7
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riskier té base prediction not on fhe careful study of a particular éftor's past
béhavior but on general "lessons of history" that tie the behavior of kinds of
o ggtors éo kindéioﬁ stimuli,“tﬁe lesson, for.exaﬁple; tha; appeasemenﬁ encdqrages
aggression. -There are no easy and ;eliable lessons to be 1eérned from history#lﬁ/
Although the future, within some framework of partic&lérs, can be estimatedP
it cannot be known. To estimate i1s to guess in order to reduce uncertainty |
dictated by lack of knowledge. The assumptions and preconceptions about :eality
that structure the guesswork cén be more or less rigorously deduced from past
behavior. But--as tﬁelhisforicalirecord discioses and for the reasons Ve'mentioned-«

even the most sophisticated assumptions can lead threat pefception astray. To.

depend on any one preconception or set of assumptions is to court surprise. This

-
,

risk is magnified by the tendency that the selection of an assumption about the
real world is an act of cognitive closure thdg easily leads the pérceiver to bg
close-minded and to ignore or explain awéy disérepant information. It must ghere—
fore be accepted that although good estimates can reduce uncertainty about the

future, even the best cannot be depended on to remove it.

The inherently difficult problems of international threat perception we

have so far discussed are not the only obstacles to the formulation of realistic

lﬁ-/'.I.‘he temptation is to conclude from some memorable past experience that X
will follow if A or A and B happen, e.g. that aggression will be encouraged
by appeasement. But close inspection is apt to reveal that the earlier causal

+ pattern was complicated by the operation of other variable conditions and, '

' therefore, that the accepted lesson is a simplification likely to cause errone-
ous expectations when projected into the future. Tt is the very complexity of
unfolding events that, after all, accounts for the conflicting explanations
of historians and the endless rewriting of history. For an interesting study
of the problem, see Ernest R. May, "Lessons'" of the Past, The Use and Misuse
of History in Ameridan Foreign Policy (New York, Oxford University Press, 1973).

k4

F
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estimates, There is an entire further dimension of factors that tend to cause
mistakes. It is apparent from many historical instances that the perceiver,
Ear from being unblased often approaches his task under the influence, usually

unwittingly, of predlsp031tlons that affect his choice of assumptions and hls

receptivity of incoming informationm, and thus are apt to distort his estimates.
5 ) ) ) _ o

Several kinds of intervening predispositions have been observed to operate. -~
Flrst, emotions can condltlon the act of threat percepfion. For instance,

— b *

it Lg easy to overestimate potentlal threats from an actor who is hated Racial
animosity expressed in such slogans as “The Yellow Peril" were a factor in
American threat perceptions vis-2~vis Japan after the Russo-Japanese War. Com-

-

‘placency and basic énxiety are attitudes that can }ﬁpinge on threat perception.
Comglacéncy was a factor in israellfollowing her briiliant victory..over the
Arabs in 1967. It tehds to encourage undereséimates of external threats. Anxiety
tgﬁdé‘to do the opposite. | | |

Seéond misperceptions can be genérated by stroné ideological commitments be-~

cause rigid general beliefs about the nature of the outside world are 11xely to

govern the selectlon of guiding assumptions. These are then based less, or not at
all, on obgective emplrlcal analysis than automatically deduced from prlor
beliefs. An adherent .to Leninist ideology will readily assume that capltalxst
countries constitute the mortal enemy of communlst-soc1etied. When_the Cold

Har pbsturé h;d.become rigid &n the United States, it was not haxd for Americans
to overestimate the threat emaﬁmﬁng from mgnolitbic world comgunism even after
Yugloslaﬁia and Albania had separated themselves from Moscowh tutelage and control .

and the Soviet-Chinese split had deepened.

Third bureaucratic behavior, including bureaucratlc politics, in 1nte111~

gence age“““ﬁp&%&&%rﬁ&%‘é&% 255678 cfllledbr}s’e a(35(?'98 R0002 0?30315 gororting
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predisposition. In addition to the factor to be taken up shortly, it tends

»to be functional in such organizations to protect assumptions once they
have begn accepted. Powerful incentives induce individual members to conform
and not to challenge such guiding preconceptions. Bureaucratic inertig thué
perpetuates expectations about‘foreign actors tﬁat fitted the real wqud earlier
on but have ceased to do so because of relevant changes in the‘environmenﬁ.
Fourth, there is wishfulness which higtbrical studj suggests to Se the
predisposition most frequentlf at workﬁ. Péychologisfs tell us that to pfedict
what one wants to happen is an insistent human tendency. On Ehe-dne hand,
people who wish to qut_defense expenditure becauée they want to reduce taxes
.or increase welfara.o;tlays'come easily to the feljéf that external threats
are lovw even when these estimates are not based on any qualifications for en-

-

gaging in threat perception. On the other ﬁénd, people Who'profit one way or
anotﬁéf‘from fising defense spendihg, includinglfhe military, tend to over-
estimate foreign thfeats.A ? am not speaking here of the deliberate miéreprew
sentation of threats but of sub-conscious 1eanings.e The British.appeasers of
Germany in the 1930's inclined toward_ﬁnderestimating the Hitler menace in part
-'because they found the prospect of a major war abomin;ble. They wanted peace.
In‘disbelieving all intelligence information foretelling‘arGérman attack, and
there was plenty of it, Staliﬁ may have béen influéhéed by his recognition

that }he Soviet Union needed time for strengthening its armed forces, greatly
weakened by the preceding purge of the officer corps, before éaking'on the
German'afmy. Of particular importance is that 1eader§ and foreign-policy offi~
cials tend to like intelligence estimates.that peré&t them to pursue favorite'

~ policies. Once a particular foreign policy is found desirable on other grounds,

it becomes painful to accept evidence of foreign threats in conflict with that

policy. ~ Approved For Release 2005/01/10 : CIA-RDP86B00985R000200130016-0 _
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It is then'more rewarding to ignore.unwelcome signals or to interpreé them-in
ways that allow them to be assimilated to governiﬁg assumptions. This predilec~-
tion is so ubiquitous according to historical experience that it has led to -
the belief th;t intelligence production must be separated from the formulation
ok Qollcy. .

Two reasons account for the frequency with which tgése intervening disposi-
tions operate, ;nd for the :emarkable staying power they display. One results
Erom the purely.inteilectualiprobiems of threat perception, ig particular the
‘fact that relevant inférmatién is usually ambiguous énd hence.cé;able to mhlti-'
pl; explanations. WNo one inference can be proved in advance to be correct.

fThe implied choice of interpretation gives intervening predispositions great
ease of entry. The other reason is precise;y”éhat tge actor is unawafe of
their intervention. |
Foreigh threats can obviously also be misrepresented deliberately. His-
torical caseg are not rare in which é ruler or rulihg groupitried to bolster
Awénihg>domestié guthority by diverting public attentionto extéfnal threats and
profitting from the sense 6f solidarity that is often triggered in the face of
R foreign'mehace. More generally, individuais and groups that expect to gain
from national Tresponse to a threatening enVironﬁené may assert the presenée of -
such threats not;as a result of sub-conscious urgé;.but_aS‘a deliberate act of
_exaggeration. For the same sort of reason, threat perception can be manipu-
lated also in the opposite direction. In this area, however; we are in the realm
of supposition because firm evidence of deliberate misrepresentation is naturally
hard to find. But féw will deny the plausibility of the hypothesis.

In addition to these structural problems of international threat perception,

there can also be situational conditions that may aggravate the difficulty of the

Approved For Release 2005/01/10 : CIA-RDP86B00985R000200130016-0
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operation.: As is generally observed in the literature, this aggravation tends to
occur at times of profound and fast-moving international crises when time constraints
and stress can reduce analytical effort and distort perceptions. Yet it needs
to be asked whether criges eannot also produce positive effects by facilitating
the correction of preceding perceptions. To the extent that a serious intetnational
crisis comes as a surprise or moves in surprising ways, it discredits intelligence
estimates prev1ously made and casts doubt on the conceptual assumptions on which
these sstimates were premiged, ' At the same time, the conduct of other govermments
in the crisis supplies new information about thelr possible 1ntentions. As a
resglt, crises offer an opportunity for 1earn1ng and this is an advantage even
Lf the leerning may ‘have to be done very quickly, Iﬁﬂeed the need for speed often
means that top leaders rather than 1nte111gence bureaucraCLes will do the learning

in the first place, Whether the harmful or helpful effects of crisis pervail is

evidently an empirical question.

v

Estimates of the capabilities of states are an 1ntegra1 part of international
" threat perceptionO Whenever the presently peaceful conduct of countries camnot
.be regarded as permanent the estimate of potential mllltary threats rests on the
estimate of capabilities. When a state is regarded as presenting an actual threat,
capabillty estimates attempt to assess the precise dlmensions of the threat.

One sometimes hears it said that--because it is difflcult to estimate the
intentlons of foreign governments, and rlsky to rely-on such estimates--prudence
is served best by an estimate of capabilities and the assumption that foreign actors
are apt to do the worst to us they are capable ef doing. Critics of this prescrip-

tion point out that worst-case assumptions automatically overestimate external

Approved For Release 2005/01/10 : CIA-RDP86B00985R000200130016-0
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threats and that actiop based on tﬁem provokes foreign insecurity, arms races
and confrontations, and thus ends up by making the world more th;eatening and
dangerous.

It ﬁay weli be that military services (but not necessarily military intelli-
gence) routinely.design contingency war plans on the basis of worst-case assump-
tions; and, in the light of ogr preceding analysis, such practice Is not neces-~

' 3ari1y unsound. However, thig analysis and the historical c;se studies on which
it rests also suggest that the prescription is not widely followed in n#tional
: intelligence efforfs, We are unable to say whether underestimates of threats

have been more or less common than overéstimates. But the large number of

recorded cases of strategic surprise indicates that worst-case assumptions were

Y

g’
. | ' y; _
best~case assumptions seem to have prevailed. To consider worst outcomes, or for

often not considered seriously enough. In some instances, e.g. Stalin's in 1941,

that matter best ones, is not of course the same as fashioning policy solely on
estimates based on either extreme assumption. .
To think that.foreign capabilities are estimateh easily is an illusion, and the
claim that capablllty estimates as substantlally more rellable than estlmates of
Utiforeign 1ntent10ns is highly debatable. To be sure, there are items in capability
analysis than can be directly observed, and counted or ﬁéésured within narréw
‘1imits, such as chénges in defense'budgets, number 6f armored divisions, fighter
- aircraft, and certain weapons éharacteristics. However, while these sorts of
things are iméortant, they represent only a fraction of overall capabilities.
Capability estimates are ultimately needed in order to decide ﬁhat, if anything,
can and should be done;in order to deter ggternal threats when the need for
deterrencé cannot be ruled out, and to defend if deterrence was geeded but failed.

In the final analysis, therefore, capability estimates refer to the test of war

which is the only true test of capabilities.
Approved Far Release 2005/01/10 CIA- RDP86800985R000200130016 0
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As tge history of warfare demonstrates abundantly, the oﬁtcome of war depends
not only on quahtitaﬁive things known beforehand but on a host of qualitative
factors, such as troop training and morale, military leadership, strategy_an@
tactics, military intelligence and communications, the performance of arms under
wartime conditions, the behavior of alligs, the ability of belligerent governments
‘and publics to absorb casualties, ardso fbrth. And these qualitative things are
difficult to estimate. Moreover, all the elements that.determine thé military
capability of alpoten;ial opponent in wartime are significant‘only relatiﬁe to
the capabilities of one's own side. The implied requirement to estimate oﬁe's
own capabilities; including the many qualitatiQe components, opens anothe£ dimen-
slon on which realistic estimates are hard to ach{;ve. Is there not a strong
inclination; reflecting fairly obwvious reasqps; to overestimate the capabilities
of one's own éide, and especially the qualitative aspects for which evidence is
ambiguous? 15/

We conclude, then, that--taking the entire range of ingredients into account-—-
the estimate af military and related capabilities i; necessarily based bn<infor;
mation that, as a whole, is fragmentafy, obsolescent and, above all;-ambiguous.
The properties of this information are not very'different from those that are
.relevant to the estimate of foreign intentions, and the problems of threat per-
ception discuséed in the preceding analysis apply alsec to capability estimates.
Again, How the information is interpreted depends crucially on assumptions and

preconceptiohs, as is made clear by the following four examples of mistaken

capability estimates. : . o

-lé/Military planners not rarely overestimate certain components of foreign forces
(e.g. numbers of men, numbers and types of arms) in order to appeal for more funds
from their governments. They are less likely to say that their troops suffer
from bad training and morale, and that their leadership, strategy and tactics are
inept, :

Approved For Release 2005/01/10 : CIA-RDP86B00985R000200130016-0
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The concept of the famous French Maginot Line of fortification (including
the missing link to the sea in the northwest) origlnated in strategic studles
. undertaken in the early 1920's. The concept--on which French planning for deter-~
ring and defeating German aggression came to rest increasingly--assumed that mili;
tary technology continued to favor the defense over the offense, as it had during
World War I. This assumptlon was not revised when improved tanks and alrcraft
and tactical uses that capltallzed on these 1mprovements, made it doubtful in
the 1930’ S. German capabllitles were grossly underrated as a result. In 1940,
the Germans achieved surprlse and, though using fewer troops and tanks than the
French, quickly crushed resistance by making an end run around the Line.16{ Even.
though some French officers (including Charles de Gualle) had themselves been
thinklng about the Blitzkrieg tactics developed by the German army, and even |
though these tactlcs had been used against Poland in 1939, the official French
atremgy'could be defended on the grounds that the superiority of Blitzkrieg
against staunch defenses was doubtful or improbable. Néw information was am-
'- biguous enough in its implications to protect old assumptions that led to defec—
tive estlmates of foreign capability.,

During World War II, the Americans and the British adopted strategies of air

37/

bombardment that were based on serious overestimates of German vulnerablllty.

The American bombing offensive, which emphasized precision-bombing of key capital

structures in the war economy, was prompted by the mistaken assumption that the

-lé/Paul Bracken, Unintended Consequences of Strategic Gaming, Hudson Institute
Paper, May 2, 1977. ‘ ] T

17/

— Harold L. Wilensky, Orpanizational Intelligence (New York, Basic Books, 1967,
pp. 24-3, :

o,

’
o
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German edandmy was stretched to éatacity. That Germany's productive capacity
should be overtaxed after seteral years 6f-destructive warfare was no doubt a
reasonable hypothesié. But it tutned out that the German econoemy actually had

“plenty of slack. The British air offensive againt German tities was guided by -
mistaken expectations about the brittleness of Cerman civilian morale. This
underestimate of German capability, in turn, w#s derived from assumptions, 1at¢r
shown to be unrealistic, about what German bombers would do to British civilian.
morale, And this overestimate was derived by British planners from dubiously
selected information relatlng civilian casualties to the walght of bombs dropped
on London by German zeppelins in World War I. These estimates, incidentally,
affected the behavior of the British governmént towdrd Germanyduring the late

1930528/

The Soviet economy and Soviet defense s;ending have been important subjécté'
of American eétimates. In 1976, the CIA suddenly revised its previous estimates
for 1970-1975 that apparently had underestimated the Sov1et defense budget by
half and the growth of that budget by about two-thirds. The underestimates had
resulted from assumptlons about the content and structure of the Soviet defense
budget that were suddenly recognlzed as incorrect. 13/ It was not new information
but a conceptual challenge thatcaused a long-employed assumétlon to be reviewed.

As Albert Wohlstetter has demonstrated in a number of studies, American intelligence

' consxstently overestimted Soviet deployment of inter-continental hombers and XCBM's

from the 1950's to 1961, only to underestimate Soviet ICBM deployment after 1961

)

-lg/Bracken, op. cit., pp. 28ff.

lg/WLIILam T.Lee, Understanding the Soviet Military Threat, National Strategy

Informatlon Center, Agenda Paper No. 6, New York, 1977, pp. 7-22,.
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with equal consistence. The faulty estimates in both periods ultiﬁately rested
on the expectation that Soviet stfategic thinking was like American strategic
thought:zg/ Assumptions that reflect such mirror-imaging are a frequent source
of misperception.
Subconscious predispositions intervene in the choice and use of guiding
_ assumptions as readily in estimatés of capabilities as they do in the pexception

-

of foreign intentions. To refer to the examples of capability estimates just

iy 0

presented,'tﬁe éhange in American estimates of Soviet strategic nuclear forces
suggests the familiar learning process that overreacts to past error. It has
also been intimated‘that the later underestimates {esulted in part from an
institutional_desire to 1ive down a reputation for producing Qggzestimates.Zl/
The data from which British overestimates of air bombardment were derived would

! ﬁot have remained unchéllenged for as long as they did if they had not been kept
highly classified.

Wishfulness, which is probably the.chief culprit‘ in distorting international
threat perception, was evidently at work in producing and protecting the estimates
of the German threat that justified the Maginot idea of deterrence and defense.
in the future, the French wanted to avoid the frightful losses of manpower suffered

“in World War II. They hoped that, unable to break through the defenses of its
’ 22/

dppoﬁent, Germany would be beaten through economic strangulation.—’ This hope

to win without a long grinding war on land also inspired American and British
planners whose estimates exaggerated Germany's wvulnerability to attack from the

-t

air.

[rawinthad v

zgllbid., pp. 24-32. See also the papers by Wohlstetter listed in the Appendix.

21/

. _f
Lee, B_E_;_c.i_tA:ppere%ﬁFor Release 2005/01/10 : CIA-RDP86B00985R000200130016-0
2/ '

22 Bracken. opn. cit.. D. 7.
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We are nbw ready.to turn to the question of how statecraft dealing with
international threat perception should be organized in order to éope with the
problems we have desecribed. It is not surﬁrising that the literature on reme-
dies is as yet only in its infancy. The severity ofthe problems had not been :
realized until quite recently. We have been at pains to demonstrate that bad
intelligence performance--one is almost {nclined to say unlucky intelligence
performangg:ihoe; not usually result from stupidity or lack of effort. Indeed,
it seems facile to ‘blame intelligence services for having done a poor job of
prediction in particular cases. They probably did the best they could in want
of a trustworthy crystal ball.. Nor do the intrinsic difficulties encourage‘
hopes of radic#l improvement. What can be expected at best is amnderate im-
provement of average performance. Relevant statecraff, therefore, concerns
not oﬁly the production of intelligence but also the question-of what can be
prudently expected from it, the matter of intelligence consumption and, ultimately,
adaptation to the fact that the intelligence product can never rise seéurely above
suspicion. |

Two conclusions that are somegimes drawn from the recognition that the
‘obstacles to perfect threat perception are insuperable, should be fimmly rejected.
First, to eliminate or seriouslyrdowngrade formal intelligence efforts could make
matters only worse, for no policies can be designed without some sort of assump-
tions about the future. To do away with professional intelligence officers would
be replacing them by amateurs who are up against the same problems with less
awareness and aptitude. Second, it would be wrong to conclude>that, predicting

the intentions of foreign actors being hopeless, one better fOCUS'éntirely on esti-

mating their cababilities and assume that their intentjons will be the worst
Approved For Release 2005/01/10 : CIA-RDP86B00985R000200130016-0
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imaginable. To imagine the worst is by no means easy and surprises could not
be avoided if one tried. As demonstrated above, . to estimate capabilities ig

not all that easier than estimating intentions. And to act on worst-case assump-

tions about foreign intentions might well increase rather than reduce national
insecurity. _ : -
Measures to insure the imprbvement of intelligence productidn can be

) instiéutional and doctrinal. Institutional remedies are ess:n;ially not a matter
of organizat%pnal structure but of practices which, if adopted, will eatail
certain administrafive requi?ements. The key probieﬁ in threat perceptidn
is clearly the quality of the assumptions that are brought to the information
and guide the selectivevperceptions of intelligence qfficers. 'Several remedial
practices seem worth considering. (1) It is obviously important.that these
assumptions be made exﬂibit and that they be cdﬁtinupusiy feviewed in thé light
of new information. The danger is that, if these things are done, they will be
done routinely and without keen alertness to the likeI& obsolescence of all pre-
conceptions.

(2) As a further check on the fitness of preconceptions, it would seem useful

: that‘an expiicit attempt be made to identify and evaluate various motivatiopal
patterns thét could‘explain the observed béhavior of fo?eign actors, and various
assumptions that, when applied to informa;ion ébouf foreign capabilities, ﬁould
produce different estimative conclusions. Because no estimate can do more Fhan
reduce uncertainty and everj estimate can Se wrong and, if believed in, cause
subsequent surprise, it would seem sound practice to.present every probabilistic
estimate on matters of great consequence'within the‘framework of accompanying
worst case and best case interpretation of the same information.: Again, the
danger is that the two limiting interpretations would be made unappealing and

turned into caricatures. ‘
Approved For Release 2005/01/10 : CIA-RDP86800985R00020013001_6-0 E
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(3) To achieve something of the same purpose, it has also been suggested

1

that intelligence services practice multiple advocacy by appointing a devil's
advocate within their organizations. But it is doubtful that such a person

or group can be given enough autonomy of operation,and bureaucratic incentives

23/

and influence, to do the job effectively.—

(4) Another approach to this problem--and one already practiced-~is not to
<
set up one bureaucracy that enjoys a mongopoly of intelligence production. A

degree of.competition is some safeguard against the hardening of assumptions.

.

One danger of this pérticular solution is that the desire of separate bureau-

-

cracies for what economists call product differentiation--a normal organizational

proclivity--encouragég dié;énting eéiiméteg for thé:ﬁrong‘réééoﬁé; .Dissent for the .
o wroﬁé'fééson can also resqlt»when different. intelligence gfoupé Havé different
>institutional customers with competing vested interests. A third danger is
that the different groups seek to limit competition by negotiating informally
about the degree and nature of‘éstimativé disagreement. Remedies (2), (3) and
{(4) mean that the consuﬁer will not receive a singleqclearmcut estimate. In
principle, this result is to, be welcomed because the consumer shquld understand
- the limited reliability of‘all estimates, and should not be allowed to escape
facing up to uncertainty. Indeed, he should recognize that prediction is not

only the most risky but also the least important fﬁnction of intelligence,-zé

2§/According to newspaper reports, the CIA experimented recently witl appoint-
ing an outside team for estimating Soviet intentions as a check on its own
"in-house" estimate. The outside team was rumored to have been one of "hard-
liners" and in any case came to the conclusion that. the Soviet threat to the
United States was greater than the one presented by the regular CIA team.

;The value of this practice would seem to depend on who picks the teams, on
‘which criteria of selection. For a description of this experiment, see Lee,

op. cit., Appendix B. _ _ -

-gé/Wilensky, op. cit., p. 64.
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' There 15 the danger, howevef, that‘the supply of alternative estimates will let
the consumer follow his predispositions and simply pick the one he likes best
because it pefmits him to do what he wants to do anyhow. |

(5) To evaluate intelligence predictions after the event would seem to be
critical to organizational learning. . But to make sure that postmortems are
done thoroughly énd without prejudice, they would have to be undertaken by an
independent group, and making estimating staffs react té thecreviews in detail
would be necessary in order to assure that feedback generates learning. The re-
view procggsishsuld include estimates that turn éut to have been correct bécause
they may have done éé for the wrong reasons, and therefore have just been lucky.

(6) Intelligenée services become sometimes re{gctant to alert governments
to disruptive events they think might occur because the same warnings have. been
exﬁressed repeatedly before when nothing of the kind ensued. The ﬁcry-wolf“
syndrome is obviously dangerous when the events in question are of grave conse-
quence, and intelligence officials should not be deterred from reissuing such
warnings with a considered indication of probabilitieé. If the warning problem
is properly understood, intelligence consumers in the government will acceét the

}necessity of repeated estimates that, expressed in probability terms, warn of
events that do not later take place (éossibly because of a state of alertness

"produced by the warning). - » o

(7) Because the behavior of other countries commonly depends bn the policies
pursued by one's own government, it seems advisable that intelligence estimates
take such policies into-account. This may not be éasy to arrange and even be
frowned uéon when the policies are still secret andTEhe intelligence service is

institutionally separated from policy-making.

+
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(8) The development of new techniques and equipment for processing and
analyzing information (especially computers), though worthwhile for some special
tasks, are not ngarly as helpfﬁl as might be assumed; They often supply a
flood of information ‘that is more than an individual or small group can digest,
and hence leads to greater specialization.' The resulting compartmentalization
jmpedes the reintegration of informational inputs. Given the difficulties éf

Q

using ambiguous information in matters of threat perception, computers are useless.

- e = o —

for the larger analytical ta§ks. How do)we program them for the simulated
enactment of‘real-life sequences? How do we program computers for processing
ambiguous informatién? To hope for the discovery of indicators that remove
| ambiguity seems extremely far-fetched at this stagé of knowledge. No doubt,
computers are and will'be-useful in accomplishing clear-cut subsidiary functioné;
But the ceﬁtral probiems in international threat perception are not susceptible
to technoiogicai solutions.

| Néne of the remedial practices we have listéd are withoutuﬁrdblems'of'Ehéif'.
owﬁ. It is pﬁssible that some will be counterproductive in the real_bureaucratic
world. At this point, therefore, the'question is one of experimenting with various
_ remedial procedures in order to discover their cost-effectiveness.

Yet, in any case, the introduction of such practices that promise Improve- '
ment is unlikely to yield go§d ;esults, and might not even take place, in the
absence of proper professionalidoctrines among intelligence producers and con-
sumers alike. _Professional self~indoctrination aﬁong producers would encompass
'a sense of responsibilitiesg that is realistic in terms of all the grave diffi-
culties that beset interﬁational threat perception.- The preceding discussion

of practices indicates the specific issues which doctrine should engage.

4
.
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However, there is, in my oplnion, one pre-condition that must be met squarely
before sound doctrine can develop. This is a full understamding of the histor-
ical record of statecraft concerned with international threat perception--a
record that now exists only in fragments and demands moie analysis as weil as
completion. Only historical knowledge and analytical penetration can give
inteliigence officers a realistic conception of the daunting difficulties they
must professionally, face, the pitfalls to be avoided as much ae possible and

.

" the approaches to be cultivated. .

1f kﬁﬁwlg@gé about the éroblems of intelligence production has only begun
to develop, even more needs to be done about understanding the preblems of intelli-
gence cehsumption and of bridging the gap between gutéut and eonsumption by means
of proper guidance. The following suggestions are therefore necessarily sketchy.
Fer reasoﬁs we have spelled out, trouble is inevitable if the maie produc-
tion of 1nte111gence is closely integrated with the design of foreign policy.
The temptation to tailor intelligence estimates to the ﬁesires of the policy-
maker is then exeeedingly hard to resist. Sépatation,'howevet, also creates
problems. One is that intelligence production may not be ptoperly directed
toward the issues that are important to policy making. The intelligence people
therefore need guidance to make their work'sensitive to consumption peeds.
This does not mean that uﬂnlligence should be domlnated by policy. All that is
needed is sufficient coordination. Even if this separation of functions is
adopted the policy maker and especially top leaders should not rely exclusively
on the output of the main intelligence organ because, as we have shown, even
the most-carefully made estimates can turn out to be seriously misleading.

Consumers, therefore, should also have access to smaller intelligence units

»’
Pl
i
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In the United States, for instance, intelligence groups in the Department of
States and Defense Departmeﬂt,‘and -~ closer to\the White House -- attached to
the Security Council, are available in addition to the4CIA. Such plﬁralism.alsc
entails drawbacks. If conflicting estimates are produced, consumexs have a
choice and may well pick the one that fits their own predispositions. Yet the
disadvantage of relying on one single source seems to be even greater. In
addition, top consumers should.insist-on estimates (concerning questions of great
| consequence) in which the one favored by'khe producer is bracketed by competing
interpretgzidhs ;f the available information that are rejected. If it is ébjected'
that this would overﬁurden the consumexr, the answer sprely is that to éccept any

URPED WL SIS S S -

lesser burden--a short. and single that is supposedly reliable estimate--is to

have surrendered to illusion.

P - . e e
et s e - - . oot

Such practices will not be instituted un

- PO .. e P et

less intelligence consumers are

properly indoctrinated in the uses of estimates.‘ bonsﬁmerb also require coﬁsiderable
Once they have internalized this knowledge; they willnbe lesé likely to substitute
their own estimates fbr inpelligence pfoducts that frustrate their expectations,

Qill tolerate the fact that no one estimate is sure to be correct and will apprec-
.iate and yet not abuse the presentation of diverging products. In the light of

past performance and of analysis, there can be no excusable expectation of pexrfect

intelligence and no justification for expecting the resolution of uncertainty

about the future.
The acceptance of unavoidable uncertainty greatly complicates the conduct
of foreign policy, but need not paralyze it. 1If we understand that all forecasts

have a subsfantial chance of proving faulty, we have accepted the real possibility .

of surprise and we are free to make provision for minimizing the ill consequences
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of surprise. Such provision may be costly in terms of resources, as insurance
always is, and even in terms of downgrading or abandoning policy options that
look too risky. But to make such provision would seem to be prudent and conducive

to national interest in an insecure world.

ale
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=-A thoughtful analysis of the problem of indicators to be used in the warniﬁg
process. ' ' IR

Commission on the Organization of the Government for the Conduct of Foreign

Policy, Appendices, Vol. VII, Washington, D.C., Government Printing
Office, June 1975. i :

. ==Several papers of interest on many problems of foreign irtelligence,
but mainly on organization matters. :
A,

George, Alexander L. and Richard-Smoke; Deterrence in American Foreign Policy:
Theory and Practice, New York; Columbia University Press, 1974,

-~The case studies on deterrence failure are also case studies on inade--
quate threat perception. The theoretical part researches especially
attitudinal barriers to correct threat perception.

! Hilsman, Roger, Strategic Intelligence and National Decisions, Glencoe, Ill.,
.Free Press, 1956. -

--A formulation of intelligence doctrines based on interviews with intelli-
. gence operators. ~
e

Jervis, Robert, Perception and Misperception in International Politics,
Princeton, Princeton University Press, 1976.

=-The most systematic analysis of problems of international perception.

Kent, Sherman, Strategic Intelligence for American World Policy, Princeton, N.J.,
- Princeton University Press, 1949.

-

-’ . ) . " .
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‘Highlights from Klaus Knorr, "Strategic Intelligence:
Problems and Remedies"

1. ". . . the record of international threat perception in
the vital strategic area is disconcertingly poor." (6)

2. '"Misperception and surprise do not usually result from -
lack of information." (9) In the Israeli, October 1973, case
an intelligence officer made the correct estimate, predicting
attack on Oct. 1 and again on Oct. 3. But his superiors rejected
his judgment. '"In every other case I have studied, it is easy to
see in retrospect that the relevant information for making a
correct estimate was available.'" The problem is to separate the
correct information from the rest in a situation that is essentially .
ambiguous and may be further confused by deliberate "disinformation."
"A11 that can be derived from ambiguous information are inferences,
and no one inference can ever be compelling because any ambiguous
behavior can be explained by more than one motivational pattern." (10)
Correct estimates are further complicated by the fact that the other
side is itself undecided or "acting on the basis of multiple options™
-- as was the case in the attack on Pearl Harbor (the Japanese
admiral was to attack only if the U.S. fleet was at anchor and he was
able to achieve surprise). (10-11)

: 3. "In drawing inferences from available information that is
usually fragmentary and ambiguous, Intelligence officers use certain
assumptions about the behavioral pattern of the potential enemy."

(12) These assumptions are not stupid usually; what is wrong about
them is "the degree of trust they commonly command. . . . human actors
can produce unexpected behavior for any number of reasomns." (13) Thus
the patterns may be changed deliberately, for purposes of deception,
but they are also likely to be changed for other reasons, such as

_tmew domestic pressure, changes in relative capabilities, the individual
influence of personalities, failures of intelligence on their part,
deviations from rationality, and other variable conditions including
the possibility that, in the 1life of governments as elsewhere, things
happen by accident as well as design." (13) Reliance on ''the lessons
of history" (e.g. that "appeasement encourages aggression') can be

even riskier. (14). In sum: "although good estimates can reduce
uncertainty about the future, even the best cannot be depended on to
remove it." (14)

4. "There is an entire further dimension of factors that tend
to cause mistakes. . . . the perceiver, far from being unbiased,
often approaches his task under the influence, usually unwittingly,
of predispositions that affect his choice of assumptions and his
receptivity of incoming information. . .'"" (15) The sources of these
predispositions may be emotions, ideological commitments, bureaucratic
politics, or simple wishful thinking (''the predisposition most
frequently at work'). (16-17)
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illusion, and the claim that capability estimates are substantially

more reliable than estimates of foreign intentions is highly debatable

(19) Further, as to estimate enemy capabilities requires an estimate

of one's own, another dimension is opened on which "realistic '
estimates are hard to achieve.” (20) :

6. "We have been at pains to demonstrate that bad intelligence
performance -- one is almost inclined to say unlucky intelligence
pwerformance -- does not usually result from stupidity or lack of

effort. . . . Nor do the intrinsic difficulties encourage hopes of
radical improvement. What can be expected at best is a moderate
improvement of average performance. Relevant statecraft, therefore,
concerns not only the production of intelligence but also the question -
of what can be prudently expected from it, the matter of intelligence
consumption and, ultimately, adaptation to the fact that the
intelligence product can never rise securely above suspicion." (24)

7. ". . . to eliminate or seriously downgrade formal intell-
igence efforts could make matters only worse, for no policies can be
designed without some sort of assumptions about the future. To
do away with professional intelligence officers would be replacing
them by amateurs: who are up against the same problems with
less awareness and aptitudéc!" (24)

8. Institutional remedies. "[These] are essentially not

a matter of organizational structure but of practices which, if"
‘adopted, will entail certain administrative requirements." (1) Ass -
unptions should be made explicit and "continuously reviewed in the

1g of new intformation." (2) In every case '"an attempt should be
made to identify and evaluate various motivational patterms. . .

and assumptions that. . . would produce different estimative
.conclusions.” Meanwhile avoiding the £ acy of pres i the
sple acceptable estimate between unappealing extremes must be
achieved. (25) (3) Employment of "a devil's advocate" within the
intelligence institution is a doubtful recourse. (4) It is useful
to avoid setting up '"one bureaucracy that enjoys a monopoly of
intelligence production.” (26) If the consumer receives competing
estimates, "this result is to be welcomed because the consumer
should understand the limited reliability of all estimates, and
should not be allowed to escape facing up to uncertainty. Indeed,
he should recognize that prediction is not only the most risky but
also the least important function of intelldsence." (26) There is
a danger, though, that multiple estimates may encourage the consumer
to "follow his predispositions and simply pick the one he likes best..'
(5) Independent postmortems are a useful exercise. (6) Intelligence- ‘
officials should not be deterred (by the "cry-wolf syndrome™) : ,
from reissuing warnings with a considered indication of probabilities.
(7) ". . . it seems advisable that intelligence estimates take . . .
polieies into account (even though it may not be easy and may be
frowned upon while the policies are still secret). (27) (8) "The
development of new techniques and equipment for processing and
analyzing information (especially computers), though worthwhile for
some special tasks, are not nearly as helpful as might be assumed."
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9. The institutional rememdies are unlikely to be effective
without''proppFovetcrin Reicase boosiot1d n€M-RDBAGBHNEERADZ00130046-Bducers
and sonsumers alike." '"There is, in my opinion, one pre-condition
that must be met squarely before sound doctrine can develop. This is|
a full understanding of the historical record of statecraft concerned !
with international threat perception -- a record that now eXists only :
1w fragments and demands more analysis as well as completion."™ (28,29) ¢

10. ". . . the policy maker and especially top leaders should
not rely exclusively on the output of the main intelligence organ
because, as we have shown, even the most carefully made estimates
can turn out to be seriously misleading. Consumers, therefore, should
also have access to_smaller intelligence units in the government
structure as a check on the dangers of intelligence monopoly." (30)
"In addition, top consumers should insist on estimates (concerning
questions of great consequence) in which the one favored by the
producer is bracketed by competing interpretations of the available
information that are rejected. . . . To acCcept any lesser burden- -

a short and single that is supposedly reliable estimate -- is to .
have surrendered t o illusion.' (30) ‘ i

11.  "In the light of past performance and of analysis, there can
be no excusable expectation of perfect intelligence and no justificati
for expecting the resolution of uncertainty about the future." (3) |

12. "The acceptance of unavoidable uncertainty greatly
complicates the conduct of foreign policy, but need not paralyze it.
If we understand that all forecasts have a substantial chance of
proving faulty, we have accepted the real possibility of surprise
and are free to make provision for minimizing the ill consequences
of surprise." (31)

COMMENT: Klaus seems to me to have hit all the high spots without
exhausting the subject. His argument is, of course, fully illustrated
from historical cases. It would be fascinating to me, and I suspect

to the DCI as well, to hear him debate with | |the subject: 25X1
"S¥Vm\¥gﬁcc, ;Intelligence and Policy Decisions."”

25X1
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