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* DIRECTOR OF CENTRAL INTELLIGENCE™ DIRECTIVE NO. 1/141

MINIMUM PERSONNEL SECURITY STANDARDS AND PROCEDURES
GOVERNING ELIGIBILITY FOR ACCESS TO
- SENSITIVE COMPARTMENTED INFORMATION

(Effective L L )

L Pursuant to the prov1s1ons of Execut1ve Order 12333, Section 102 of the
'Nat1onal Secur1ty Act of 1947 and the Dlrector of CentraI Inte111gence

"'D1rect1ve on the Secur1ty Comm1ttee, the foIIow1ng m1n1mum personneI secur1ty ,'”'

‘ ﬁ,'standards, procedures and cont1nu1ng secur1ty programs are hereby estab11shed :

_for aII Un1ted States Governpent c1v111an and military personneI, consuItants,tsljiMf
Icontractors, emponees of contractors and other 1nd1v1duaIs who requ1re access
to Sens1t1ve Compartmented Informat1on (here1nafter referred to as SCI). The
'.standards, procedures and programs estab11shed herein are minimum and the
vfdepartments and agenc1es may estab11sh such add1t1ona1 secur1ty steps as may
.ﬁbe deemed necessary and appropr1ate to ensure that effect1ve secur1ty is

- ma1nta1ned e o N | R

sfl: Def1n1t1ons

Inte]]wgence Commun1ty -- those Un1ted States Government

ﬁ;;:organwzat1ons and act1v1t1es 1dent1f1ed in Execut1ve Order 12333 or,

'-;;f?successor orders as’ mak1ng up such Commun1ty

"Vf”ﬁ;Ib Sens1t1ve Compartmented Informat1on (SCI) -~ aII :

‘§¥1nformat1on and materlaIs requ1r1ng spec1a1 Communlty controIs
(f1nd1cat1ng restr1cted hand11ng w1th1n present and future Commun1ty . MI’
c;1nte]]1gence co]]ect1on programs and thexr end products. These f
!<_spec1a1_Commun1ty:contro]s are formaI systemscof restr1cted.ac¢ess :

RSTEY

1 This directive supersedes DCID 1/14 approved 13 May 1976.
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established to protect the sensitive aspects of sources and methods
and ana1yticaT procedures of foreign intelligence programs. The
‘term does not 1nc1ude Restricted Data as defined in Section II,
Pub11c Law 585, Atom1c Energy Act of 1954, as amended |
Sen1or 0ff1c1a1s of the Inte111gence Commun1ty (SOICs) -
‘;{for the purposes of th1s d1rect1ve SOICs are defxned as the heads
"h:of organ1zat1ons w1th1n the Inte111gence Commun1ty, as def1ned by
j'ifExecutlve Order 12333 or the1r des1gnated representat1ves .
2 Purpose. The purpose of this D1rect1ve 15 to enhance the secur1ty 3
'-protect1on of SCI through the appl1cat1on of minimum secur1ty standards, :
{ procedures and cont1nu1ng secur1ty programs, and to fac111tate the secur1ty _
' cert1f1cat10n process among Government departments and agencies.

' 3;_ App11cab111ty The prov1s1ons of thTS Dlrect1ve shall app1y to a11

persons (other than e]ected off1c1als of the Un1ted States Government, federal
'Judges and those 1nd1v1dua1s for whom the DCI makes 2 spec1f1c except1on) |
w1thout regard to c1v111an or m111tary status, form of emp10yment off1c1a1 o

e _rank or pos1t1on or 1ength or serv1ce.

Genera]

”"wﬁ;4mﬁulnd1v1dua1s who do not meet the m1n1mum secur1ty cr1ter1a conta1ned

4hhere1n and‘who are therefore, den1ed access to SCI sha11 not, solely, for g

@_» R 2l

:.futhTS reason be considered 1ne11g1b1e for access to other c1ass1f1ed 1nforma- A:. .

det1on Ind1v1duals whose access to SCT has been authorazed as an exceptwon
'granted 1n accordance w1th paragraph 7 below, sha]l not, so]ely for that

‘.ereason be cons1dered e11g1b1e for access to other c1a551f1ed 1nformat1on;’

5;‘ The grant1ng of access to SCI sha11 be contro]]ed under the str1ctest‘

]'app11cat1on of the "need to-know principle, and in accordance w1th the
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personnel security standards and procedures sét forth in this Directive. In
accordance with National Security Decision Directive Number 84 and the DCI
__Security'Policy Manual for SCI Systems, signature of a nondisc]dsure agreement
which includes a prov1swon for prepub11cat1on review is a condition of access
to SCI

x,

”';vEJAG Personnel Secur1ty Standards Cr1ter1a for secur1ty approva1 of an

,_‘1nd1v1dua1 on a need to- know bas1s for access to SCI are'

The 1nd1v1dua1isha11 be stab]e, trustworthy, re11ab1e of ’

exce]lent character, Judgment and d1scret1on and of unquest1oned “iﬂtj;
i{loya1ty to the Un1ted Séates. - ' ' T ”
| b. Except where there is a compelling need;}and a determtna-'
3t10n ‘has been made by competent author1ty as descr1bed 1n paragraph
'tf7 be1ow that every reasonab]e assurance has: been obta1ned that

'1[under the c1rcumstances the secur1ty r1sk is neg11g1b1e-AT1":°

iﬁ”sf»(l) Both the 1nd1v1dua1 and the members of h1s or her‘:i .

1mmed1ate fam11y sha11 be U S. citizens. For these

ﬁﬂfpurposes;,

1mmed1ate fam11yﬁ 1nc1udes the 1nd1v1dua1 sff

spouse parents, brothers, s1sters and ch11dren

(Z)HIThe members of therfnd1v1dua}_s 1mmed1ate fam1]y

3and persons to whom_he or. she is bound by affect1on or

"417fob11gat1on shou1d ne1ther be subJect to phys1ca1 ”ﬁ“3~f;!w s

M~f_§gmenta1 or other forms of duress by a fore1gn power, nor r‘f

'”*,3{;adv0cate the use. of force_or v1o]ence to overthrow the f:

* The réQUirement forhU“

E citizenship fn‘this‘ncjnkgjso e
,]app11es to a cohab1tant BT i A

Inc]udxng ‘a cohab1tant
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Government of the United States or the alteration of the
form of Government of the United States by uncanstitu-
tional means.

7. Except1ons to Personnel Security Standards. The exceptions to

paragraph 6 b.(1) or {2) above may be granted only by the Sen1or Official of -
the Intelltgence Commun1ty (SOIC) organ1zat1on or h1s des1gnee unless such

_”author1ty has been spec1f1ca11y de]egated to the head of an off1ce or organw-_ L

f,fzat1on as set forth in 1nterdepartmenta1 agreements A11 except1ons granted B

w111 be common sense determ1nat1ons based on all ava11ab1e 1nformatlon and .
shall be recorded by the agency mak1ng the exceptlon In those cases in wh1ch
fthe 1nd1v1dua1 has 11ved out51de of the Unlted States for a substant1a1 period
of his 11fe a thorough assessment of the adequacy of the 1nvest1gation in
terms of fu1f111ment of the minimum 1nvest1gat1ve requ1rements, and jud1c1ous -
‘ rev1ew of the 1nformat1on there1n must be made before an exceptlon 15

cons1dered

Invest\gat1ve Requ1rements

’_v8} The 1nvest1gat1on conducted on an 1nd1v1dua1 under cons1derat1on for

E _access to SCI w111 be thorough and sha]] be des1gned to develop 1nformat1on Jhiﬁd R

d;as to whether the ind1v1dua1 c1ear]y meets the above Personne1 Secur1ty
_hStandards : | ‘»' y £ __': | v ‘- B
r‘:»9 The 1nvesttgat1on sha11 be accomp11shed through record checks and
.bersonal 1nterv1ews of various sources by tra1ned 1nvest1gat1ve personne1 in f_q}
order to estab11sh aff1rmat1ve1y to the adgud1cat1ng agency complete contwnu1tyﬁ”
'.of 1dent1ty to include b1rth,‘res1dences, educat1on, employment and m111tary
serv1ce.: Where thetc1rcumstances of a 'case 1nd1cate, the 1nvest1gat1on sha11

exceed the bas1c requ1rements set out be1ow to ensure that those respons1b1e
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for adjudicating access eligibility have in the1r possess1on all the relevant
‘facts available.
10. -The individual shall furnish a signedﬁpersona1 history statement,
fingerprints,of a quality acceptable to the FederaT Bureau of Investigation
and a swgned re1ease, as necessary, author1zxng custodians of po]1ce, cred1t,
i”educat1on and med1ca1 records, to prov1de record 1nformat1on to the 1nvest1- _‘H
gat1ve agency.. Photographs of the 1nd1v1dua] sha]T also be obta1ned where |
“add1t10na1 corroborat1on of 1dent1ty is requ1red | d R
11 M1n1mum standards for the 1nvest1gat1on are as follows:
a.’ Ver1f1cat1on of éete and place of birth and c1t1zensh1p
' b; Check of the subversive and criminal files of the Federa]
Bureau of Invest1gat1on, 1nc1ud1ng submission of f1ngerpr1nt
ﬁcharts, and such other Nat1ona1 agenc1es as are appropr1ate to the ‘
1nd1v1dua1 's background An add1t1ona] check of Imm1gratlon and
‘Naturallzat1on Serv1ce records shall be conducted on those meml::ersvi
of the 1nd1v1dua1 s 1mmed1ate fam11y who are Un1ted States c1t1zens‘

_tother than by b1rth or who are res1dent a11ens

A check of approprTate po11ce records cover1ng a]] areas of_-_lx

.:!Lthe 1nd1v1dua1's res1dence employment and educat1on in the U S‘

V}throughout the mos recent f1fteen (15) years or s1nce age S

'1;".‘\'1': N

R e1ghteen wh1chever is the shorter per1od 57 b
""d Ver1f1cat1on of the 1nd1v1dua1 's f1nanc1a1 status ande
"flcred1t hab1ts through checks of appropr1ate cred1t 1nst1tut1ons °r’f,uf.»‘:
:_1f such checks are not product1ve, through 1nterv1ews w1th :'h
e know]edgeable sources cover1ng an areas of emp]oyment, res1dence:

:Jand educat1on in the most recent seven (7) years o u-f

A
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'*gf1n any event the most recent two (2) years Persona1 1nterv1ews :
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e. Interviews with neighbors in the vicinity of all the
individual's residences in excess of six (6) months throughout the
most recent five (5) year period. This coverage shall be expanded
where the investigation‘suggests the eaistence of some questionahle
y behav1ora1 pattern. "‘ A o -

:{ fﬁ Conf1rmation of a]] employment dur1ng the past f1fteen ‘15) m

years or s1nce age e1ghteen, wh1chever 1s the shorter per1od but

E w1th supervwsors and coworkers at p1aces of employment cover1ng the

v 'past ten (10) years sha11 be accomp11shed

v.affsources (a m1n1mum of three deve1oped dur1ng the course of the

J?pylnvest1gat1on) as necessary to prov1de a cont1nu1ty to the exten |

» g. Verification of graduat1on or attendance at a11 1nst1tu;::'
‘ht1ons of h1gher 1earn1ng wwth1n the past fifteen (15) years. : If',
the 1nd1v1dua1 d1d not attend an 1nst1tut1on of h1gher 1earn1ng,: _
ver1f1cat1on of graduat1on or attendance at last secondary school‘
w.th1n the past ten (10) years | |

h. Rev1ew of approprlate m111tary records

Interv1ews w1th a suff1c1ent number of know]edgeab?e'

J -fpractTcab1e, of the 1nd1v1dua1 s act1v1t1estand behav1ora1 patterns

Vel T iy

o over the past f1fteen (15) years ' '”f .

5.-j. Nhen emp1oyment educat1on or res1dence has occurred in f;, B

“fOPEIQn countr1es (except for per1ods of less than one year for
personne] on U S Government ass1gnment and 1ess than nxnety days

"f'fOP Other purposes) dur1ng the past f1fteen (15) Years or s1nce age ]:‘ L

-ewghteen, a check of the records w111 be made at ‘the Department of ’d;
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State and/or other appropriate agenciestl Efforts shall be made to
deve1op sources, generally in the Un%ted States, who.knew the indi-
‘ vtduaT overseas in order to cover sign{ficant employment, education
or residence and to attempt to determine if any lasting foreign
contacts or connect1ons were estab11shed durlng th1s period. |
'However, in all cases where an 1nd1v1dua1 has worked or 11ved
:;outsxde of the U. S contwnuous1y for over one year the 1nvest1-
'?’gat1on w111 be expanded to cover fu11y th1s per1od in hlS or her -
-'_11fe through ‘the use of such investigative assets and checks of
:record sources as may be available to the U.S. Government in the
‘ fore1gn country(1es) 1n which the 1nd1v1dua1 res1ded .
k. When the 1nd1v1dua1 has 1mmed1ate fam11y members or other
J‘persons to whom the individual fis bound by affectlon or ob11gat1on fﬁ
:1n any of the s1tuat1ons descr1bed in subparagraph 6. b ( ) above,
:'the 1nvest19at1on w111 1nc1ude an 1nterv1ew of the 1nd1v1dua1 by
,tra1ned secur1ty, investigative or counter1nte111gence personnel to
':e'ascerta1n the facts as_they may relate to the_jnd1v1dua1 s‘access
.'_el1g1b111ty | _. ‘ | » d ‘l ; B
1 In a11 cases, the 1nd1v1dua1 'S spouse or cohab1tant shaT]
.at a m1n1mum be checked through the subvers1ve and cr1m1na] f11esr.
{.of the Federal Bureau of Investtgat1on and other Nat1ona1 agenc1es
as appropr1ate. when cond1t1ons 1nd1cate, add1t1ona1 1nvest19at1oni
shall. be conducted on the ‘spouse of the 1nd1v1dual and members of
» the 1mmed1ate fam11y (or other persons to whom the 1nd1v1dua1 1s
| bound by affectaon or ob11gat1on) to the .extent necessary to permlt_ ‘

f‘a determ1nat10n by the adJud1cat1ng agency that the prov1s1ons of
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paragraph 6 (Personnel Security Standards) above are met (See Annex

n).

m. A persona1 interview of the individual may be conducted, by

trained security, investigative or counterintelligence personnel,

to ensure fu]] 1nvest1gat1ve coverage. A persona1'interview will

S .. be conducted when necessary to resolve any s1gn1f1cant adversei

oy ;Q1nvestigat10ﬂ-~ In departments or agenc1es w1th pol1c1es i

d'{1nformation and/or 1ncons1stenc1es deve]oped dur1ng the B

~_.fsanct1on1ng the use of the polygraph for personne1 secur1ty :’~-

ff'Purposes, the persona1 1nterv1ew may 1nC1Ude a polygraph

= exam1nat1on, conducted by a qua]1f1ed p01ygraph examwner.'-i“f

- Except1ons to Invest1gat1ve Requ1rements

' .that 1t 1s necessary or adv1sab1e in-the Nat1ona1 1nterest to author1ze ..

: 12 In except1ona1 cases, the SOIC or hIS des1gnee may determ1ne

L]

'access to CI pr1or to comp]et1on of the fu11y prescr1bed 1nvest1gat10n

noted 1n paragraph 11 above.- In th1s situation, such 1nvest1gac1ve ’ 

":f:checks as are 1mmed1ate1y p0551b1e shall be made at once and sha11

!thnclude a personal 1nterv1ew of the 1nd1v1dua1 by tra1ned secur1ty,}

}'jgj51nvest1gat1ve, or counter1nte111gence personne1 Access 1n such cases ﬂ’;,7

uﬁf;sha11 be str1ct1y contro11ed and the fu]ly prescr1bed 1nvest1gat1on and

Voo

a 'f1na1 eva1uat10n sha11 be comp]eted at the ear11est pract1cab1e moment

"past fwve (5) years_wh1ch substant1a11y meets the above m1n1mum

: Cert1f1cat1on to other organ1zat1ons of 1nd1v1dua1s author1zed access 1n

; f‘leUCh cases sha]l 1nc1ude exp11c1t not1f1cat1on of the except1on. fﬂ?,:

' 13 Where a prev1ous 1nvest1gat1on has been conducted w1th1n the o

fistandards, 1t may serve as a bas1s for grant1ng access approval prov1ded

Approved For Release 2005/08/15 : CI/8RDP87B01034R000500010011-8
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o ,sha1]:be conducted on a f1ve (5) year recurrent bas1s, but on a more

u ';”»personaT h1story statement and”s1gned re1eases as necessary In a11 f*

Approved F‘or Release 2005/08/15 : CIA-RDP87B01034R000500010011-8 -
a review of the personnel and security fi1esfdoes not reveal substantive
chanpes in the indtvidua]'s security e]igibi]ity. .If'a previous inves-
tigation does not substantia]ly‘neet the mindmum standards or if it is
more. than f1ve (5) years o1d a current 1nvestwgat1on sha11 be requ1red
"ebut may be 11m1ted to that necessary to br1ng the 1nd1v1dua1 s f11e .

*-Lup-to-date 1n accordance w1th the 1nvest1gat1ve requ1rements set forth

-v31n paragraph 11 above.( Shou1d new 1nformat1on be deve1oped dur1ng the

:lrcurrent 1nvestlgat10n wh1ch bears unfavorab]y upon the 1nd1v1dua1'

act1v1t1es covered by the prev1ous 1nvest1gat1on the current 1nqu1r1es f7‘

sha11 be expanded as necessaiy to develop fu11 deta11s of th1s ‘vfiliiicy‘

1nformat1on.

. Per1od1c Re1nvest1gat1ons

14, Programs sha11 be 1nst1tuted requ1r1ng the per1od1c re1nves—

S tigatton of personne] prov1ded access to SCI These re1nvest1gat1ons

frequent bas1s where the 1nd1v1dua1 has shown some quest1onab1e

"~behav1ora1 pattern, s or her act1v1t1es are otherw1se suspect or when e

.._zdeemed necessary by the SOIC concerned

;1nvest1gat1ons sha1] be determ1ned by the SOICii

_:,.. - ¥

‘-concerned basedvon such cons1derat1ons as the potent1a1 damage that 't

:;fm1ght resu]t from the 1nd1v1dua1's defect1on or w111fu1 compromwse of

SCI and the ava11ab111ty and probab]e effect1veness of other means to |
f cont1nua11y eva]uate factors re]ated to the 1nd1v1dua1 S suvtab111ty for_:

. cont1nued access The 1nd1v1dua1 sha]] furn1sh an up-to date, s1gned

-

‘_cases, the re1nvest1gat1on sha]] 1nc1ude, as a m1n1mum, appropriate e

Approved For Release 2005/08/15 : CIR-RDP87B01034R000500010011-8
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national agency checks, 10ca1 agency checks, (including overseas<checks
where appropriate), credit checks and a personal 1nterview with the
individual by trained 1nvestigative, security or counterinte1119ence
personnel when necessary to reso]ve s1gn1f1cant adverse 1nformat1on

and/or 1ncons1stenc1es. Nhen cond1t1ons so 1nd1cate, add1t1ona1

_1nvest1gat10n may be conducted as determ1ned by the SOIC or h1s s

*ff16 l Determ1nat10 of Access E11g1b:11 y. The evaluat1on of the

v1nformat1on deve]oped by 1nvest1gat1on on an 1nd1v1dua1 S 1oya1ty and 1if

‘ su1tab111ty sha]] be accomp11shed under the cogn1zance of the SOIC 5;“
concerned by analysts of broad knowledge, good Judgment and w1de e
exper1ence in personne1 security and/or counter1nte111gence. When a]]}
other 1nformat1on developed on an 1nd1v1dua1 is favorab]e, a m1nor f

1nvest1gat1ve requ1rement wh1ch has not been: met shou1d not prec]ude

| : favorab]e ad3ud1cat1on. In a11 eva1uat1ons the protect1on of the

“ “National 1nterest is paramount Any doubt concern1ng personne1 hav1ng o
- access to SCI should be reso1ved in favor of the Nat1ona1 secur1ty and;cf”t'”"ﬂ

the access shou]d be den1ed or revoked The u1t1mate determ1nat1on of'

h_whether the grantfng of access 1s_c1ear1y cons1stent w1th the 1nterestjffczp

of Natwona] secur1ty sha]Tmbe an overa11 common sense determ1nat1on;,1""‘

\—L. : It R N L

based on a]l ava11ab1e 1nformat1on. 'i? ‘ja

»;17. Appea]s Procedures. Annex B prescr1bes common aPPea1s o

T e

procedures to be fo]1owed when an 1nd1v1dua1 s SCI access has been ;

denxed or revoked

Cont1nu1ng Secur1ty Progpams

-1e18.' In order to fac111tate atta1nment of the h1ghest standard of .
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personne1 secur1ty and to augment both the access approva1 criteria and
the investigative requ1rements estab11shed by this Directive, member
departments and agencies shall institute continuing‘security programs
for all individua1s having access to SCI. In add1t1on to secur1ty
__.1ndoctr1nat1ons (See Annex C '"M1n1mum Standards for SCI Secur1ty

Awareness Programs 1n the U S Inte111gence Commun1ty"), these programs 4?[

zdjsha11 be ta1lored to create mutua11y supPort1ng procedures under wh1ch _f{ﬁ e

'no 1ssue w111 escape not1ceﬂor be Teft unresolved wh1ch br1ngs 1nto o
quest1on an 1nd1v1dua1 s 1oya1ty and 1ntegr1ty or suggests the
iiposs1b111ty of hxs or her be1ng subJect to undue Tnfluence or duress;;,
ithrough foreign re1at1onsh1ps or exploitable persona] conduct When an
1nd1v1dua1 is ass1gned to perform sens1t1ve compartmented work requ1r1ng

access to SCI, the SOIC for the department, agency, or Government

uuprogram to wh1ch the 1nd1v1dua1 is ass1gned sha11 assume securIty 17’f‘u L

d;superv1s1on of that 1nd1v1dua1 throughout the per1od of h1s asswgnment

. 19; The cont1nu1ng secur1ty programs sha11 1nc1ude

Ind1v1duals are requ1red to 1nform the department or

1agency whicmﬁgranted the1r SCI access about‘any persona]

,?probTemfor's1tuataon wh1ch may have a poss

-’{3he11g1b111ty for cont1nued access to SCI and to'seek approprlate 1 o

""fguidance and ass1stance Secur1ty counseltng should be made f

ava11ab1e Thws counse11ng shou]d be Londucted by 1nd1v1dua15 nd,n.;
sf_r:haVIHQ extens1ve background and exper1ence reqardxng the nature f;,&.""

‘and spec1a1 vu1nerab111t1es of the part1cu1ar tyPe Of e -

ompartmented~1nformat1on 1nvo1ved Learlio

b SCI securlty educat1on programs of the member |
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departments and agencies shall be established and maintained
pursuant to the requirements of Annex C.
c. Security supervisory programs shall be established and.

ma1nta1ned to ensure that superv1sory personnel recognize and

i d1scharge the1r spec1a1 reSpons1b111ty to safeguard SCI,

' L1nc1ud1ng the: need to assess continued eligibility for SCI

Q access. These programs sha11 prov1de pract1ca1 gu1dance on g

lff,1nd1cators wh1ch may s1gna1 matters of secur1ty concern.

Spec1f1c 1nstructions concerning reporting procedures shall be
ld1ssem1nated to enabTe the appropriate author1ty to take t1me1y
/correct1ve act1on to safeguard the secur1ty of the Un1ted |

States as ‘well as to provide all necessary help to the

L 1nd1v1dua1 concerned to neutra11ze his or her vulnerab111ty

',dt Secur1ty Rev1ew Programs to ensure that appropr1ate ,?5"A

-secur1ty author1t1es a]ways receive and exchange, in a txne]y 2

g,manner, all 1nformat1on bear1ng on the secur1ty posture of '

persons hav1ng access. to SCI Persona] h1story 1nformat1on._gg,u

L sha]] be kept current Secur1ty and re1ated f11es shaTT be'?;‘

';'4jkept under cont1nu1ng rev1ew

20,

- ._\:;‘ ;.,,] NI

Whenever adverse or derogatory 1nformat1on xs d1scovered or

e B .v.i--.

1ncons1stenc1es ar15e wh1ch cou1d impact upon an 1nd1v1dua1 s secur1ty T

status,
bas1s.

‘resolve

appropr1ate 1nvest1gat1on sha]] be conducted on a t1me1y

The 1nvest1gat1on shall be of suff1c1ent scope necessary to ‘

the spec1f1c adverse or derogatory 1nformat1on, or 1ncons1st-

-‘ency, in quest1on so that a determ1nat1on can be made as to whether the

;1nd1v1dua] s cont1nued ut111zat1on 1n act1v1ties requ1r1ng SCI 1s

Approved For Release -2(_)05/08/1 51:.§IA-RDP87BO1 034R00050001001 1-8.




Approved For Release 2005/08/15 : CIA-RDP87B01034R000500010011-8

d

clearly consistent with the interest of the National security.

4

21. imp]emehtatian. Existing directives, regulations, agreements

and other guidance governing access to SCI as defined herein shall be
- revised accordingly.

Direc

= w11113m‘a.5casey’[‘l: -

tor of Céntr&1ﬂlﬁ£éiifgénCé S

(DRAFT)
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ANNEX A
DCID 1/14 ADJUDICATION GUIDELINES

PURPOSE

Th1s annex is des1gned to ensure that a common approach is folTowed by

’“7:”Inte111gence~Commun1ty Departments and Agenc1es in app1y1ng the standards Of

tll.matur1ty and respons1b111ty of the person at the t1me certa1n acts or e

"”DCID 1/14 These gu'd'11nes app]y to the adJud1cat1on of cases 1nvolv1ng

}jalpersons be1ng cons1dered'for t1rst time access to Sens1t1ve Compartmented
':Informat1on (SCI) as weTT as those cases of persons be1ng readJud1cated for .
‘cont1nued SCI access . | | |
ADJUDICATIVE PROCESS
| The adgud1cat1ve process enta115 the exam1nat1on of a Suff1c1ent period
of a person s 11fe to make a determ1nat1on that the person 1s not now or is
not T1ke1y to Tater become an unacceptabTe secur1ty risk. SCI access
T:_adJuo1cat1on 1s the carefu] we1gh1ng of a number of var1ab1es known as the |
"whole person" concept The recency of occurrence of any adverse 1nc1dent

"fitogether w1th c1rcumstances perta1n1ng thereto, is centraT to a fa1r and S

°:~un1form evaTuat1on : Key factors to be cons1dered 1n adJudwcatwon are the

3‘_V, z

_ v101at1ons were comm1tted as weTT as any repet1t1on or cont1nuat1on of such
conduct Each case must be Judged on 1ts own mer1ts and ftna] determ1nat1on
Vj'rema1ns the respons1b111ty of the 1nd1v1dua1 SoIC. Any doubt concern1ng ‘;:;l{c.
v.ﬁlipersonnel hav1ng access to SCI shaT] be resoTved in. favor of the nat1ona1
Thzxsecur1ty.," o R '

The uTt1mate determ1nat1on of whether the grant1ng of SCI access is”

f?ffclearTy cons1stent w1th the 1nterests of nat1onaT secur1ty shaT] be an overa]T
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P

common sense determination based on all avai]abie information. In arr1v1ng at
a decision consistent w1th the forego1ng, the adjudicator must g1ve carefu1
scrutiny to the fo11ow1ng matters:
"a. Loyalty
b, .C1ose relatives and associates |
”'HdQV:HomosexuaT conduct and sexua1 perverston :

‘.ffCohab1tat10n

v,~F1nanc1a1 1rre5pons1b111ty |
;ﬁg.'nAicoho1 abuse

”h?fﬁh;71111ega1 drugs and drug abuse
’}t:"Emotwona1 and mental d1sorders

R Record of law violations

‘ffgnk. Secnrity violations
AdJud1cat1ve act1ons concern1ng the forego1ng 1tems are exam1ned in
greater deta11 be]ow »

,LOYALTY

DCID 1/14 estab]1shes the categor1ca1 requ1rement that to be e1tg1b1e o

'._for SCI access, an- 1nd1v1dual must be of unquest1oned 1oya1ty to the Un1ted

'jStates.jf?

CLOSE. RELATIVES AND ASSOCIATES i JULI {

DCID 1/14 requ1res close exam1nat1on by the SCI adaud1cator when members -

of an 1nd1v1dua1 s 1mmed1ate fam11y and persons to whom he/she 1s bound by

affect1on or ob11gatwon are not c1t1zens of the Un1ted States,FOr the1r'f:‘:

'1oya1ty or affect1on 1s to a fore1gn power, or they are subJect to any form of

.u,
oy

duress by a fore1gn deer or they advocate the violent, overthrow or ;;ﬁ‘“(“vﬁ

unconst1tut1ona1 aTterat1on of the Government of the Un1ted States

Approved For Release 2005/08/15 : (GA-RDP87B01034R000500010011-8




T jrequ1red by Paragraph 11L of DCID 1/14 wa

= _‘ref1ected in th1s sect1on apply. N
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The adjudicator must assess carefully the degree of actual and potential
influence that such persons may exercise on the indivtdua1 based on an
examination ot’the frequency and nature of personal contact and Correspondence
w1th and the p011t1ca1 soph1st1cat1on and genera1 matur1ty of the 1nd1v1dua1

i A recommendat1on for access d1sapprova1 1s appropr1ate 1f there is an

1nd1cat1on that such re1at1ves or assoc1ates are connected w1th any fore1gn LR

ullnte111gence serv1ce.

When there is a "compe111ng need“ for SCI access for an 1nd1v1dua1 whose i
family member 1s a non- U S c1t1zen and the background 1nvestlgat1on 1nd1catesif"ﬁ
that the secur1ty r1sk is neg11g1b]e, an except1on to paragraph 6b(1) or (2)
of DCID 1/14 may be recommended : o R

In some c1rcumstances, marr1age of an 1nd1v1dua1 holdwng SCI access
.approva1 cou]d present an unacceptab]e secur1ty r1sk Such 1nd1v1duals are‘7~’??
irrequxred to f11e 1ntent to marry statements It is the respons1b111ty of the |
'_SOIC to adv1se the 1nd1v1dua1s of the poss1b1e secuthy consequences. If the':

1nd1v1dua1 marr1es a non U S. c1t1zen, SCI access w111 be suspended unt11 the ‘f'

"case is readJud1cated unless an appropr1ate 1nvest1gat1on of the spouse, as‘f

conducted w1th favorab1e j ;

Res a’n. PRSI

i;In readJudicat1ng such cases, the same Judgments and cr1ter1a as are fo*:'

- iHOMOSEXUAL CONDUCT AND SEXUAL PERVERSION

DCID 1/14 requ1res that to be e11g1b1e for SCI access, 1nd1v1duals must ,“'
be stable, of exce]1ent character and d1scret1on, and not subJect to undue e

‘1nf1uence or duress through exp1o1tab1e personal conduct

Sexua] conduct can be a re1evant cons1derat1on 1n c1rcumstances 1n whtch

o ('9 -~»~u‘,— PRI

N the conduct 1nd1cates a personaljty d1sorder or couId result 1n ex 051ng the
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e same crxter1a as 1n the sect1on dea11ng w1th C1ose Re1at1ves and Assoc1ates
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individua] to djrect or indirect pressure because of susceptibi1ity:to h1ack~
- mail or coercion as a8 result of the deviant sexua1 behauior. Such behav1or .
includes: best1a11ty, fetlsh1sm, exhibitionism, necroph111a, nymphomanxa or
.satyr1as1s masoch1sm sad1sm, pedoph111a, transvestism, and voyeur1sm. .
Homosexua] conduct 15 a]so to be cons1dered as a factor 1n determ1n1ng an.

| 1nd1v1dua1 S stab111ty and suscept1b111ty to undue 1nf1uence or duress..n

..A,,

In exam1n1ng cases 1nv01v1ng acts of homosexua] conduct or sexual

pervers1on, it is relevant to cons1der the age of the person, the

vo1untar1ness, and the frequency%of such act1v1t1es, the pub]wc nature and the}'izyxl'“/

’ recency of the conduct as we]l as any other cxrcumstances wh1ch may serve to k
aggravate the nature of character of the conduct A recommendat1on for |

dwsapprova1 is approprlate when, in view of all ava11ab1e ev1dence concern1ng R
,’the 1nd1v1dua1 3 h1story of sexua1 behav1or, it appears that access to SCI } fﬁ

could pose a. r1sk to the nat1ona1 secur1ty

,'. Cohab1tat1on 1n and of 1tse1f does not prec]ude SCI access approva]
The 1dent1ty of a cohab1tant must be ascerta1ned and a determ1nat1on made fwnf,

1f such assocrat1on const1tutes an unacceptab?e secur1ty r1sk]based on the

: Cohab1tat1on WIth an a11en, for examp]e, requ1res the same scrut1ny as f a:-'u

Ly ¥
e oo

'marr1age to an a11en. Extra-mar1ta1 sexua1 re1at1ons are a]so of 1eg1t1mate o

concern to the SCI adJud1cator when the potent1a] for undue 1nf1uence or:

' duress ex1sts

UNDESIRABLE CHARACTER TRAITS

It 15 emphas1zed that an 1nd1v1dua1 S 11festy1e is examlned on]y 1n an

A,.:,,
R

) :effort to determ1ne whether a pattern of behav1or exists wh1ch 1nd1cates that
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granting SCI access could pose a risk to national security. In cases where

allegations have'been reported which reflect unfavorably on the reputation of

an 1ndividua1, it is incunbent ‘upon the SCI adjudicator to distinguish fact
from op1n1on and to determ1ne wh1ch negative characterist1cs are real and

‘H pert1nent to an evaluat1on of the 1nd1v1dua1 s character and wh1ch are

unsubstant1ated or 1rre1evant Re]evant negat1ve character1st1c5 are those

-;:_wh1ch, 1n the adqudicator s informed op1n1on, 1nd1cate that an 1nd1v1dua1 1s

- not w1111ng, ab]e; or 11ke1y to protect SCI 1nformat1on.\ The adJud1cator s
'persona1 11kes or- d1s]1kes must not be perm1tted to affect the determ1nat1on. i

Examp]es of spec1f1c concern in determ1n1ng whether an 1nd1v1dua1 has

undes1rab1e character tra1ts are any substant1ve cred1b1e, derogatory ;’

: comments by assoc1ates, emp]oyers, neighbors and other acqua1ntances; any

11t1gat1on 1nst1tuted aga1nst the 1nd1v1dua1 by such persons as a resu]t of o ];fff, -
: 'the 1nd1v1dua1 s act1ons, or a11egat1ons of v1o1at1ons of Taw. A‘;I” ‘
recommendation for dlsapprova1 wou]d be appropr1ate for an 1nd1v1dua1 who

N cannot be re11ed upon'to obey ru]es and regu]at1ons

: has trled to obscure pert1nent or s1gn1f1cant facts

or .,.‘,.., \
w

.on the Persona1 Htstory Statement by elther om1ssxon or fa]se entry, such

‘by fa1s1fy1ng data, i. e., ;5,;”"‘

.;, R
Q

act1on shou]d be we1ghed heav11y aga1nst recommend1ng access. Fa11ure to S S
d1sclose derogatory persona1 1nformat1on, such as a court mart1a1 or ser1ous

cr1me, wou1d appear to be 1ntent1ona1 and consequent]y, wou]d warrant a

-recommendation for dlsapprovaT

:FINANCIAL IRRESPONSIBILITY

_ Approved For Release 2005/p8/15 CIA%RHP§§7801034R00059001001"1-8 -
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F1nanc1a1 Arresponsibility represents a ser1ous concern to the SCI
adJud1cator- Persons who have. engaged in esp1onage for monetary ga1n
»demonstrate the hazard of granting SCI access to an individual w1th overly

_.expens1ve tastes and habits or 11v1ng under the pressure of ser1ous debt

"A recommendat1on for d1sapprova1 1s appropr1ate when there is a pattern :

;of f1nanc1al Irrespons1b111ty and it appears that an 1nd1v1dua1 has not made a;

~conscientious effort to;sat1sfy cred1tors vIn such cases, the adJud1cator

'”‘fﬁcishou1d.determ1ne whether the 1nd1v1dua1 had been’ not1f1ed about“the debts and_

_whether‘they were 1ega11y vag1d or u1t1mate1y sat1sf1ed"vrr,

When'the financ1a1 1rrespons1b111ty a]one 1s not of such magn1tude to

J. 8 .i 2 5 AR

. warrant d1sapprova1, it may contrlbute to recommendat1on for den1a1 of SCI

"access when there 1s other ev1dence of 1rrespons1b111ty 7}.'1“” -
ey '-ALCOHOL ABUSE o o

':The SCI adJud1cator shou1d exam1ne any 1nformat1on developed re]at1ve to

-~y R s SEA
Ve

In determ1n1ng the secur1ty 1mpact of a person S pattern of aTcoho1 use,'

f‘the adJud1cator should cons1der the c1rcumstances, amount ‘and rate of

'7:consumption the t1me and place of consumpt1on, and the phys1olog1ca1 and

does the

”5['behav1oral effect such dr1nk1ng has on the 1nd1v1dua1 For exampl !

‘ 1nd1v1dua1 s_dr1nk1ngaresu1t 1n absences from work or careless work habwts7

“Sff‘Does the:1n 'v1dua1 become ”alkat1ve, abus1ve or man1fest other undes1rab1e
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characteristics? Does the'fndividual drink until intoxicated? Has the

individual been arrested fnr any acts resulting frdm'the influence of alcohol?
'}in the absence of cdncTusive evidence, additionaT insight may be |

ava11ab1e from apprOpr1ate med1ca1 author1t1es. If the 1nd1v1dua1 acknowT-_f

edges hav1ng an. aTcohol abuse probTem and is seek1ng heTp,»1t may be

' appropr1ate to defer access determ1nat1on and mon1tor the 1nd1v1dua1 s | |

‘hﬂfprogress or a year or SO..

.f' after cons1der1ng the nature and sources of the 1nformat1on, the

2 adJudlcator determ1nes that an 1nd1v1dua1 s dr1nk1ng 1s not serxous’enough to f;

T

'warrant a recommendat1on for d1sapprova1 of SCI access,th may be appropr1ate :af?wn:
0 to recommend approval‘w1th a warn1ng at the t1me of 1ndoctr1nat1on that futurehfidéfw
k1nc1dents of a]cohoT abuse may result in SCI den1a1 The adJud1cator may aTso
recommend a re1nvestlgat1on of the 1nd1v1dua1 s use of a]cohoT after an »

' appropr1ate per1od of t1me has passed

T7ILLEGAL DRUGS AND DRUG ABUSE

e The SCI adJud1cator shoqu exam1ne a11 aT]egatwons of an 1nd1v1duaT s_;_fh

‘:fuse 'transport transfer, saTe, cu1t1vat1on, process1ng and manufactur1ng of

drugs and other mater1ass and chem1ca1 compounds

‘L‘e1dent1f1ed and TTsted in the Contro]Ted Substance Act uf 1970 as amended
'ConsequentTy an 1nd1v1dua] S 1nv01vement 1n any of these act1v1t1es is of
d1rect concern to the SCI adaud1cator 1n*order to determ1ne the 1nd1v1dua1 s

'fcapab111ty to exerc1se the care d1scret1on, and Judgment requ1red to protect leéﬁm

'ffSCI 1nfonnat10n.r The use of these substances may Tead to vary1ng degrees of :

'l'phys1ca1 or psycholog1ca1 dependence as wel] as hav1ng a deTeter1ous effect on'yt gf;

;fan 1nd1v1dua1 5 mentaT state and ab111ty to funct1on. }'53.:

'Persons 1nvoTved 1n drug traffick‘ng, 1 e., the commerc1a1 cu1t1vat1on, S
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processing, manufacturing, purchase or sa1e of 'such substances should normally
be recommended for disapproval..

In cases involving the use of drugs, the’adjudicator must consider the
nature of the substance used and whether the use 1s exper1menta1 or
hab1tua1 The frequency, recency and c1rcumstances surround1ng said use'are
‘key elements. For examp]e, has the 1nd1v1dua1 used "hard“ drugs or .
d'hal]uc1nogens such as hero1n coca1ne or LSD7 Has the 1nd1v1dua1 used drugs b )

'regularly or on]y on occas1on7 Does the 1nd1v1dua1 currently use drugs’ Does ;‘

f‘ }the 1nd1v1dua1 regu]arly purfhase drugs or part1c1pate merely when offered

- EMOTIONAL AND MENTAL DISORDERS

s wtrustworthy, re11ab1e, and of excellent character, Judgment and d1scret1on v

.#,

‘fﬂddrugs by others? Has the 1nd1v1dua1 S behav1or been affected by the use of .
o drugs and, 1f sov to what extent? i S e
Once the Judgment is made that an 1nd1v1dua1 is a hab1tua1 ‘user of any
'hcontroTled substance (mu1t1p1e use beyond the po1nt of mere experwmentat1on),
cha recommendat1on for d1sapprova1 is appropr1ate Moreover even experTmentalg_
';use of hard drugs or ha11uc1nogens, such as LSD could warrant a 5‘4w R

__.recommendat1on for d1sapprova1

DCID 1/]4 requ1res that persons cons1dered for access to SCI be stable,'?

Emotwona] and menta1 dxsorders which 1nterfere w1th an 1nd1v1dua] s perception

of rea11ty or re11ab111ty are of serlousﬁconcern to the SCI adJud1cator in

determ1n1ng whether an 1nd1v1dua1 is able or w1111ng to protect SCI wnfor- ‘“;

mat1on._ | t ,‘. ‘ ..“ = ‘ | | ”‘ | .
It is essent1a1 to obta]n as much 1nformat1on as poss1b1e when an

'_allegat1on has been made in th1s area. If feas1b1e, the 1nd1v1dua1 shou]d be

: u1nterv1ewed to obtaxn add1t1ona1 deta11 When appropr1ate, government
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psychological and psychiatric personnel should be consulted so that
psychiatric or.psychological data may be properly evaluated.
If a current emotional instability appears to be a temporary condition,
for ekample, caused by'a death, illness or marital breakup, it may he |
“adv1sab1e to recommend postpon1ng final act1on and recheck1ng the sxtuatlon at
"7%“a later date.‘ Th1s precludes a secur1ty d1sapprova1 for what may be a

’,temporary cond1tion wh1ch when cured wou]d have no secur1ty 1mp11cat1ons.

"fad1tary and civ111an personne1 who.dec11ne to take med1ca]/psych1atr1c E
h Ltests when 50 dwrected by competent author1ty shou1d not be recommended for

- SCI access |

RECORD OF LAW VIOLATIONS co
In determ1n1ng whether an 1nd1v1dua1 is stab]e trustworthy; of exce1}ent

f'_‘icharacter Judgment and dwscret1on as requ1red by DCID 1/14 for access to SCI
‘c[hthe ad3ud1cator must we1gh careful]y any record of Taw v1olat1ons by the ;_:,fp
‘u“1nd1v1dua1 A]though a pattern of repeated m1nor traffwc vxoTat1ons cou1d be.

‘is1gn1f1cant the ad3ud1cator 1s pr1nc1pa11y concerned w1th more serwous

“r;.crim1na1 v1o1at1ons or court act1ons ref]ect1ng adverse1y uponv

f}nd1v1dua1 s re11ab111ty or trustworth1ness

ach”case nvo]v1ng conv1ct1ons for cr1m1na1 offenses must be consadered

,from the standpo1nt'of the nature and ser1ousness of the offense the cir-

cumstances under wh1ch 1t occurred ho

;Jong ago 1t occurred whether 1t was
an 1solated offense or a repeated v1o1at1on of the 1aw the offender s age at:'“
'1“3 the t1me, soc1a1 cond1t1ons wh1ch may have a bear1ng on the 1nd1v1dua1 o
firact1ons, and any ev1dence of rehab111tat1on.,_ l. . dwi i L
| Any conv1ct1on for a fe1ony w111 norma11y support a recommendatTon for |

: 1:.d1sapprova1 If the offense was comm1tted many years pr1or, the 1nd1v1dua1 :
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has shown evidence of rehabilitation, and the investigation shows no other

deragatory informafion, an approval may be considered. A large number of

';*m1nor offenses, however could indicate 1rrespons1b111ty and may support an

‘ -‘;;51ntent1on‘of comprom1swng secur1ty. However the record of an 1nd1v1dua1

:417fﬁ2;respon51b1edfor mu1t1p1e v1olat1ons shOuId be scrut1n1zed The 1nd1v1dua1 s ‘j

adverse recommendat1on.
‘ SECURITY VIOLATIONS

Most secuthy v101at1ons are caused by careIessness or 1gnorance w1th no

aaaaa

'current att1tude toward secur1ty shouId be conf1rmed w1th his/her

“I?,“f“v‘ P ?-'

5}fsuperv1sor.,

}A pattern of £1oIat1ons may be suff1c1ent ground for a =

| ;recomnendatlon for d1sapprova1
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ANNEX B
DCID 1/14 APPEALS

POLICY

| Th1s‘annex estab]wshes common appeals procedures for the den1a1 or

S revocat1on ccess to Sens1t1ve Compartmented Informat1on (SCI) by ent1t1es

"fDCID 1/14

.ThlS annex 1s‘promu1gated pursuant to Execut1ve Order 12333,, %

;Execut1ve Order 12356 and Sect1on 102 of the Nat1ona1 Secur1ty Act of 1947.

'dvaor the purpose of th1s annex, a11 references to DCID 1/14 1nc1ude the bas1cl‘
r.fjdocument and a]l of 1ts annexes. Any person who has been cons1dered for 1n1;’;%w‘1 -
l“ctlal or cont1nued access to SCI pursuant to the prov1swons of DCID 1/14 shaTT

/fT;fto the extent prov1ded be]ow, be afforded an’ opportun1ty to appeal the den1a1
Aﬁ;or revocat1on of such access.‘ Th1s annex supersedes any and a11 other :
”idxpract1ces and procedures for the appeal of the den1a1 or revocatxon of SCIHZ'.FL

""Macce '.A“ P | ha]] not be construed to requ1re the d1sc1osure of ,h,

‘the. actual den1alulr revocat1on of SCI access 'fn add1t1on, the prov1s1ons of:

| ;1_VDCID 1/14 th1s annex;:or any other dOCument or prov1s1on of. 1aw sha11 not be',‘
";construed to create a property 1nterest of any k1nd 1n the access of any
'"'person to SCI ' Further, since the den1a1 or revocatwon of access to SCI . {“tfh‘: -

'Qdcannot by the terms of DCID 1/14 render a person 1ne11g1b1e for access to ;;

:”;rother clahs1f1ed 1nformat1on so]ely for that reason, the den1a1 or revocatlon };;J"LE

1-‘
) "l

':of SCI access pursuant to the prov1s1ons of DCID 1/14 and th1s annex sha]] not"
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be constfuéd to create a liberty interest of any kind.
APPLICABILITY
1}2.' Th1s annex app11es to all United States Government c1v111an and
m111tary personne1, as we11 as any other 1nd1v1dua15, 1nc1ud1ng contractors
- and employees of‘contractors, who are. conswdered for 1n1t1a1 or cont1nued

._jaccess to SCI hfs annex does not app]y to dec1s1ons regard1ng emp]oyment 11~%'

1author1ty of any nt1ty to effect app11cant or personne1 act1ons pursuant to

A',;{Pub11c Law;884290 Pub11c Lawf86 36, or other app11cable 1aw._,k; fﬁl
"__,"‘scx ACCESS DETERMINATION AUTHORITY | R
: 3 AdJud1cat1ons for access to SCI shal] be made 1n accordance w1th DCID i

3_1/14 by aADeterm1natxon Author1ty des1gnated by the Sen1or 0ff1c1a1 of the

"Vf_;Inte111gence Commun1ty_(SOIC) of each ent1ty Access to SCI shal] be denwed

(3) afforded an opportun1ty to appea1

vh ’whenever the Determ1nat1on Author1ty of any ent1ty, 1n the exerc1se of hxs or»;ju

"‘nher d1scret1on' deems such actwon 1n any g1ven case to be clear]y con51stent fifw Y

. w1th the 1nterests of the nat1ona1 secur1ty._wi ' o it

Any person who 1s g1ven not1f1cat1on and afforded an opportun1ty to

05/08/15 ; CIA-RDP87B01034R000500010011-8 -
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appeal pursuant to subparagraph a. above may, Within 45 days of the date on
whfch such person is notified ef the reasons for denial or revocation of SCI
access, ‘submit a wr1tten appea] of that den1a1 or revocat1on to the Determ1na-‘
t1on Author1ty Thevwr1tten material submitted for cons1derat1on may include
_any 1nformat1on wh1ch the person be11eves w111 ass1st the Determ1nat1on

 dAuthor1ty 1n rev1ew1ng the case.

Lf,After\a,furtherﬁrev1ew of the case 1n the 11ght of the ertten

f?appEalJ the‘person w111 be not1f1ed of the dec1s1on of the Determ1nat10n ﬂ
bfAuthor1ty = | 11.  | _ | _
_ d If the Determinat1on Author1ty reaff1rms a den1a1 or revocat1on of

access; the person may, w1th1n 30 days of the date on thch such person is
:not1f1ed of the Determ1nat1on Author1ty S reaff1rmat1on, request a f1na1
‘rev1ew of the case.l In that event 'the SOIC, or h1s or her’ des1gnee, sha11 ;j
o personaT]y rev1ew the case and exerc1se h1s or her d1scret1on pursuant to the ;;:‘i:
_1prov1s1ons of DCID 1/14, and sha11 1nform the person of his or her dec1s1on,iiiyuwﬁ::

~u

,wh1ch sha11 be f1na1 and unrev1ewable.
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ANNEX C
MINIMUM STANDARDS FOR SCI SECURITY AWARENESS
PROGRAMS IN THE U.S. INTELLIGENCE COMMUNITY

-.«M1n1mum standards are hereby estabI1shed for the SCI secur1ty educat1on

programs des1gned to enhance the secur1ty awareness of u.s. Government

rival hontractors work1ng 1n the U S InteII1gence Comman1ty. hgf
TCompIxance w1th these standards 1s requ1red for aII Departments/Agenc1es »
ﬂjsw1th1n the InteII1gence Communﬁty Ex1st1ng secur1ty awareness programs shaII

pbe mod1f1ed to conform w1th these standards Departments/Agenc1es wiII g

xestabI1sh a documented program to ensure that tra1n1ng has been presented to
‘f‘aII personneI | o ”. | kh‘

i The secur1ty awareness requ1rements set forth here1n are d1v1ded 1nto‘
Aathree phases Phase I concerns the 1n1t1aI 1ndoctr1nat1on of the emponee A
h wh1ch is normaIIy adm1n1stered prwor to access to SCI Phase II concerns the'

e cont1nu1ng secur1ty+awareness program requ1red to ma1nta1n and 1ncrease

iifssecur1ty awareness throughout.the per1od of access Phase III sets forth theim

'5t1naI gu1de11nesiandf1nstruct1ons'when access to SCI 1s term1nated;

n1ttaI'Indoctr1nat1on--As soon as: pract1cabIevafter berng‘approved -

viifor access to'SCI emponees shaII recemve an’ 1n1t1aI secur1ty 1ndoctr1nat1onﬁﬁﬂ”"f‘fﬁ

wh1ch shaII 1ncIude

I"qA. The need for and purpose of SCI, and the adverse EffECt _,lliffvéraf-;“:‘

B 70n the nat1ona1 secur1ty that couId re5u1t from unauthor1zed ~-f7 o

'*3§;?d15cIosure

'5”«1§ The 1nteII1gence m1ss1on of the Department/Agency to 7
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include the reaeens why intelligence information is sensitive.

C. The adninistrative, personne1; physical and other
nroceduralvseenrity requirements of the Department/Agency, and
those requ1rements pecu11ar to specific duty ass1gnments

D: Ind1v1dua1‘c1ass1f1cat1on management respons1b111t1es as

set forth in appropr1ate d1rect1ves and regu1at1ons to 1nc1ude 8

c1ass1f1cat1on/dec1ass1f1cat1on gu1de11nes and mark1ng requ1re-

'T'#eE.' The def1n1t1ons and cr1m1na1 pena1t1es for esp1onage, o S o

1nc1ud1ng harbor1ng or concea]ing persons, gather1ng, transm1tt1ng,

B or 1051ng defense 1nformat1on, gather1ng or de]1ver1ng defense o
',1nformat1on to a1d fore1gn governments, photograph1ng and sketch1ng '
;defense 1nsta11at1ons, unauthor1zed disclosure of c]ass1f1ed 1nfor-

mat1on (T1t1e 18 U S C., Sect1ons 792 through 795 797 and 798)

the Interna] Secur1ty Act of 1950 (Title 50, U.S. C., Sect1on 783)

"and when appropr1ate;

.the Atom1c Energy Act SectTons 224 through ? ;ﬁ

The administrative sanctions for violation or disregard of

‘fsecur1ty procedures.
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permits access by unauthortzed persons.

.2. The need to determine, pr1or to d1ssem1nat1ng sCI,
that the prospect1ve rec1p1ent has the proper security accees
approva1 that the SCI 1s needed in order to perform off1c1a1

*_._dut1es and that the rec1p1ent can proper]y protect the'

1nformat1on. i f':

Adm1n1strat1ve report1ng réquirements such'as fore1gn‘T 

httrave1, contacts with fore1gn nat1ona1s, attempts by unauthor-'

:1zed 1nd1v1dua1s to p%ta1n nat1ona1 secur1ty 1nformat1on, “f“f

‘3hphys1ca1 secur1ty def1c1enc1es and 1oss or POSSTb]e compromxse - -

of SCI mater1a1

';“4 0b11gat1on to report to proper author1t1es any

i
a0

1nformat10n wh1ch cou]d reflect on the trustworth1ness of an-. .

1nd1v1dua1 who has access to SCI, such as-t“” |

W111fu1 v1o1at1on of secur1ty regulat1ons.

.Unexp1a1ned aff1uence or excess1ve‘x -
1ndebtedness

\fSer1ous 'n1awfu1 acts

7 fAPParent menta1 or. _ot1ona1 prob1ets. -

5

]_Coerc1on or harassment attempts ” ?- :

hrB1ackma11 attempts. o

Py,

Ident1f1cat1on of the e]ements 1n the Depart-

.m,

;be referred
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shall estab11sh a cont1nu1ng secur1ty awareness program which will prov1de for
frequent exposure of personne1 to securlty awareness mater1a1 Implementat1on

of a cont1nu1ng program may 1nc1ude 11ve br1ef1ngs, aud1o v1sua1 presentat1ons

(e g., v1deo tapes,‘f11ms and sl1de/tape programs) pr1nted mater1a] (e g.,

It 1s

essent1a1 that current,1nformat1on and mater1a1s bewet11jzed Programs shou]d
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’ unofficiale, to or thrbugh communist countries, or
areas of h1gh r1sk

3. When an emp1oyee has, or ant1c1pates, contact

w1th representat1ves of commun1st contro]led countrles :‘g

'S Coden and that the 1ntent and cr1m1ha
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documents or materialApontaining SCI.

E. A feminder of the risks associated with foreign travel and
certain hazarddus a;tiyities as defined in DCID 1/20, and o

'Deparﬁﬁént/Agendyfréporting requirements as app1icab}e.

Bon

by



