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1. Established the national policy 1. Expanded to include dutcmated 1, The implementation of the proape il
for the protection cf teleoamni~ Irformation Systens by departments/agencies (Tress:
cations QOOY. rgy for example) where all inform tion

handling systems (including telecomuni~
cations) are under centralized management
will have minimm inpact, The other
civilian and military organizations will
have difficulty implementing the proposed
NSDD because of the ilversified managasment
of telecammmnications ard autanated
informaticn systems.

within the Agercy, OC is responsible for
telecommunications and the zutamated
systems used in support of telecormmi=
cations. OOP and OS/ISSG are responsible
for the security of the remeinder of the
automated information systems.

2. The secretary of Defense vas 2. The Secretary of Defense is desig- 2. Urder PD~24 the Director, NSA was a coszoal
designated as the Executive nated as the Zxecutive Agent of the «ith nine other regular members of the RCSC-
Agent for Cammunications Security Govermmant for Telecammunications with the chairmanship of the NCSC at the
(CGBEC) (para 4.C). and Rutcmated Systems Security. AsstSec Daf level ®EA could not unduly

‘  influence naticnal standards or
The Raticnal Camunicetions Secur— e Director, Naticnal Security Agency priorities.
ity Committee (WCSC); chaired tw " is Gesignated as the Wational Manager
the Asslstant Secretary of Defense for Telecounications and Information Under the proposed NSDD the Director of WA
for Cormunications Cemnand, Control Systems Security asd is reszonsible will have a predcminant Tole T determiniig
and Intelligence; was established for carrying out the responsiblilties The future of telecamunications and
25 a nationsl OMSEC framewory for For the Secretary of Defense as “atcmated informatlon systems utilization
the conduct of COMBRC activities Defense as bxecutive agent. wTthin the Government. Tne designaticn
within the Goverrment., KSA was a 5f the Director, Woh &5 the Wational
voting member of the NCSC and the The NCSC is replaced by the mational Maneger for Teleconmunications and Infor-
charter functions of NEA were Telecomunications ard Information " ration Systems Security should be
clearly defined. Systems Security Committee with an stricken fram the proposed 18ID.

expanded menbership.

This is a significant reduction in the
authorities of the DCI.

o

A Steering Group econsisting of the
Secretary of Defense, the Dpirector of
Central Intelligence, the Director ©
o8, zrd chaired by the Assistant to
] .the President for Natiomal Security
Affairs is ectablished to oversee the

ixr.plc’.rxent?\tion of the KSDD. CONF [DENTIAL

_ OSD REVIEW COMPLETED
NSA review completed

NSC review completed
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3, Provided for "a permanent interagency 3.
greup, under the chairmanship of the
Department of State, be establizhed
consisting of representatives of the
Executive Office of the President,
the Director of Central Intelligence,
the Department of Defense, National
Scourity Rgency and the Department of
Justice/Federal Bureauy of Investiga-
tlon to review and 1f necessary to deny

3 2 tions through lease

or pweh
Compmanist counbries that present a

potential serious threat to U.S. tele-
commications security. All foreign
govermment leased or cwned facilities
in this comtry should be evaluated 28

to their rmessible use for intercept

St TR e N DT R

The only mention of this group is 3.
contained in paragragh 13 "Respon=

sibility for the Interagency

Cammittee On Real Estate Acquisition

is transferred to the Office of

Foreign ¥issions purguant to

L 97-241, 24 August 1982.7
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The thiust of PD-24 was to reduce or sliimi~

nate the vulnerability of unclassified
information being passed via microwave

ard to ensure that classified or unciassi-
fied but sensitive information was protect
by adequate cryptographlc systems, Tals
thruct is lost in the proeposad 1SID,

cperations.®
4, PD-2¢ 4id not specifically address 4. Automated information systems are 4, There are a number of interagency

autcmated information systems,

incorporated into the proposed NSCD
without edequate definition of what
is to be coverad (ccmputers, word
processors, etc.). Tnere are cbligue
references to a security architecture
for cystems withcut any specifics.

o

oamnittecs that are concerned wit
computer securlty urder the suspicles
of SEOZM and the Depertment of Deferze.
If the propescd KSLD s approved,
Director, ¥4 will be responsible for
all systems, XSA has not dasonstrated
an expertise in this £ield.

5. DD-24 very cbliquely addresses 5.
threat aseessments.

The tﬁrcposed XEoh is very specific 5.
o threat assesaments and tasks heads

of departments and agenciee to provide

any information reguested by KSA to
determine the vulnerepility of tele—
carmunications and autaneted infor-

mation systens.

The excepticns under paragrzphs 7 and 11
are not adequate to resist Directcer, HSA
tzsking.

CONFIDENTIAL
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TEMARKS

Paragraph 4.9 states that "the heads
of all departments ard ageancies of
the Federal CGovernment shall organize
and conduct their camunications
security and emanations security
activities as they see £it subject
to the provisions of law, the pr
visions ¢f this and other
directives,,.®

Paragraph 6.a states that as the
National Manager for Telecomruni-
cations and Information Systems
security the Director, NSA shall
“ampirically examine® goverrment
telecarmmunications and autanated -
formation systens and evaluate
thelr vulnerability to hostile
Interception ard exploitation,

Paragraph 11.b states that nothing
in this directive shall give the
NTISSC, tne Secretary of Defensze,

or the Director, Wational Security
2gercy authority to inspect the
persornel or facilities of other
departments and agencies without the
approval of the head of such depart-
ment or agency, nor to reguest or
collect information concernirg

their cperations for purposes not
provided for herein.”

6.

Jwould imply

ding of paragrash 1l.b
the Director, CIA oo
deny Director, NSA access to CIA facilities
to "empirically examine® cur teleommmuni~
cations and autanated information systems
ard evaluate thelr vulnerability to hostile
interception ard exploitation, it has been
our experience that RSA iz very asgrezzive
in pursuing this chjective. The finaliza-
tion of the MXU with KSA on the interface
of the CIA gecure phone system with the XSA
System was Colaved several years because
1S3 insisted on the right to insrect the
Agency systen for cavpliance with NSa
directives, The revision of DCID~1/16 also
contains language that would permit NSa to
inspect our telecamunications network to
ensure carpliance with KSA standards. NSA
is wwilling to accept certification from
the Director, CIA that the Agency is in
compliance with national standards without
an "empirical exzmination.®

Althcugh the

The original draft of the NSDD contained

the following language in paragregh 1l.b:
"Nothing in this directive shall give the
NTISSC, the Secretary of Defense, or the
Director, National Security Agency authori
to inspect the persemmel, facilities, or
internal cperations of other depertments and
agercies withovt their aproval.® This
wording waz changed at the Insisternse of the
Agency representative to the working greup
that prepared the proposed KSID to ensure
that any request by Director, NSA to inspect
2gency facilities was addressced to the
Director, CIa rather than same umnamed
operating official, who might not epgreciate
the irmplications of such a request.
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