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INTELLIGENCE INFORMATION ACT OF 1983

MR. GOLDWATER, for the Select Committee on Intelligence,
submitted the following

REPORT

[To accompany S. 1324]

The Select Committee on Intelligence, having considered
(S. 1324), a bill to amend the National Security Acf of
1947 to regulate public disclosure of information held by
the Central Intelligence Agency, reports favorably with

amendments and recommends that the bill as amended do.

pass.
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 PURPOSE

The purpose of S. 1324, as reportgg, is to relieve the
Central Intelligence Agency (CIA) from undue burdens of
searching and reviewing certain operation31 f}1es for
information in response to Freedom 5£ Information Act
fequests and thereby enable thé'Agéﬁcyjto réspond to other

requests under the Act in a more timely and efficient

manner.
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AMENDMENTS

That this Act may be cited a the "Intelligence

Information Act of 1983".

FINDINGS AND PURPOSES
Sec. 2(a5 The Congréss finds that --

(1) the Freedom of Information Act is
proyiding the people of th; United States with
an important Qeans of acquiring information
concerning the working§ and decisionmaking
prdceéses of their Governﬁent, including the
Central Intelligence Agency;

| (2) the full application of the Fgeedom
of Information Act to the Central Intelligence
Agency is, however, imposing unique and serious
burdens on this agency; |
(3) the processing of 2 Freedom of Informa- ;
tion Act réquést by the Central Intelligence
Agency normally Tequires the search of numerous
systems of rééords for information responsive
to the request;
(4) the review of responsive igformation
_located in operationai fileé‘whichv;oncerns
sources and methods utilized(in in;elligence
.ope;ations can only be accoﬁplished by senior

intelligence officers having the necessary

" operational training and expertise;
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(5) the Cenﬁtal Intelligence Agency must
fully process all requests for information, even
when the requester seeks inférmation which clearly
cannnot be releaséd for reasons offnational
security;

(6) release of ihfbrmation out of operational
files risks the comppomise of intelligence sources
and methods; -

(7) eight years of experience under.the
amended Freedom of Information Act has demonstrated
ﬁhat this time-copsuming and burdensome .search and
review of operational files has resulted in the
proper witﬁholding bf information contained in
such files. The Central Intelligence Agency
should, therefore, no longer be required to éxpen@
valuable manpower and other.resodrces in the search:
and. review of information in these files;

| (8) the full application of the Freedom of
Information Act to thé Central Intelligence Agency
is perceived by those who cooperate with the United
States Government as constituting a means by whicb
their cooperation and the informatién they provide
may be disclosed;

(9) information.éoncerning the means by which

intellipence is gathered generaily is not necessary
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for public debate on the defense and foreign
policies of the United States; but information
gathered by the Central Intelligence Agency
should remain accessible to requesters, subject
to existing exemptions under law;

(10) the organization:pf Central Intelli-
gence Agency %ecords allow'the exclusion of
operational files from the search and review

' requirements of the Freedom of Information R
Acf while leaving files containing information
gathered through intelligence operations.
accessible to requesters, subject to existing
exemptions under law; and

(11) the full application of the Freedom
of Information Act to the Central Intelligence
Agency results in inordinate delays and the
inability of these agencies to respond to
requests for‘infbrmationAin'a timely fashion.
(b) The purposes of this Act are --

(1) to protect.the ability of the public
to request information from the Central Intel-
-1igeﬁce Agency under the Freedom offlnformatioﬁ
Act to the extent that such requests do not
require the search and review of operational

files;
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(2) to protect the right of individual
United States citizens and befmanent resident
aliens to requestEinformatioégon themselves
contained in all categories of files of the
Central Intelligence Agenc;; and o
(3) to provide fel;éf to the Central
Intelligence Agency from the bufdens of
searching, and reVicwinﬁ operational files,
so as to improve protection for intelligence
sources and methodé and enable this agency to
, reséond to the public's requests for informa-
tion in a more timely and efficient manner.
Sec. 3(a) The National Secdrity Act of 1947
is amended by adding ét the end thereof the following
new title: | .
TITLE VII -- RELEASE OF REQUESTED INFORMATION TO
| THE PUBLIC BY THE CENTRAL INTELLIGENCE AGENCY.
"Designation of Files by the Director of Central
Intelligence as Exempt from Search, Review,
Publication, or Disclosure - i
"Sec; 701(a) 1In fUrtherance of the responsi-
bility of the Director of Central Intelligence to

protect intelligence sources and methods from un-

-authorized disclosure as set forth in section
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102(d) (3) of this Act (50 U.S.C. 403(d)(3)) and
section 6 of the Centtél Intelligence Agency Act
of 1949 (50 U.S.C. 403g), operational files located
ia the Directorate of Operations, Directorate {or
Scienée and Technology, and Office of Security of
the Central Intelligence Agency shall be exempted
. from the provisions of the Freeébm of Information
Act which require pubiication or disclosure, or
search or review in connection therewith, if
sucﬁ files have been specifically designated by P
_thebDirector of Central Intelligence to be --

"(1) files of the Directorate of
Operations which document foreign intelli-
gence or counterintelligence operatioﬁs or
intelligence or security liaison arrange-
ments or information exchanges with foreign
governments or their intelligence or
security services; or

"(2) files ﬁf the Directorate.for
Science and Technology which document the
means by which foreignﬂintelligence"or
counterintelligence is colle;ted through

"scientific and technical systems; |

"(3) fileé of the Office of Security
which document investigations conducted to
determine.the suitability of potential foreign

intelligence or counterintelligence sources;
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~Provided, however, That -nondesignated files which

may contain information derived or disseminated
from designated operationalvfiles“Sball be subject
to search and review. The inclusion of information
from operational files in nondééignatea files shall
not affect the'designatiob'fofheforjginating |
operational files as .exempt from search, review,
publication, or disclosure: Provided further, That
the designation of any operational files shall not
prevent the search and‘review of such files for
information concerning any special activity the

e ' existence of which is not exempt from disclosure

. under the provisions of the Freedom of Information

Act or fof information reviewed and relied upon in

an investigation by the intelligence qommittees of
:the Cdngress, the Intelligence Oversight Board,

thé Office of General Counsel of the Central Intelli-
gence Agency, the Office of Imspector Genefal of the
: Central Intelligence Agency, or the Offi;e of the
Director of Central Intellfgence for any”impropriety,
violétion of law, Executive Order, or Prgsidential

directive in the conduct of an intelligence activity.
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"(b) The provisions of this section shall
not be superseded except by a provision of law
which is enacted after the date of enactment of
this section and which specifically cites and
repeals or modifies its provisions.

"(c) Notwithstanding subsection (a) of this
section, proper requests by United States citizehs,
or by aliens lawfully admitted for permanent
residence in the United States, for information i
.concerning themselves, made pursﬁant to the Privacy
Act of 1974 (5 U.S.C. 552a) or the Freedom of
. Information Act-(S U.S.C. 552), shall be pro-
cessed in accordance with those Acts.
| "(d) The Director of Central Intelligence
. shall promulgate regulations to implement this | N
section as follows:

"(1) Such regulations shall require

the appropriate Deputy Directors or Office

Head to: |

(o) specifically identify categories of files

under their control which they recOpmend for

'designatioh;_
(B) explain the basis for their recommenda-

tions; and
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(C) set forth pfocedures ;onsistent with the
statutory criteria in subsection (a) which
-would govern the inclusion of documents in
designated files; Récommendgd designations,
portions of which may be cléssifiéd; shall
become effective-upon‘wyitten_appfoval of
the Director of Centnai Intelligence.

"(2) Such regulations shall further provide
procedures and criteria for the review of each .
designation not less than once every ten years
to determine whether such designation may be
removed ﬁrom any category of files or any portion
thereof. Such criteria shall include considera-
tion of the histbfical value or other public
interest in the subject matter of the particular
category of files or portioﬁ thereof and the
potential for declassifying a significant part
of the information contaiﬁed therein.

"(e)(l) On the complaint under section 552
(a) (&) (B) of title 5 that the Agency has improperly
withheld records because of improper designation

- of files or impropei placement of récords solely
in designated files, the court's review‘shall be

limited to a determination whether the Agency

- Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8
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regulations implementing sub;ection (a) conform
to the statutory criteria set forth in that |
subsection for designating files unless the
complaini is supported by an affidavit, based

on personal knowledge or otherwise admissable

evidence, which makes a prima facie showing,

that (A) a specific file containing the records

requested was improperly designated; or (B) the

records requested were imbroperly placed solely

in designated files. If the court finds a prima
facie showing has Been made under this éubsection,
it shall order the Agency to file a sworn response,
which may be filed in camera and ex parte, and

the couft shall make its determination based upon

these submissions and submissions by the plaintif%.

1f thé court finds under this subsection that the

Agency's regulations implementing subsection (a) of

this section do not conform to the statutory

criteria set forth in that subsection for designa-

ting files, or finds that the Agenc§ has improperly
A designated a file or improperly pléced records

solely in designated files, the Court shall order

the Agency to search the pafﬁiculaf designated

file for the requested records in accordance with
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N .
the provisions of the Freedom of Information

Act and to review such records under the exemp-
tions pursuant to section 552(b) of title
5. If at any time during such proceedings the
CIA agrees to search,designatéd files for the
requested records, the cou:c~shallraismiss the
cause of action based on f%is subée;tion.

"(e)(Z) On compiaiﬁﬁwunaer section 552(a)
(&) (B) of title 5 that the Agéncy has improperly
withheld records'becauée of failure to comply
with the regulations adopted pursuant to sub-
section (d)(2), thé Court's review shall be
limited to determining whether the Agenc&
consi@eredttbe criteria set forth in such
regulétions."
(b) The table of contents at the beginning of such

Act is amended by adding at the end there of the following:

"TITLE VII--RELEASE OF REQUESTED INFORMATION TO
THE PUBLIC BY THE CENTRAL INTELLIGENCE AGENCY

"Sec. 701. Designation of files by the Director of Central
Intelligence as exempt from search, review, publica-
tion, or disclosure”.

Sec. 4. The amendments made by section 3 shall be
effective upon enactment of this Act and shall apply with

respect to any requests for records, whether or not such

request was made prior to such enactment, and shall apply

to all cases and proceedings pending before a court of the

"United States on the date of such enactment.
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COMMITTEE ACTION

On Oc;ober 4, 1983, the Select Committee on Intelligence,
a quorum being present, approved the bill with an amendment
and ordered it favorably reported by a unanimous vote.

The purpose‘of the amendment adopted by the Select Com-
mittee has been to clarify the legislative intent and to
provide greater aésurance that the bill will be implemented
in accordancelwith the legislative intent. The third purpose
of the Act as stated in section 2(b)(3) is revised to express
the intent to improve prbtection fof intelligence sources
and methods.

| Other chénges are made in a new section 701 fb be added
- " by the bill to the National Security Act of 1947. First,
critefia for designation of operational files by the Director
of Central Intelligence are specified more preéisely for
éach'affected'CIA component -- the Directorate of Operationé,
the Directorate for Séiénce‘and Technology, and the Office of
Security. Second, additional language in the second proviso
to section 701(a) presérves access for search and review of
information in designated operational files that was reviewed
and relied upon in official investigations fof impropriety or
illégéiity in the conduct of an intelligence.activity. Third,
-a new subsection (d) is added to require the promulgation of
-;;éguiations by the Director of Cenﬁral intell&gence to

‘implement section 701. These regulations have two separate
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purposes. The regulations under subsection (d) (1) require
the apﬁropriate Deputy Dirégtors or Office Head to identify
categories of files recommended for designation, explain

the basis for their recommendaciqn, and set forth criteria
governing the inclusion of documénts‘in'desighated files.
The regulations under subsection (dL(?S prov}de procedures
and criteria for the review of'déSigﬁapions at least once
every ten years to detegmine whetﬁer the designation may

be removed from a category’of files or portion thereof.

Such criteria are to inclqde consideration of the historical
value or other public interest in the subject matter of the
particular file or category of files and the poteqtial for

.declassifying a significant part of the information contained

»

therein.

" The final change in séétién 701 is the addition of a new"
subsection (e) establishing procedures for judicial review.“:
The procedures under subsection (e) (1) apply to cases of ‘
alleged improper witbhdlding‘of records because of improper
designation of files or impioper placemént of records solely
in desiénated files. The procédures under subsection (e) (2)
appiy to cases of alleged improper withholding qf records
because of failure to comply with the regula:ions:adoptéd
under subsection (d)(2) for periodic review of file designations.
| A more detailed explanation of each of these changes in
the proposed section 701 is contained in the section-by-section

analysis of this report.
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HISTORY OF THE BILL

Concern over the burdens imposed on intelligence agencies

under the Freedom of lnformation Act (FOIA) is not new. Congress

considered the FOIA's impact on the Central Intelligence Agency(@s

t s

as 1977, three years after the Act was amended to
provide for de novo review of the withholding of classified
information.

In September, 1977, the Subcommittee on Administrative
Practice.and,Procedure ofvthe Senate Judiciary Committee heard
CIA officials testify about the‘effects of the 1974 amendmests
on the Agency. Acting CIA Director John F. Blake, who was
chairman of the CIA's Information Review Committee, stated that
the 1974 amendments had "constituted a somewhat traumatic
' experience” and had '"required a considerable adjustment in
vattitude and practice." He added, "We have been able to make
the necessary ad justments. 1 am pleased to report that, in
nl

fact, 1 think the Agency is better off for it.

,96t5 Congress

By 1979, however, CIA's position changed. Testifying
‘before the House Intelligence Committee, Deputy Director of

Central Intelligence Frank Carlucci declared that '"the total

Freedom of Information Act, Hearings before the Subcommittee
on Administrative Practice and Procedure of the Committee on
the Judiciary, United States Senate, 95th Cong., lst Sess.
(1977), p. 69. .
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applicétion of public disclosure statutes like FOIA to the
CIA'is seriously damaging-our ability to do our job." ry%:.
Carlucci did not seek total exemption from FOIA for the
CIA. Instead, he proposed aﬁ exemptibnﬁfor éeﬁtain designat-
ed operational files, with a prQViSidh éllo;i%g U.S. citi-
.zens and resident aliens to co?tlnue to use FOIA to obtain
information about themsglves.I Egélucc1 described this
appfoach as "fully consistent with the spirit and letter of
national security exemptions already in the Freedoﬁ of N
Information act."2
This CIA proposal was included as Section 3 of S. 2216,
-introducéd in the 96th Congress by sévetal Members, including
Senators Moynihan, W;l&op,lJaEkson,Aand Chafee of the Select
Com&ittee on Intelligence. A similar provision was included
as Section 421(d) of S. 2284, the National Intelligence Act -of
1980, introduced in the 96th Congress By Senators Huddleston,
Mathias, Bayb, and Goldwater. The bills differed in that _
S. 2216 would have exempted designaﬁed files of all U.S. intel-

ligence agenc1es, while S. 2284 would have exempted designated

files o%ﬂCIA only. )

N

Impact of the Freedom of Information Act and the Privacy

Act on Intelligence Activities, Hearing betore the Subcommit- .
tee on Legislation of the Permanent Select Committee on
Intelligence, House of Representatives, 96th Cong., lst

Sess. (1979), pp. 3, 7 162.
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During hearings on S. 2284, Director of Central Intelli-
gence Stansfield Turner stated the Carter Administration's support
of the ‘wider scope of S. 2216. However, the Carter Administration
subsequently supported a different proposal by the Department
of Justice which wéuld HaveApérmittgd the CIA to exempt by Agency
certification certain types of information from disclosure
with no judicial review. This propo;él, H.R. 7056, was introduced
By Rep. Richardson Preyér. -

Numerous witnesses testified for and against these various
proposals dufing Senate and House Iﬁtelligence Cdmmittee hearings
on the National Intelligence_Act of 1_980.3 However, no action
was taken on ény of these measures in the 96th Congress.

97th Congress

In 1981 Senators Chafee and Goldwater introduced S. 1273,
a bill identical to the CIA's original proposai previously con-
gidefed as Section 3 of S. 2216. It would have allowed the
Director of Central Intelligence to designate as exempt from
search and review, publication or disclosure, those files
maintained by any U.S..intelligence agency which fell within

certain operational categories. - Admiral Bobby R. Inman, then

3/ ' B

T . National Intelligence Act of 1980, Hearings before the

" Select Committee on Intelligence, United States Senate,
'96th Cong., 2d Sess. (1980).; H.R. 6588, The National
Intelligence Act of 1980, Hearings before the Subcommit-
tee on Legislation of the Permanent Select Committee

on Intelligence, House of Representatives, 96th Cong., 2d.
Sess. (1980). - . .
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N
estified at an open hearing,; July 21,

Deputy Directo
1981 before the Senate Intelligence Committee. His testi-
mony stressed the unique pfObléms the FOIA places on intel-
ligence agencies which operate under compartmented records
systems and restricted access to recoré; based on a '"'need to
know" principle. In addition, CIA expressed concern that
reviewing documents responsive to anJFOIA réqﬁest frequently
requires the time and expertisé\of'frained intelligence
officers who would otherwise be focusing on current intelli-
gence requirements. Other argumehts for relief were CIA's
large amount of FOIA litigation, the risk of court-ordered

disclosure of classified information, the possibility of

human error in release decisions and processing, and foreign

‘governments) perception that the United States Government g
QN MO ‘ .
&4 maintaini®y the confidentiality of the informa-

tion entrusted to it. In his written statement, Admiral
Inman expressed the view that whileApartiaL relief via the -
file designation process was a ''promising approach'" which
"would héve a major positive‘impact,f iny‘a total exclu-
sion of CIA's records from the requirements of the FOIA

could resolve all the problems caused by the Act.

Other'witnesses included General Faurer, Director of the
National Security Agency, General Larkin, Diréctor of the
Defense Intelligence Agency, apd fepresentacives of the news
media, civil liberties groﬁps,:énd historianms.
4Represe6tatives of groups'bpposed to the legislation
testified that valuable inforﬁation had been released through

the FOIA process, and the public interest in receiving
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such information outﬁeighed any burdens in complying

/
with the Act. The witnesses emphasized that current FOIA
exemptions (b) (1), protecting classified information,and,{/(’s

(b)(3)jprotect1ng information specifically covered by other
statutes, e.g., Jntelllgence sources and methods, were

adequate.to meet CIA's needs:‘ However,

1
13

Unt\l two U.S. District of Columbga Court of Appeals(
d§c1 ions in a relatef FOIA mattgr, Sims v. CIA, 642 6241242: /)
F© 56% (D.C. Cir. 198D) and Simg v. ClA, Nos 51945,
82-196Y (D.C. Cir. Jupe 10, 1983), (Sims I and Sims II),
the rellance on the Director of Central Intglligence's
‘ability Xo protect sogrces ang methods ung€r the (b)
(3) exemphkion was well-found¢d. However, the Sims
decisions hhreaten thé Director's statptory duty under
50 U.S.C. §N03(d)(3) jto prptect sou;dgz and methods
~and, in doing\ so, impgir tHe CIA a other intelligence
agencies abilixy to gdther/ needed/intelligence.

Rather than accepting {thg plainm language and legislative

istory of 50 U. C. § 403(8)(3), the Sims courts

judNigially created O-ppong test to determine whether

4 idual's 1de‘t ?y A's protected as an intelligence

source: ftegt, a co\ ‘//must look at the kind of informa-

tion an indivIdual pyrvided the Agency.- -and—second;, &
court must determPmef~iK-that "kind of information could

”””ggasenabT§ “Tbe] pe &dﬂi to be obtain[ed] without guaran-
teeing the confidentialily ' to the individual provider.

The Sims courtgs’ sapd that\e¥eg a specific agreement

between the aggency andja sOUTrceNds not necessarily
sufficieng/fg maihtainjconfidenti

7

This te imposégs a di trict dourt's judgment of these
issueg/possibly/years after the event. IR totally
disr gards som¢ of the pasic rubes of intelligence
_gatflering sucl/ as taskipg a new spurce to provide in-
' formatlon alrpady acquigted in ordey to test the new
source's relfability and access. WRat if a high level
- source provifdes informatiion about 'a Xoreign country and
this same ipformation cojincidentally also leaked by
someone elsp to a newspaper?

Sims I and/11 make the passage of this 1ey 1qlat10n all
the more dbcesqary :
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the witnesses did not rule out.ﬁhe possibility of a more
carefully and narrowly framed rmeasUT® to relieve some of
the burdens on the CIA. For -example, Mark Lynch of the
American Civil Liberties Union'suggested adopting "a random
sample procedurc” to alleviate documpnh—byudgéument review
in response to requests omn extréﬁely'sensitive subjects.
Without amending FOIA itself, the‘coureé could use such a
procedure when ''nmo infoémation.ot very little information"
on a subject could actuall& be reieased. Recognizing the
ClA's special personnel and resource problems, Mr. Lynch
urged "a careful and constructiveJapproach ... to ekamining
the administrétive procedure to see if it cannot be stream-
lined" before turning to a legislative solution.§lf’

" On November 24, 1981, Admiral Inman testified in closed
session before the Select Committee regarding the Freedom of
Informatiqn Act's impact on the CIA's ability to collect ;
intelligence and to maintain‘its relationships with friendly
intelligence services. The purpose of this hearing was to
examine.specific examples of démage that could not be
discussed in open session. Admiral Inman stated that

the '"real damage' was not the personnel and resource burden -

or releases due to administrative error. Instead, he

.* V? " Intelligence Reform Act of 1981, Hearing Before the Select
' " Committee on Intelligence, United States Senate, 97th Cong.,
lst Session. (1981), see esp. pp. 16-17, 44-48, 67.
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empﬁasized the damage[in terms of "lost collection opportu-
nity" where both individuals and foreign governments have
been reluctant to provide information to CIA. He cited
particdlar caées of Cl1A responses whefe, even though no
documents were released, sensitive information appeared to
be disclosced. This occurred because the ClA in certuin cages
could not classify the fact that it possessed documents

o
on a particular subject. The Agency's mer cknowledgement

o

of possessing documents on a subject wa haracterized by
the presé as confirmation of controversial alleged CIA
activity. Such inferences were almost always erroneous, but
individuals' and governments' confidence in the CIA's
ability to maintain secrecy was undermined.

At the closed hearing, Admiral Inman repeated his testimony
' favoring a "total exemption' as the only way to 'restore confi-
-denqe of the foreign intelligence sources and other[s] who would
collaborate with us ... that they are not running a risk ... in
providing information to us ...." He added that, if a total
exemption were impossible; "certainly one that at least limits
the scope of the cases ...'would be a substantial improvement
over the situation in which we find ourselves."

No further legislative action occurred in connection with~

S.A1273 in the 97th Congress.

98th Congress -

Senator Goldwater, Chairman of the Select Committee,

. introduced S. 1324, the Intelligence Information Act of

Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8




Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8

-231\

1983 oﬁ May 18, 1983. eafiﬁgs were held on June 21 and 28,
1983; At the June 21 hearing,‘Senator Strom Thurmond,
Chairman of the Judiciary Committee and' co-sponsor of S.
1324, testified in support 6f the legisiatién- He was
followed by ClA Deputy Director John M. McMahon and other
senior CIA off1c1als 1nclud1ng'Deputy General Counse}E%g::st

Mayerfeld, Deputy Director for ppérations John Stein, Deputy

Director for Science and Technology Bvan‘ﬁ#neman, Di@?ctor P

of Security William Kotapish, and the Chief of the Informa-
tion and Privacy Division, Larry Strawderman. Mr. McMahon
urged enactment of S. 1324 as a carefully balanced effort
-to benefit both CIA's intelligence mission and the publiq's
access to government‘informat}on. He stated that the bill
”wiil send a clear signal to our sources and to those we
hope to recruit that the information which puts them ét risk
will no longer be subject to the [FOIA]‘prdcess.” At the
same time, he empbasizéd that the "public would receive

improved service from the Agency under the FOIA without any

meaningful loss of information now released under the

| et
Act." : . DV‘)/),:V/’ é/’

At the hearing on June 28, l983, S. 1324 was endorsed
by Majo:-General Richard Larkin, President of the Associa-
tion of Former intelligence Officers, and two members
of the &BX, University of Vlrglnla Law Professor John

2 b B i s

- Approved For Release 2008/12/08 : CIA-RDP89BOOZ36R000200120001-8



Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8

@
\ D’?,u—-/\
\,ﬁg :hé’(

p. 23

‘Durinn Depuly Director McMahon's testimony, members
of thc'Sclch Committee asked whether the bill might be a
prelude to later requests for broader exemption from the FOIA
for the intelligence community. Deputy Director McMahon
replied that the CIA\recognized "it cannot have total exemption
and must seek something that protects our sources, yet at the
same Lime lives with the spilrit gnd the intent of Frecedom of
Ihformatibn." The Chairman also described his communication
with the President in which the President had ;ndicated his
support for this approach. The CIA subsequently advised the
Committee that the Administration "has no intention to seek

additional FOIA relief for the Agency."
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Norton Moore, and former\AssOciate Attorney General John
Shenefield. ™ Mary Lawton, Counsel for Intelligence Policy

in the Department of Justice, expressed 'wholehearted

&
1]

support' for S. 1324 and indicated thaflthe Department
considered it appropriate to consider the CIAﬂexemption "as
separate and distinct from efforts*fé securé Covernment-wide
amendments to the Freedom of Iﬁfopﬁétibn Acﬁ itself."

Mark Lynch of the ACLU stressed three key principles that
would prevent any meaningful ]osé of information curreﬁtly
available: (1) "all.gatheréd intelligence" would continue to be

subject to search and reviewfh(Z) U.S. citizens and permanent

resident aliens could still use FOIA to request information

concerning themselves; aad;?3) covert action operations (or
h . .

"special activities') would continue to be accessible if(their

existence can be disclosed under the FOIA?; (6&4&442€>

ublgsher

At the time of the hearing, the ABA had not taken a
a stand on a proposed FOIA Resolution. Subsequent to
the hearing, on August 3, 1983, the ABA adopted a
Resolution calling for "significant relief from the
FOIA for the intelligence agencies,'" limiting judicial
review in FOIA to '"determining whether there is non-
frivolous certification ... that the material has been
properly classified,"” and a specific exemption for
sources and methods. The ABA resolution also encouraged
intelligence agencies to '"experiment with modifications
-in current administrative practices for handling FOIA
‘Tequests. ‘ ‘
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and (4) information relevant to investigations of illegal
/ : or improper intelligence activities would be subject to
search and review, even if the information were located in

operational files.sm»

- . a Y
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Mr. Lynch went on to stété, however, that the ACLU could not

support the bill without ceortain amendments. Essential awendments.

ndatis nforestor
FOIA requests for 6ﬂshﬂ

opcrations that had been the subject_of "abusg" investigations and

in his view, werg

so—mzrrreEtn judicial review of(&hstyer_a file has been @gproperly
characterized as an operational fiie. ‘

The press was repfesehted.by Charles S. Rowe, cditor and
co-publisher of Lhe l"r.‘-udcricksburg, Virginia, Freoe-fLance Star,
testifying on behalf of thevAmerican Newspaper Publishers Association,;‘
and Steven Dornfeld of Knight-Ridder Newspapers, National President
of the.Society of Professional Journalists.‘ These witnesses secoszf:::
the concerns raised by the ACLU and emphasized the importance of
obtaining specific commitments from the CIA»regardihg improved
servicing of FOIA requests.

Dr. Anna Nelson, Professor of History at George Washington
Uﬁivérsity, testified on behslf of the National Coordinating

b

Committee for the Promotion of History. /Dr. Nelson called for =

narrower definition of "operational files," a time limit on the
duration of an operationalvfile's designated status, and clarification
of the bill's intent regarding policy memoranda and intelligence

disseminated outside of designated files.
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"After the public hearings, members of the Committece

formulated four principal modiFfications to the bhille

consultation with the CTA and some of

the other unll1cqqos,

élearly the standards for de31gndtlon of operational files,

,e*llﬁwj h—respomsento concern about the need to specify more

blll language was rev1sed to establish criteria for

designation of [iles in cach of the three alfected CIA

i

components. Access to information relevant to investigationg::

———

ov—

of alleged illegal or improper intelligence activities was
assured by adding a new proviso to the bill. In addition,
S _ a2 ' New section wers-——ditped=ty provid#‘for review of file

' designations at least every ten years in order to permit
removal of filé designations based on the historical value
or other public interest in the materials. Finally, ;
provision was made for judicial réview in cases of alleged
improper file designation or improper placement of documents
solely in designated files. The Chairman incorporated all
these rEVlSlonS in an amendment in the nature of a substitute,

whlch was adopted by the Select Committee on October 4 1983.

The amended bill was approved.unanimously thereafter.
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and Steve

Dornfeld, National President of the Sotiety of

Professional Journalists. In addition, Dr. An

Professor of /Ristory at George Mashington University,

testified bebalf of the National Coordinating Committee
for the Pyomotion of Historyl —Semme—ef—tio—iitnottad o
_.._.'.:.".'.‘.:'.'i".-—.,.-’.-__. gt
o e aT- T =Ty T R el 0 b —iod Ue

GENERAL STATEMENT

I. Introduction and Overview

The Committee considered and unanimously apprdved E .
this bill as amended because it will relieve the CIA of a
serious serious burden imposed by the Freedom of Information
‘Act without diminishing the amount of meaningful information
released to the public. Afte} examining CIA's file systems
anddthe type of documents released under FOIA, the Committee
found that exempting certain sensitive operational files

from search and review would not result in any ﬂ?gnificgnt N
: PN "-?\l -"A‘.;:"
loss of information to the public. This is becausej;ﬁF:LLA

information releasable under the FOIA is .l¢pemigr available M\_
. i . ‘ -‘I
outside these certain sensitive operational files. "=i§¥vc=xﬂéahb ’

NATURE OF THE PROBLEM

The Committee first studieé?it:‘burden the FOIA places

on the CIA{ Presently, the AgencY is mandated under the . FAC

Act and case law interpretation to search and review all O,
sensitive operational records and, if the matter goes to

Court, to justify the basis for exempting "each and every
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The Committee also ‘determined that enactment of this bill
would improve the timeliness and efficiency of CIA responses

to requests for information under the FOIA.
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segregable item." This procedure requires almost every
sentence, certainly every pafagraph, have a written explana-

tion of the claimed exemption.

The Committee examined in depth how the search and
review process works at CTA. The essehtia];fgatures of that
process were described by CIA officials in the public

hearings. The Committee received additionmal briefings, most

at ClA Headquarters where presence at the physical location .

illuminated the oral explanations of the file system.
ClA records are maintained in numerous self-contained

file systems)with access to these systems limited to indi-

viduals having a legitimate need for access. Therefore, a

search for documents responsive to an FOIA reguest can
involve many separate filefsystems. This is especially true

for documents stored in operational files whi

Serig

ch contain
j by :
intelli-

details of source relationships an

gence-gathering techniques. ‘Broad FOIA requests penetrate

this compartmentation, as the mere.act of searching for
QY Tegowe PN

responsive data filing system. Once
responsive documents- are compiléd, they must be reviewed by
experienced intelligence officers, often an officer assigned
‘to current substantive intelligence duties. Only an indi-
vidual Qith the necessary training in intelligence and
4uunnssd§g_knowledge of present and past_operations’/::;:

make:the final, critical judgmentkﬁhiéh information can
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be released without jeopardizin%Azggfggzzg;—éaioamaséea or

intelligence sources and methods. Typically, the result of this
lengthy process is the release of no material or fragmented
phrases for sentences. Nevertheless, painstaking attention to

.y -

detail is reauired because of the possibility of de novo judicial

reviewe If the withhoi&ing of information is challenged in

court, detailed justifications are required for ''each and every

"

segregable item. This means that almost every sentence must be

scrultinized and justifieci. AffiduviLs explaining the withholding
of sensitive.operational information must be prepared by intelli-
gencé officers having the knowledge and expertise to attest to
the probable consequences of public release. The ultimate risk

» . L . Vel 1 3 0 A 3
is thar:htf—&he-fééeﬁﬁ—xu o e AREVATAATEE -l g ey T

<mposad by The conrts Psensitive information can be released

‘mistakenly and jeopardize an intelligence relationship or tech-

nique. CIA makes every effort to minimize that risk, at the
price of lengthy delays. It is this process that is responsible

for the two-three year backlog facing requestors seeking CIA

M Y- ‘/O

BENEFITS OF S. 1324

information.

' By eliminating search and review of these designated

“filés, an&’r;;ere there are in couyrt challengég,a&ég_glimi-
i . / fo; A

.:nétihg SXES each seg 2ble item, S. 1324 will

" enable the CIA to reducgvg;;::;ntialliﬁl?his backlog].
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This bill is also cruc1a1 from a natlonal security perspec-

under S. 1324 records 1dent1fv1ng them and descrlblng their

secret activities will-not be sub1ecc to search and review under
;he FOIA. Deputy Director of Cent;al'lntelllgence John N,
McMahon testified that the biil "Qill do away with the perception
that a number of our sources have’that they are threatened
because of the present FOIA." He explained that the CIA's
sources '"'will know that their identities are not likely to be
exposed as a result of a clerical error and they wiil know that
the same information will be handled in a secure and compartment-
ed manner and not be looked at by people who have no need to know
the dnformatioa.”f'/g:;::;:DifeCtor for Operations John Stein’
agreed with this assessment and stressed the need to preserve
"one of the cardinal rules of the inteliigence business, namely
the compartmentation ofAits information."

In considering this bill, the Committee balanced the bene-
fits of an informed public with the national security needs for -

an effective intelligence service. Since the 1974 FOIA amend-

ments, a substantial amount of information has been released to

&
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the public by the CIA as a direct or indirect result of the

Act. several examples illustrate the scope of this information
and its importance for public understanding of the workings

and decision-making processes of Government. Portions of or
complete copies of the Director of Central Intelligence Direc-
tives issued from 1946 to 1976 have been released. These policy
documents cover a wide range of issues relating to the manage-
ment , coqrdination, and general conduct of intelligence activi-
ties. Substantially complete texts of significant National
Intelligence Estimates have been declassified and released,
including estimates relating to the October, 1962 Cuban missile
crisis. Memoranda from the General Counsel to the Director

on the legality of covert action operatibns have been made
.public. ClA documents on Director William Colby's efforts to
forestall publication of news stories on the Glomar Explorer have
been provided under FOIA , as have internal CIA studies of
particular intelligence operations such as the Berlin Tunnel in
the 1950s.

ClA dffiéials have recognized that, within the spirit of
what Cdngress intended FOIA to do for the American.people,
the'Agéncy does possess information which the public may legiti-
ﬂmateiy induire about. Deputy Director McMahon's testimony re-
Caffirmed categories which would remaiﬁ Subjecf to search: and

Teview:
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(1) all intelligence disseminations, including

raw intelligence reports direct from the field;

(2) all mattersvof policy fgrmulated at Agency
executive levels, even operatioha}.poliey;

(3) information concerniné’thbse”ebvert actions
the existence of which is’ho:longer classified;

(4) information conqefﬁing U.S. citizens and permanent

resident aliens requested by such individuals about themselvesQqué

[Py

(5) information concerning any Agency intelligence -‘y

activity that was improper or illegal or that was the subject

of an investigation fo: alleged illegality or- impropriety.

TheAacceptance by the Agency of the obligation to provide
information to the public under FOIA is one of the linchpins
‘of this legislation. The Aet has‘played a vital part in tebuilding
the American people's faith in their government, and particularly
in agencies like the CIA that must necessafily operate in secrecy.
In a free society, a national security agency's ability to
serve the national interest dependsAas much on public confidence
that its powers will not be misesed as it does on the confidence
of intelligence sources that their relationships with the CIA
will be protected.

| The Committee believes that current FOIAlrequirements

create greater burdens and'riSRS-for the CIA than is necessary to
eneu:e full public access to significant information. But of

edual importance to.the Committee was that relieving CIA from the
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search and review bfirden does not deny public access to release-

able information. his is so because & the characteri

ics

of CIA file systems.ﬁ%&m example, certain C es are the
repository'for ﬁocqmenﬁs generaﬁed'in the course of the conduct
and manapement of intellipence-pathering activiries. Where there
is collection from human sources?{gg:bments concern development
of potential sources, assessment of their value and likelihood of
their their cooperation,Aarrangements to approach and contact

the individual, and‘a wide variety of decisions and problems that

may be involved in working with the source, such as determining

compensation, testing bona fides, and resettlement after comple-

tion of service. iﬂﬁérfp_—
? %e‘gmlnlstratwe documents "discuss maintenance

-of cover, development and use of clandestine communications

‘methods, selection of personnel for hazardous assignments,
evaluation of success and failure, and aséessment of vulnera-.
bilities of individuals and techniques. Virtually all of

this information is highly.sensitibe and properly classified;
most is strictly compartmented. It is the type of information
that has always been withheld‘frOm FOIA release by rettirer exemp-
tion (b)(1l) for classified information et exemption (b)(3) for
information pertaining to intelligence'sourceé and methods.

4 fﬁéver;heless, theée'opérational files also contain other
.information that may in some cases be reieasable under FOIA.

» One typical exémple‘is raw ' intelligence reports. Intelligence
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information can be divided roughly into two categories:
“finisﬁed” intelligence aha,fraw” intelligence; Finished |
intélligence is written by prbfessional'intelligence analysts
to be read by policymakers. It ranges$from National Intelligence
Estimates coordinated among~seQeral égehcieéfpo research papers,
.SCudies, and regular publications.all—desighea to convey assess-
ments of intelligence auaé%&b#gr;oﬂthe‘President, the NSC, the
State and Defense Deparpments,_aﬁd other agencies. Finished

intelligence is primarily the responsibility of the Directorate

[P

of Intelligencg’which stores all CIA finished reports in its files.
Raw intelligence is the information provided by a CIA :
source and written to protect the source's identity in order to

.disseminatyngo analysts and policymakers. Raw intelligence

é&gzzinformation from other agencieé form the basis for the

finished intelligence reports written by analysts.

gedizestiyto—potieymaicers. nlike finisﬁed intelligence
wh:ch is stored mainly in the files of the D1rector of Intelli-
gence, raw 1nte111gence rzports are stored 13nboth the Bereecior
AL ss—af Intelllgence anqziff;atlons %
Frequently, copies Of Taw intelligence reports will be
included in the same file as .operational materials on the
handling»of the source; and ihformation contained in the raw
report may also be mentioned in documents that directly concern
the handling of the source. Théreforg, an FOIA request for -
information on a subject contained in~raw inte11igence reports

triggers a search of the files of both Directorates.
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Suppose information in a raw report can be declassified
and released without jeopardizing the source. Under current
FOIA requirements, CIA must search both the files on intelligence
reports in the Directorate of Intelligence and the files on
the handling of the source in the Operations Directorate.
In addition, the CIA must review not only the intelligence
report, but aléo any documents concerning the handling of the
source that‘may include the same information. The result could be
release of three substantially similar docments -- the declassi-
fied report filed in the Directorate of Intelligence, a copy of
the same report filed in the Operations Directorate, and a third
operational document heaviiy edited to delete any sensitive

information that might endanger the source while still releasing

the information duplicating the declassified intelligence report.‘

This exampie illustrates how raw intelligence could still
be located and reviewed for declassification with less risk
to the source and less delay in processing the request notwith-
standing the exemptions .in S. 1324. In this case the crucial
feature of the CIA filing system is the practice of disseminating
copies of raw intelligence f:Ports for storage in the files of the
Directorate of Intelligence. Under current FOIA requirements, a

requeste; of intelligence reports readily accessible through the

Directorate of Intelligence mustAwalt u tll the longer search and

review of Operations Directorate files is completed. ~8¥ea—+f—tﬂt

2>

Footnote, p. «%3

See the sectional analysis of secti
of exceptlonal cases where intelli

sensitive sources ar
semsitive s e returned for storage solely in Operations
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eevrew—oi—Bperations—bireetorate—f oS T TOmMpTered. Even if the
requesﬁ is limited to Directorate of Intelligence files, it must
waitvits turn behind previous requests that involve search and
review of Operations Directofate_filesf' Exempting the duplicative
ope;ational files from search énd reQng would expedite the process
with no loss of access to the desi:ed'inforﬁafion.

The same is true for inforﬁa;ioﬁ on policy issues, including
operational policy matters, considered at CIA executive levels by
the Director and Deputy Director of Central Intelligence, the
Executive Director, the Comptroller, the General Counsel, the
Deputy Director for Administration, and other senior CIA off1c1a15"
outside the Operations Directorate. For example, -Deputy Director
‘McMahon testified that documents handcarried to the Director or
Deputy Director and returned to opefational files for safekeeping
are referenced in the CIA'S'Exeéutive Registry, which logs all
documents that go into or out of the Office of the Director -and
Déphty Director. All documehts referéncéd‘in the Executive
Registry will be subject to search and review. These documents
éould concern significant policy quéstions réquiring the atten-
tion of the Director or Deputy Director. Such matters range
from general policy directives to specific decisions approving
partlcular operational activities. -

The fact that raw 1ntell1gence reports and policy documents
are accessible through index and retrieval systems located in
thé Directorate of Intelligence and the Office of the Director

and Deputy Director has made it possible to refine the standards

for designation of CIA operational files in the bill.
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Specific statutory language guarantees that all nondesignated
files remain subject to search and review, including any infor-

mation in those files that was derived or disseminated from
. &

designated operational files. e~
Moreover, in recognition of the < public interest in

CIA "special activities' (or coverf'actioﬁudperations), the
bill contains a proviso that'prééé%veé exiéting law for access
to information about any speciél activity the existence of which
is not exempt from‘disclosuré under the FOIA. The bill also
takes account of the comparable public interest in investigations
of allegedly illegal or improper intelligence activities. As
//%mended, the bill ensures access for search and review to inﬁpr—
' reviewed ond relied Wpono

mation in designated operational files that was dixegtly xelevant
&“A%:Légglinvestigatioﬁ. Finaily, as the CIA originally proposed
inll979,'United States citizens and permanent resident aliens
will continue to have the same ability to obtain informatign
about themselves from bperational fiies.

Assuped access té the files of important CIA components
such as the Directorate of Intelligencé~and'the Office of the
Directér, and the provisions for access to particular types

of information, effectively safeguard continued public access

to releasable CIA information.
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The 1979-82 CIA proposals would have established general

standards for designation of files of any CIA component as

By contrast,
teqgovies
‘only three CIA

operational files exempt from search and review,
: ">

S. 1324 limits such designation

components -- the Operations Directorate, théjDirectorate for

Science and Technology, and the\Office of Security. This ensures

. : P s 10 (Y 5.'('

by statute that the files of the Directorate of IntelligenceAgnd Maﬂa;

the Office of Director and Deputy Director, as well as other ¢@‘&q“"

significant CIA components such as the Directorate for Adminis- 4%£5g;

tration and the Offices of Executive Direc:o§4 Eqﬂgﬁ:ol T, 32

General Counsel, and Inspector Gener;%rfggal.remainsug?ect ?ﬁéqaﬁs:

search and review. Aesﬂf?ﬂ‘zttess-tv*thc'fi}ev of rhege gther
;ggmpgnenrc, ef fectively—seferuards continued—pubtic—acTess to 0‘4&&42L

_relsaseblte—CHAinformesion..

I1. Findings and Purposes

The Committee has considered various proposals to modiiy
tﬁe effgcts of the Freedom of Information Act on the CIA since
1980. The issues were discuésed extensively at hearings on
S. 2284, the National Intelligence Act of 1980, and oﬁ S. 1273
during 1981. The hearings on S. 1324, detailed questiéns
answered for the record by CIA, .and additional information
provided in staff briefings and interviews with CIA officials
have provided the Committee a'fuli picture of the value of the
information released under FOIA from CIA files, the impact of
current FOIA requirements on the CIA,~and the probable conse-

quences of various proposals. . On the basis of this record, the
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Committee makes the following'findings and recommends them to
the Senate as Section 2(a) of S. 1324: -

(]) The Frcodom_of informnt?on Act is providing the
people of the United States with an important means of
acquiring information conccrniﬁg the waﬁings and decision-
making processes of their'GQVéinmént, including the Central
Intelligence Agency; |

(2) the full application of the Freedom of Information
Act to the Central Intelligence Agency is, however, imposing
unique and serious burdens on this agency; N

(3) the processing of a Freedom of Information Act
request by the Central Qntelligence Agency normally requires
the search of numerous systems of records for information
responsive to the reqﬁest; |

(4) the review of responsive information in operational
files which concérns sources and methods utilized in intelli-
geﬁce operations can only be accomplished by senior intelli-
gence officers bhaving the necesséry operational training and
experience; | |

(5) the Central Inteiligence Agency must fQ1Iy
process all requests for information, even where the requestor
seeks information which clearly cannot be released for
reasons of national éécurity;

(6) release of information out of operational files

risks the compromise of intelligence sources and methods;
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(7) since eight yéars.of experience under the amended
Freedom of Information Act has demonstrated that_this"
time-consuming and burdénsome sea;éh and review of opera-
tional files has resulted in the ;:oper withholding of
information contained in such files, théjCentral Intel-
ligence Agency should no lbnge{ be reéuired to expend
valuable persoﬁnel and othe:«fésoﬂrces in the search and
review of information in these files;

(8) the full application of the Freedom.of Informa-
tion Act to the Central Intelligence Agency is perceived
by individuals who cooﬁerate with the United States Government
as a meaﬁs by which their coOperation.and the information they
provide may be disclosed;

(9) information concerning the means by which intelli-
gence 1is gatbered‘generélly is not necessary for public
debate on the defense and foreign policies of the United
-States, but information gathered by the Central Intelligénce
Agency should remain accessible to'requesters, subject to
existing exemptions under law;

(10) the organization of Central Intelligence Agency
records allows the exclusién of operational files from
the search and review requirements of the Freedom of Informa-
tion Act while leaving files.containing information gatbered
through intelligence operétions accessible to requestors,

"subject to existing exemptions under law; and
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(11) the full application of the Freedom of Informa-
tion Act ﬁo the Central Intelligence Agency results in
inordinate delays and the inability of the Agency to
réspond to requests for information in a timely fashibn.
Therefore, the Comhittee reports S. 1324 to the Senate with

a recoﬁmendaLion for favorable action thercon to achieve the
following purposes set forth in Section 2(b) of the bill:

(1) to protect the ability of the public to request
information from the Central Intelligence Agency under the
Freedom of Information Act to the extent that such requests do
not require the search and review of operational files;

(2) to protect the right of individual United States
citizens and permaneﬁt resident aliens to request information
on themselves contained in all categories of files of the

‘Central Intelligence Agency; and

(3) to provide relief to the Central Intelligence
Agency from the burdens -of searching and reviewing opera-
tional files, so ‘as to improve protection for intelligence
sources and methods and enéble thié agency to respond to
requests for information in a more timely and effective
manner. | : | -
I11. Actions to Improve CIA'Responéiveness

A
. The CIA advised the Committee there is a two-three year

.delay responding to FOIA requests where responsive documents are
'located in Operations Directorate files and review of documents

is required. Moreover, responses to requests for information
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located in other CIA componeﬁté are affected by this delay; For
example, documents originating in the qutations Directorate but
located in another Directoratefs‘files are referred to the
Operations Directorate for classification reQ&ew Also, documents
orlglnatlng outside the Operatlons Dlrectorate are usually sent

to the operations Dlrectq}fe for éoord1nat10n/rev1ew. {/oar"
Thus, the review negesséry for Hocuments found in the Operations
Directorate is 6f the overall CIA backlog in responding

to FOIA requests. Becaus%;requests eeeShandled on a first in,

first out basis, those involving bundreds of pages of responsive

PR

documents can»delay the processing of far smaller cases in the
-quéue.

The Operations Directorate backlog developed répidly in the
1970s and has remained stable since. The number of FOIA requests
has declined gradually from a peak of 1,608 in 1978 to 1,016 in
1982. Because many of these requests continue to be broad ana,
thus, time-consuming, it has.not been»possible for CIA to reduce

a4

the backlog even w1th a largg umber of experienced employees.
Of 26 full-time p051t10ns5\the Operatlons Dire torat%)ass+gﬂs 22 a

professionals with s1gn1f1cangﬂ e CIA experience, ‘to
EQIA/Rrivacy Act/Execytive Qrdec—provessing. ~The Operations
Directorate effort consists of 71 work-years (equivalent to 71

full-time positiéns) out of a total CIlA effort of 128 work-years
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" on FOIA/PA/EO duties dupifig 1982.7C Assignment of more personnel

cannot significa y reduce the backlog in the Operations

Directorat because many declassification review decisions can

pervising intelligence operations. : ___J/

The ClA projects a significant

reduction in the Operations

Directorate backiog

ithin one year enactment of the bill;

it cannot predict how AOng it wil ake to eliminate the present

backlog entirely. Case nvolve coordinating large numbers

of documents  (both withinyCIA and with other agencies) will
continue to require cehsiderable time to complete. The Agency

ekpeCts to meet thre 10-day skandard of the FOIA rarely because

the decentral ied nature of CI

's file systems and necessary

compartmepfation of the intellig&nce process will continue to

af fect”the timelihess of CIA effg

- On July 5, 19 as a backlog of 1,546 FOIA requests,

review requests.

Qould be elimjmbted if the

ill were enacted, and an additional .

50 would be reduced in scope.\ On the other hand, CIA believes

This figure includes full-time and part- time positions.
éizzo The effort in other CIA components is as follows:
‘Directorate of Administration (which houses the Informa-
~tion and Privacy Division having overall responsibility

for all FOIA requests) 33 work-years, Office of the Director
18 work-years, Directorate of Intelligence & work-years,

and Directorate for Science and Technology 2 work-years.

CIA estimates that the services of some 100 professionals
with a variety of intelligence disciplines are pulled away
from regular duties to focus on FOIA matters.
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that action on this bill coul

stimulate increased numbers and

different kinds of FOIA quests in the expectation of more

timely respotses. “puty Director McMahon said he suspects

"that a numbe well-meaning requestors wheh they know it is
going to tak wo Lo three years to gét an answer are discourged."
The prospegts of a reduced backlog could encourage an influx of

request , adversely af fect working-off the backlog.

‘the anticipated i in FOIA requests. Currently, the
search and review p fcess in areas that do not involve Opera-
"can generally be completed in several

weeks, or at st in sdveral months.” According to the CIA,

when the biXl finally el\minates the backlog, the average

responsg time is expected to‘be "several months or less.”

In stating the purposes of this bill, the Committee
expressiy noted its intent '"to enable this agency to respond
to the public's requests for information in a more timely and
efficient manner.” With the enactment of S. 1324 the Committee
expects that FOIA requesters wili_receive responses to their
fequests in a far more timely manner.

To achieve this objective, the Committee has requested

the CIA to provide a specific program of administrative
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- measures the Agency will take to improve proceseing of FOIA
requests following enactment of this legislation. The Com-
mittee believes that the essential elements of this program
should include a detailed plan for eliminating the present
backlog of FOlA reaquests and a description of the bill's
impact on the Agency's ongoing efforts to process promptly
those requests that do not require extensive search, review,

and coordination and to-expedite other reguests under criteria
established by the Justice Department.

——— . '

With respect to the allocation of resources and personnel I

freed by the bill's impact on search and review requirements,
the Committee requests the Agency to appropriately apply such
resources and personnel to the task of eliminating the present
backlog. To accomplish this,.the Committee expects the Agency
not te reduce its budgetary and.personnel allocation for FOIA
'during the period of two years immediately following enactmént
of this legislation. The Committee will examine the question
of budgetary and personnel'allocation thereafter during con-
eideration of the annual CIA budget authorization. Moreover,
tBe Commmittee intends and the CIA agrees that resources

freed By elimination of the backlog will be reallocated to
1augment resources for search and review of nonde31gnated files.
For its part, the Commlttee will regularly and closely
.;scrut1n1ze the CIA's implementation of each aspect of this

fptogram to insure that concrete results are achieved toward

“stated objectives. 'The Committee expects its oversigbt
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N

performance will be facilitaCed.by periodic progress reports
and meetings in which Commmit;ee members will be apprised of
the status of the agency's FCIA processing operations. To this
end, the CIA will also provide the Committee with the annual
statistical FOIA report it . prov1des to the Senate.

Finally, the Committee 1ﬁéeﬁée—fO—f9kt—ﬁﬁtﬁ-othef~ﬁeéieﬁﬁ—tt

mey—be necessaxy—to insure that all. FOIA requests are responded . lop
O unddpue K £
to in a t1melthanner,and_LLea&eé_w+eb—ebe—eee;;esy_saqa&%eé—%y

the—spirity—ac—welti—as—the letter,of—the—FOlo.

NEXT-OF-KIN RESPONSIVENESS v

This legislation does not give next-of-kin a right to request
information about a deceased person. However, the Committee
eexpects the CIA to treat generously bereaved families of CIA
officers and agents who haye died under suspicious circumstances.
CIA assured the Committee it will search without restriction for
documents where there is a° reouest by‘%ext of-kin for information

on employees or agents who have died in service to their country ’/

In addition, the CIA has adv1se%ﬁégaeérequeSCS by next-of-kin for

information about MIA's will be searched without restriction. %

IV. Historians

The original version of this bili did not provide for the
-evehtual removal of designation from files or”poftions of files
ﬁhat no longer warranted the .special protection afforded by this
Act. Professor Anna Nelson of George Washington Un1ver51ty, -

speaking on behalf of the major assoc1at10ns of hlstorlans, noted
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that permanent deéignation could result in important material
never being made available to the public, even after the passage
of timé had eroded its sensitivity. General Richard Larkin,
President 6[ the Association of Former Intelligence Officers,
responded to a question from the Chairman of the Committee by
affirming that historical research apd.writing on the role of
intelligence in American history was of "tremendous value in
our educational system as well as in our political system."

The>CIA'assured the Committee that ”‘he designation process
will be a dynamic one, in which recommendations for removal of
files from designated status will be made to the DCIl whenever
such a lifting of the designation is appropriate either because
of the passage of time or for some other reason." Thus, the
'Deputy Director for Operations decided that the files of the 0SS
Awould not be designated. The CIA opposed any specific time:limit
on designations because such a limit would inevitably be arbi-
trary and would expose sensitive files to needless FOIA search
and review. |

After further consideration, the Committee adopted, with
CIA's support, an amendment specifying that file designation
must be reviewed at least once every ten years and setting foréb :
.basiﬁ criteria to be applied in this deFdesigﬁation review.

A-The Committee, recogniiing the necessity to protect sensi-
{five information expects that the Agencyﬁde—designate operational

files to the maximum extent possible consistent with the criteria.
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V. Judicial Review

In the course of hearings on S. 1324, there was extensive
discussion of whether the biil would or should provide for judicial
review of the DCI's decisioﬁ td designate aipérticular file as
exempt from 3ﬁﬁ§§4a4 review. lIn testimohy Be%ore the Committee,
CIA testified that "the designation by the DCI would not be
judicially reviewable," because the bill gave the DCI authority
to designate files at his sole discretion. CIA also expressed
grave concern that judicial review could defeat the entire pur-

pose of the,bill if it required the court to inspect each and

. ypcﬂabunwcai*f
to determine if Gha—£é&9qhad
file

esignated /Jor whether a documert had been ég@proper-

"been @wproper
ly preeeé—ip—e designated, fba. CIA feared that this process
could result in the court bécoming mired in an item-by-item review
of large amnuasg of documents..

Other witnesses sqggestéd the need for judicial review and
disagreed wit;qE%Z's interpretatibn of the bill. For example,
Mark Lynch of the ACLU said there was "not réally anything in the
bill to indicate non-reviewability" and urged that the legislative
hist‘ory rejectﬁCIA'S‘ interpretation. ~Summarizing the arguments in
favor of judicial review, Mr. Lynch stated that "judicial reviéw'
is ébsolutely essential, because I think thatnthe public simply
would not have confidence that the Agency had not succumbed to the

temptation to go overboard in the designation of files as opera-

tional if there were no judicial review."
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Mary Lawton, Counsel for Intelligenée Poliéy in the Justice
Department, testified that it would be "left to the court's own
judgment as to whether there was an intent or not of Congress to
precluée judicial review of the designation." As she understood
the bill, it was '"'absolutely silent" and would neither invite nor
bar judicial review of file designations. 'However, she also pre-
dicted that '"courts would be very réluctant under...standing
judicial precedent to engage in judicial review of the categoriza-
tion of files of an ageﬁzy by the head of the agency.” She also
predicted that the Justice Depértment would urge the courts to
give '"the greatést deference‘to the Executive branch." She also
noted that "a.legal argument could be made based on existing case .
law." Similarly, former Associate Attorney General John Shenefield
said he thought "a fair interpretation of the language would allow

" one to conclude that judicial review is not as a practical matter
»available in the typical case.” -
After reviewing these arguments‘as to the meaning . of the- bill

and advantages and disadvantages of judicial review, the Committee

amendedAto provide for judicial
review in ceaéggkn circumstances. The Committee does not intend ;
that this amendment will require ClA to expose through litigation,

via discovery or other peans, the make up and contents of sensitive

filé.systems.of the Agency to plaintiffs. The Committee expects
“the procedure for judicial review in this bill will be entirely
_ ;éonsistent with the objective of reducing the FOIA burden on the

Agency. At the same time, the Committee believes this judicial

App'r-'oved Fo-r Release 2008/12/08 : CIA-RDP89B00236R000200120001-8




Approved For Release 2008/12/08 : CIA-RDP89BOOZ36R000200120001-8

~47=_

review:prccedure is necesséry to guard against any improper
desfgna;ion of CIA files or‘improperlinClusion of documents
solely within particular designa;edAfifes. The Committee is
confident that the ClA"will.implement this bill in accordance

with the statutory requirements. Therefore, the Committee does

not anticipate that judicial review4Will be needed routinely.

-

SECTION BY SECTION ANALYSIS

SECTION 701. -- DESIGNATION OF FILES BY THE DIRECTOR -
OF CENTRAL INTELLIGENCE

Séction 3 of the bill amends the Natiénal Seéurity Act of
1947 by adding a new Title VII designating certain CIA files
exempt from search and review under the Freedom of Information
Act.

Section 701 authorizes the Director of Central Intellig
gence to designate oﬂ%?:zgonal files within the Directorate of
Opefations (DO), Directorate of Science & Technology (DS&T), and
the Office of Security (0S) of the Central Intelligence Agency
which store certain delineated categories of information. Such

designation exempts these files from the FOIA provisions requir-

"ing publication or disclosure, or search and Teview related to

publication or disclosure. The section also provides for
exceptiohs to these exemptions to ensure that currently releas-

able CIA information remains accessible under the FOIA.
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Section 701(a) -- Standards for Designation

Section 701(a) allows the Director of Central Intelligence,
in furtherance of his statutory responsibilities to protect
intelligence sources and methods, to designate certain opera-
tional {iles located in the DO, DS&T, and OS of the Central
Intelligence Agency as exempl [rom the provisions of the Freedom

of Information Act which require search, review, publication, or

disclosure. ‘ . .

The term "operational files" describes files that store
information about particular intelligence sources and methods.
These kinds of files concern the intelligence process -- includ-
ing information on the identities of and contacts -with human
intelligence sources, the various methods used to collect

intelligence from human and technical sources, and day-to-day

"administration and management of sensitive human and technical

‘intelligence activities. ~Hrey Ushould be distinguished from-what.

may be called "intelligence product files' whose function is to
store intelligence gathered from human and technical sources.
It is the intent of the bill that for affected CIA components
baving both types of files -- that is, the Directorate of

0perétions and the Directorate for Science and Technology -- the

term ''operational files" does not apply to files whose function
is .to store gathered intelligence not stored 'in files of

‘other CIA components that remain subject to search and review.

As introduced, the bill listed four sepérate cateEorée? C//*

- of files that could. be designated in any of the threeAéomponen:s.
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After the Commmittee reviewed the functions of each component
and CIA's plans for file desigﬁation, the bill was revised to
specify.the particular category (or categories) of files that
may be designatéd in each ébmpdnent. The CiA emphasized and
the Committee agrees that the bgsis,fb} filé designation should
be the function of the file; i,e.1;£hejpurpo§e for which the file
has been establishedarayher_thqn"&he sﬁecified contents of the
file. Therefore, the language of the bill has been modified to
refer to files which "document'" certain operacionai activities of
the CIA. The intent is that designated files will be those'which
serve as the repository for storage of documents generated in the
_course of conducting intelligence operations. The categories have
been framed to concentrate on those CIA files that contain the most
higﬁly sensitive informatibh that directly concerns intelligence |
sources and methods. Finally, the term 'counterterrorism' has been
deleted from the bill as introduced, because it is subsumed-by the
terms "'foreign intelligence" and "counterintelligence" in Executive
Order 12333 which governs the conduct of U.S. intelligence activi-
ties. Special activities or covert action is considered inclqded
in ﬁhe term "files of the Directorate of Operations which document
foreign intelligence or counterintelligence operations....”
Experience has shown that very little, if any, information

of any meaningful benefit to the public has ever been released
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from these files.”k By exempting these categories of

files from search and review requirements, endless hours would
no lonéer be spent by experienced intelligence officers in a
line—by-liﬁe review process that invariably results in little or
no actual release of information. Exemption of these categories

of files from search and review will;aléo substantially limit

the risk of human error resulting in the mistaken release of
{/

. . < .
frres—will—areoassure those who cooperate with our country at

great personal risk that the United States is able to maintain
the confidentiality of such relationships and to safeguard the
information entrusted to it.

The FOIA already exempts information concerning intelligence
'sour;es and methods from publication or disclosure. If properly.
classified, $ is exempt undeﬂzgg:tion (b) (1) of the Act. Even
if the information concerning sources and methods is unclassified,
there is a separate exemption undéfﬁgéction (b) (3) for such ‘

. at L
information so the DCI can fulfill his statutory dutysto protect

\a? . During 1982, the CIA released to the public, in whole or in
: _part, material in twenty-eight percent of the FOIA cases
_processed. Although exact figures on the three affected
. CIA components are not readily available, the CIA estimates

;::::; - that) five percent or less of the material released came

f

rom those components. T)Ma 0 7 ¢ ‘j—
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intelligence sources and methods. Nevertheless, in some

circumstances the FOIA requirement to search and review a file
or set of files can pose a risk to intelligence sources and
methods.l/T%is is especially so with regard to "operational

files" located in the Directorate of Operatiohq Directorate for

Science and Technology, and Offlce of Securlty

| It is, however, extremely 1mportant to understand that

exempting certain files from-sea;ch, review, publication or

disclosure does not constitute a total exclusion of CIA files ;

from the processes of the FOIA. The effect of section 701 (a)

will be that files located in any records system outside of these

designated categories will remain subject to the search, review,

tions, of the Act.] In addition, under swbsection 701(c), all files
will continue to be subject to the present prbvisions governing the

bandling of reques or informationjpursuant to the Privacy Act of

1974.

The m‘cgategory of files

Directorate for Science and Technology which document the means

ighated are those in the

by which foreign intelligence or counterintelligence is collected
through scientific and technical systems. The_C6mmittee examined
the DS&T files systems and is satisfied it ié,possible to identify
and designate only those files concerned with scientific and

technical systems collections efforts. The Committee is also

satisfied that over the past several years information contained

|
\
publication, and disclosure requirements, as well as the exemp-

S r- hﬁna.g)l; dA;Cunmuﬂ \
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in the file systems which would be designated within the DS&T

has been withheld from release under the FOIA pursuant to

exemptions (b) (1) and (b)(3) of the Act. Therefore, there will
) be no withholding of information from the DS&T which would have

k_:fffijiiii—?een released under the current Act. thﬁﬂéz-

e———

The sceeond category of files listed in Section 701(a) allows

. first
1§wp designation of files in the Directorate of Operations which doc-
Nﬁs ument foreign intelligence or counterintelligence operations eag?”
"~

A intelligence ‘or security liaison arrangements or information
exchanges with foreign governments or their intelligence or
Q é‘ security services. Special activities or covert action is included

RN . in this concept.

'WWMMn. The
Committee reviewedvthe file systems of the DO and found thai,by tar
the majority of the file systems in this Directorate deal with the
sources and methods used in our collection efforts. Again, the
Committee is satisfied that information contained in these files
systems has been protected from release to the publlc/under exemp-
tions (b)(l) and (b)(3) of the FOIA. However, there fégg;%’
,exaep:;na—cf a few files systems within the DO which would not be

.:designated under the terms of this bill because they do not cantain

Afoﬁerétionéé-iréemmeééea-but rather serve as the sole repository
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: The Office of Se ity files that concern other personnel,
ph sical, document, or communlcatlons security activities - Q
PRy — R A . '\OS'uq ,
cannot be designated as operatlonal flles For example,- &mg
‘o g files on activities within the Unlted States to protect the P"Q}.’L .
o\ LnJ)T
X‘\é(\p_ Physical security of agency facilities will be ineligible
@\ S{\‘P for designation. r |
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frsuenpls,

for the—most—hiphdy sensitive intelligence reports. XFcause
of the sensitivity of the sources, a small number of intelligence
reports prepared by the Operations Directorate are disseminated

by memoranda and returned for storage solely - in DO files. —H4ace

ErreseTaTTOw Tateg O tesof—fites—witirIti the Operations Director—

paLe_do_aoc_dggLﬂaith.Lbe_sauxceﬁ;and_mashodg’ihv61ved in intel-
JLigence collection.operations these files canpot—BE designated

by_Lbe—Déree@o&~oﬁmGenEﬁaL~lnLglli@ﬁwmﬂi

To the extent that administrative, management, and policy f

(e
documents are generated b ﬂtbe Operations Directorate are

not disseminated outside the Directorate, the files that store
‘those documents are jntended to be deéignated because such
materials directly,concern'sources énd methods and COntaiﬁ
little if any information féleasable under the FOIA. However;
any administrative, managemeﬁt, or policy documents dissemipated
outside the Directorate~will'remain subjecﬁ to search an

d |
reviev/ This includes analyses of the prospects for and Uresults ngé

of operations, as well as reports on their outcomes and instruc-

tions for their condu?j/”g;;ilarly,‘Operations Directorate

files on personalities and impersonal subjects are generally

used by the Directorate as an integral part of the conduct of

i : — - - . —_—
operations. fisofar as the information in &hewe-files is ever .

used by national policymakérs or at Agency exectutive levels,
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it will be duplicated in or accessible through the files of

7\

other Agency components.

R

Category three under subsection 701(a) exempts from search
and review those files of the Office of Security whlch-gg;gggg-
investigations conducted to determine the suitability of potential

of e DOLA e d so 7"

foreign intelligence or counterintelligence source5 After a
review of the files systems contained in the Office of Security by
staff, the Committee has satisﬁied'itself that it is possible to
identify those file systems within éhe Office of Security which
deal witﬁ such investigations for the purpose of designation by the
Director of Central Intelligence. The information contained in
these files systems has been protected from release under exemp- -

tions (b)(1) and (b)(3) and therefore there is no loss of informa-

tion to the public.()/\hf

Proviso Regarding Disseminated Information

' Section 701(a) contains two provisos. The first makes it
clear that nondesignated files remain subject to search and
review even if they include information derived or disseminated
from designated operational files. The search and review of
these nondesignated files include the informégion derived or
disseminated from designated files. On the other hand, the

fact- that information from designated operational files has

*Been'included in the non-designated files shall not affect- the

“designation of the originating operational files.
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. It is Committee's intént}that documents entered into a non-
designated file system, but returned féf storage solely in desig-
nated files, will be considered part'oé‘the non—designated file
system. Thus, if a request is made for 1nformat10n in non-desig-
naf,-é files, and the records contalned in tbose files indicate \AA/
NS
that a responsive document was entered;1nto ‘the non-designated
files, that document will be retrieved from designated files. This
search is not intended to affect‘the designation of the originating
operational files.

Two examples illustraté the intent of the Committee. Eirst,
Deputy.Directbr McMahon testified that docdments handcarried to
.ché Director or Deputy Director and returned to operational files
for safekeeping are referepced in the CIA's Executive Registry,
which logs 2ll documents that go into or out of the Office of
the D1rector and Deputy Director. All documents referenced- in
the Executlve Registry w111 be subJect to search and review.

These documents deal with policy questions that receive the atten-
tion of the Director or the Deputy Director, ranging from general
policy directives to approval of specific operational activities.

For instance, unclassified CIA regulations préhibit the opera-.

exception is authorized by the Director. The record of any

tional use of U.S. news medié_pérsonnel by the CIA, unless an
authorization will remain subject to search and review through
. T
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tile files of the Office of the Director, even if the authorizing

document is returned for storage in files of the Operations

Directorate.

. The second exemple'concerns sensitive intelligence reports
that are disseminated to the Directorate of Intelligence and
returned for storage solely in the f%les of the Operations Direc-
forate. The files of tﬂe Operetions Directorate that serve as the
repository for these reports will not be designated as operational
files. Moredver, if a sensitive inﬁelligence report is entered
ipto.the Directorate of Intelligence file system and returned for
storage solely in a designated operational file, that report will
be considered part of the non-designated Directorate of Intel-

~ligence files and will be retrievable as if it continued to be

.stored in the non-designated files.

" The first proviso is especially 1mportant for hlstorlans.
Documents contained in non-designated files cannot be exempted
from the search and review process because they discuss opera-
tional subject-matter or otherw1se include information derived
or disseminated from designated operational files. Historians
are especially interested in operational policy documents dis--
seminetedbto the President and the National Security Council.

ﬂAeeofding to the CIA, all such documen;s are sent via the foice

“of the Difectqr and thus will ‘be accessible ehrough the
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Executive Registry. It is the intent of the Committee that

this procedure shoyld not be, modified.
L Shau-tlbc/wﬁiz_ frat- /

AFrOTHET T TONS B UC T <6 s ’requests

0335'(,

made by historians and others u t to Executlve Order
) Lﬁ)‘l«q ch/;%
on national qecur:ty 1nformatfbnz h1€ order includes a manqatory

search and declassification review upon receipt of a request that

descrlbes "the ddcuments ot material containing the information

e

wit suff1c1ent specificity to enable the Agency to locate it with
a reasonable amount of effort." Section 3.4(a)(2). The CIA will .
continue to respond tohrequests for information in designated

operational files, and the Committee intends that CIA should do

so in the same manner as it presently does.

Proviso regarding Special Activities

The second proviso in section 701(a) is an extremely

important provision in the legislation. It is intended to make

clear that designated operational files will be subject to

search and review in response to an FOIA request when they

contain information concerning a special activity the fact of

s M&m mww Uomele, 11,
. —

whose existence or nonexistence,h
_ A )'Cvfy_

Current case law concerning FOIA requests for information

'about special activities holds that in certain c1rcumstances,

w_c;‘
the. CIA response can nelther confirm nor deny the ex1stencerf AG(;
':records responsive to an FOIA request relating to, special

fact1v1ty The issue in these cases is whether the fact of the

A N - eisTenc

"ex1stencen?f the spec1a1 activity is currently and properly
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classified. When/classified, the CIA can only protect that
classified fact by declining to even admit it possesses respons-
ive documents. Hence, under;present case law, once it is |
upheld that the exiggegzgagéffzggégial$activity J%;ZT::é?fied,
thefe is no requirement to search any files; including opera-
tional, for responsive documents. Fprthermdgé, this is a
response required to be made ipfspééified circumstances under
‘Section 3.4(f) (1) of Executive Ordéf 1&356. Nothing in this
legislation ‘is intended in ény-way to limit this ability of the
CIA to utilize the "Glomar" response, so named as & result of
Freedom of Information Act fequests to the CIA concerning the
Glomar Exploration ship.

However, courts have held that where an authd%ized Executive
Branch official has acknowledged ;he existence or nonexistence
of a specific special activity the existence of that special
activity is no longer a classified fact exempt from disclosure
uqder.tbe provisions of the FOIA. In such .a case, files coétaip-
ing information concerning an acknowledged special activity
becomeg accessible to an FOIA request, subject to search and
review, and release using the current exemptions in the FOIA.
This access to files containing information on an acknowledged
special activity will continue under this proJiéo. -
- Under this proviso, a request triggetingnsearch and review
gzg—infofmation on a special activity must establish that the
existence of a specific covert aétion operation, such as the

Bay of Pigs invasion or the CIA's role in replacement of the

Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8
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_ Guatemala regime in'the 1950s, is not exempt from disclosure
under ﬁhe FOIA. A request is not sufficient to require search
and review of designated files if it refers to a broad category
or typé of covert action operations. For example, a request
predicated on declassification of the existence of CIA covert
ef[brts to counter Sovict influence.in Western Europe during the
1950s would not be sufficiently spec;fic. [Ep%—uould_any other
reguvest—fqr information concerning a broad category or type of

special _activities in a described area or time-framé] However,

[P

requesting information about a particular individual or organiza-
‘tion officially acknowledgéd to have provided operational
assistance in the conduct of special activities wauld be suf-
ficiently spécific, as would a request for information about an

officially disclosed effort to influence foreign public opinion

by promoting a specific viewpoinf in support of U.S. foreign °££;57
‘policy aims. Thear W NYSIPN e ¥ ',,SW" s
- oA Mttt .

It is not possible in undlassified legislative history to
spell out all the relevant examples which would fully illustrate
the meaning of the specificity reqﬁirement. Nevertheless, per-
sons seeking to use this proviso as a means of securing access
to information in designated files should understand that the
purposé is to provide for search and review only eégﬁi the

'exiSCence of a particular special accivityy%::Léggi-disclosed

" under the FOIA. 1t is not intended to be an invitation to test

the continued classification of broad categories or types of -
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special activities in order to gain access to designated files.
The determination of whether or not the fact of the
n nen -y

existency of o particular special actiﬁity is currently and

properly classified will be treated in the same manner as any

other classification determiﬁ%gig; the CIA. The initial deter-

mination is made by Operational Darec;orate-officers assigned to

the Directorate's Information Maﬁagement Staff in consultation

with the concerned area d1v151on in th rictorate. They will
¢ ‘
consider, among other thlngs, whetggu a spe 1al activity has been P

officially acknowledged by an authorlzed representative of the

U.S. Government. Of course, the existence of an officially

.acknowledged spez%al ac 1v1ty is ipso facto not classified. In
e

any case where t

ot

xictence of a particular special activity has .
A\ecl ssified, flles cOntalnlng information concerning that

activity will become accessible to a FOIA request for infor@ation

concerning that activity. . .

The term "special.activity" as used in thié proviso means
anf activity of the United States Government, other/fctivities
intended solely for obtaining necessary intelligence, which is
planned and executed so that the role of the United States is
not apparent oOr acknowledgedvpublicly; and functions in support
of any such activity, but not including diplomatic activities.
dver the years a variefy of $efrrrtiors have been used to -
regulate or authorize "special.éctivities" or covert action -

operations. ~Io.same extent it becomes a 'you know it when you

——
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see fTr'standard, not—eenforming ta any legalistic formuta—for

o~
S

Hhe—purposes—oithis _prowise. The intent is that whatever was

Y| the prevailing CIA practice whenAcovertfaction oﬁiations were

conducted should determine the meaning of the term "special
activity'" under this proviso.

Proviso Regarding lmproprietics

- Under this bill as introduced, files within the OGC and
the Office of Inspector General, which are the compcnents within
the CIA charged with investigating allegations of improper or
illegal intelligence activities, could not be designated exempt
from search and review. This intended to insure that material
dealing with improper or illegal intelligence activities would
continue to be accessible to search and teviewt Concern was

expressed, however, that material relied upon in the course of

" an investigation of an illegal or improper intelligence activity

Awouid be located in a designated file rather than the files;of
the IG or the OGC and therefore this material would be exempt
from search and review. Therefore, the Committee amended the
second proviso to assure any such naterial will continue to
be subject to search and review.

The Select Committee examined Agency practices for main-
taining records of such investigations and found that when an

1nvest1gation is conducted by the Inspector General s office,

'fthe General Counsel's office, or the Director's office, a
-great deal of the reviewed relevant information is copied and

_.retained in the investigating office files, which are not
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designated under the bill. When the amount of information
reviewed is too voluminous to:be reproduced, the report of
the invéstigating office will‘frequentlw reference various
files or portions of files which were rev1ewed and relied
upon by the 1nvest1gators. It is 1ntended that all materials

relevant to the subject matter -of qbe'investigation which were

om————

reviewed and relied upon by‘those“who conducted the investiga-

tion will be subject to search and review, even if stored
solely in designated files.

This provisioh applies to information reviewed and relied
upon in investigations by the intelligehceAcommittgés of the
.Congtess; the Intelligence Oversight Board, the Office of the
CIA General Counsel,tthe Office of the CIA Inspector General,
or Eﬁe Office of the Director of Central Intelligence. In-the
case of the Office of the DCI, the Committee intends to include

wnt Enantioe Diredor, :
the Office of the Deputy DCI, Reference to the Intelllgence :
Oversight Board should include any future Presidentially
authorized oversight body or Presidential Commission. More-
over, pﬁrsuant to Executive Order 12334 and predecessor orders,
the Intelligence Oversight Board has been directed by the
President to forward to the Attorney General reports received
.by the I0B concerning intelligenée activities that the Board
Believes_may be unlawful. The Committee intends that investiga-
tions conducted for the IOB by the Attorney General should be

included within the scope of this provision.
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Internal CIA investigations will be conducted by Agency
components whose files cannot be designated under this bill.
These éomponents are the General Counsel's office, the
Inspector Ceneral's office and the Director's office. The
Select Committee has reviewed ClA procedures for initiating
and conducting such investigations. . Allegations of abuse or
impropriety can originate either inside or outside of the Agency.

Allegations raised by Agency employees are directed either
to the Office of the Inspector General or to the Office of General
Counsel. CIA regulations require that Agency employees report
any ''past, current, or proposed CIA activities that might be
construed to be illegal, improper, or questionable, or not
authorized by applicable law, Executive Order, regulations, or

ahy instructions received in any way [which] appear to be

1

'illggal, improper, or questionable." CIA regulations also
specifically require employees to report possible violations
of federal criminal law to the General Counsel. In addition,
the Office of the Inspectof Genérai periodically inspects
individual Agency components. These IG inspections include
multi-disciplinary teams which choroughl§ examine every aspect
- of a component's activities. The General Counsel also
pe:fqdically requires his staff to advise himhof any items
fthaﬁ-could,require repdrting by the General Counsel to the

finﬁelligence Oversight Board under Executive Order 12333.
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THe Inspector General}s_staff substantively investigates
all.employee allegations of abuse or impropriety. When the
allegation raises any question of illegality, the 1IG Staff
either fully coordinates its iﬁvéstigation Qi;h the Office of

Gencral Counsel or relers the matler to the Oflfice of General

Counsel for reporting to the Attorney General under Executive

Order 12333. Allegations which arise internally are never
dismissed without some recorded'inquiry. Hence, they ére
never determined to be "frivolous" in the same senée of not
warranting a documented investigation.

Allegations made by persons outside the Agency almost

.exclusively arrive in the form of a letter received by the

Agency Mail Room. (On occasion, complaints are received by
telephone, sometimes anonymdusly.) If the letter contains

allegations of ébuse, impropriety, or illegality, but appear

frivolous (e.g., "CIA is manipulating my brain waves," or an -

actual and recent example, "CIA is making me fat"), there may
not be an investigation or response. If the letter does not
appear frivolous, it is forwarded to the Office of Inspector

General or the Office of General Counsel, as appropriate, for

action. The apparently frivolous letters are individually

reviewed by a supervisory CIA official. An allegation will
be deemed frivolous and closed without any investigation only
where the writer has sent previous 1etteps and the allegation

is preposterous on its face. 1If Agency records reflect the
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CIA has had contact with the individual making the allega-
tion and the individual is not a prior correspondent of
known frivolity, the allegation is never determined to be
frivolous, but is forwarded to the Inspector General or
General Counsel, a; appfopriate. In cases of repeated

and frivolous correspondence, the letter may be destroyed
and‘no recordvmade of it. 1In all ot%er cases, a record is
hade and retained in fiies tha£ will not be designated
under this bill.

The scoﬁe of investigations is determined by the
Ipspéctor General, General Counsel, or other investigating
body. Conseqﬁently,‘tbe scope of information concerning the
subject of an investigation accessible for search and review

~under the bill is contingent on the scope of the initial
-inquiry. If the records of an investigating Body indicate
éhat only a representative sample of documents in a specifié
file was examined but that pattiéular entire file was con-
sidered directly relevant to the subject of the investigation,
such file shall be aceessible for search and review.

‘There may be rare instances in which a file was not
reviewed in connection with the investigation because it was

'withhéld or overlooked through inadveftence.v“To the extent
-ftbét such file contains ‘information relating to the subject
of the inﬁestigation but not reviewed and reiied upon by the
'investiga;ing bbdy, it can become accessible if the investiga-

tion is reopened or if the file is examined in a new .
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invgstigation. For exampley if it is established that
a file was deliberately withhéld, that matter would itself
become a subject of investigétion, andﬁthe records of
that investigation would become acceésigle under the bill.

Additionally, the Committee intends ‘that where there is

‘a prima facie showing that a,documeht was withheld or
overlooked through inadvertance,'the provisions.ﬁ;rSudicial
review of improper placemeht of records under subsection
701 (e) apply. Certainly the Committee expects and the CIA
agrees that if it discovers on its own that a document was
inadvertantly overlooked or deliberately withheld; it will

‘review such document under tbe provisions of FOIA. However,
the proviso is not intended to open up all designated files

or even an entire file because portions contain information

relevant to an activity tHt was the subject of an investiga:
tion. T C & vckoAt W /‘mf"'\m‘tﬂ'dwtg‘élh.ed.wﬁﬂ?

AL\ §JLL6 O <7§ Zé*/tb
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' SECTION 701 (b)

Section 701(b) is intended to ensure that no provision
of law cnacted after the date of enactment of the Intelligence
Informatioh Act of'1983‘repeals or modifies section 701
unless such subsequently enacted provision does so by specific

citation and repeal or modification.,
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SECTION 701(c) -- FIRST PERSON REQUESTS

Section 701 (c) is intended to ensure that, this legislation
shall not effect the processing of pro;er requests by United States
citizens or permanent resident aliens for inf@rmation concerning
themselves made either under FOIAkdf thé Pfi&acy Act of 1974
(5. U.S.C. 552(a)). According folfﬁé Cla, as of July 5, 1983, there
were 1,104 pending'requests for information under the Privacy Act.
In calendar year 1982, the CIA received 1,016 Privacy Act requests.

While subsection (3) (1) of the Privacy Act authorizes the CIA
Director to promulgate ruleé to exempt from portions of the Act

"

"any system of records,’” this authority has only been narrowiy
"used to the extent necessary to protect its security methods,

intelligence sources and methods, and relationships with other
public agencies or foreign.services. (See, 32 C.F.R. 1901.61).

The Committee understands that the CIA has no intention of -

expanding its use of this broad exemption authority.
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This provision does not permit organizations to require
search and review of designated files for information about
themselves or their members. This accords with the principles
embodied in the Privacy Act, which applies only to information
concerning individuals. The Coumillee has determined that CLA
should not be required to search operational files for information
concerning a reguesting .U.S. organization. Such search could run
the gamut of operational files because U.S. organizations are
frequentiy referred to incidentally: in Agency operational doc-
uments. Reference to a U.S. organizétion in an operationa1>
document does not necessarily indicate that the organization was
targeted by or involved in a CIA operation. Because of the volume
of incidentally acquired information, grant ing domestic organiza-
'tions the same access as individuals would resurface the problems
.this.bill is designed to alleviate -- risks to sources and methods
by breaking down compartmentation of operational files and commit-
ment of operations officers to non-productive FOIA review.

Since individual officers and members of domestic organ-
izations have the right to request information from designated
files about themselves, and that'info:mation sometimes refers to
the~organization; tHe Committee believgs the bill strikes the -

proper balance in this area.
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SUBSECTION 701(d) (1)

(V)

Subsection 701(d)Apandapes that the Agency shall promulgate

regulations implementing section 701. These regulations will
require that the appropriate Deputy Directors or Office Heads
identify categories of files for designation, explain the basis
for their recommendation, and set forth procedures governing the
inclusion of documents within designated files. The recommended
designations, which will include the explanation for the designa-
tion and the procedures for including documents in the designated
files, will be forwarded to the DCI for approval. The Committee
does not intend that the implementing regulations‘require the
appropriate Deputy Directors or Office Heads to identify or list
each file to be designated. Instead, the Committee intends

that the implementing regulations will require that the
appropriate Deputy Directors or Office Heads provide a descfip-

p

tion specific enough do that the purpose for which the
categories of files were created could be identified. Because
the description of certain specific categories of CIA files
must by necessity be classified, the subsection specifically

provides that portions of the recommended designation may be

classified.
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The procedures for including documents in designated

files are especially important to ensure proper implementation

of the provisions of the bill and the DCI's designationé;‘:>

ance <:::::*~

of £hogye nonoperational funétions must/remain subject to search

As is current practice.in other areas, the Selest Committee
on—lntedliganee expects to be informed of proposed designations
brior to their effective date. This arrangement should Apply
to new designations, expansions of previous designations, and
reorganizations or filé system modifications that affect

existing designations. The proposed designations will become

effective after reporting to the Intelligence Committees and

written approval of the DCI.
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SUBSECTION 701 (d)(2)
 Subsection 701(d)(2) reduires a determination of

”whechef such designation may be removed from any category of
files or any portion thereof." The phrase "or any portion
thereof" is in no way intended to rgqh&re tge‘review and removal
from designation of individual doépmencs contained within desig-
nated files. It is intgnded, Qowévet,.to provide for the de-
designation of an'individualbfile, or files, which belong to a
larger category of designated files. For example,.the file
on a specific intelligence operation might be removed from
designation even though containéd in a larger designated
.category.of project files which continue to merit designation.
The Committee does nbt intend for the continuing sensitivity of
paréicular files within a aésignated category to serve as a
basis for retaining the designation of those files within the
designated category that meet the criteria for removal from.
designation. |

| The first criterion to be applied in determining whether
designaﬁion may be removed is "the historical value or other
public interest in the subject matter of the particular category
of files or portion thereof.'" The Committee intends this
'criterion to be applied soleiy by the CIA, but that the CIA
should consult with and take into account the recommendations
of.persoﬁs who could provide an'independent evaluation of what

topics meet this criterion. Such persons could include the
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CIA Historiapf, historians in the Departments of State

and Defense, the Archivist of the United States. '"Public
interest'" in materials would include interest expressed by
journalists and aufhors.and the contribution that such
materials could make to an understanding of intelligence,
foréign Dolicy, and international de;elopments-

| The second criterién to be applied in determining

whether designation of a file may be removed is 'the potential

—raem= - -

for declassifying a significant parﬁ of the information con-
tainéd therein.'" Its application will require the considera-
tion of factors such as the sensitivity of the operation,
the'likglihood of damaging foreign relations or revealing
' sources or methods, and the passage of time. Some materials
could lose their sensitivity even before the ﬁassage of ten
&eafs and the Committee intends that CIA regulations providé
for the possibility of de-designation review before the ' .
minimum scheduled 10-year review. "It is much more likely,
however, that files oﬁ an operation would remain designated
for at least twenty-to-thirty'years. The Committee expects

u raan Stem .
most files te be removed from designation by the time they

are;forty_yearé old, but recognizes the CIA's need for

-?fleXibility in handling especially sensitive.materials.
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SUBSECTION 701(e) (1)

Subsect ion 701(e) (1) provides for.judicial review
where a complaint alleges that the Agency hég improperly
withheld records hecause of impropegldésignétion of files
or improper placement of record; sé}ely in designated files.
Under this subsection, the ;durt"&ould-have jurisdiction to
review the Agency's regélationg implementing subsection
701(a) of this Act to determine if those regulations conform
to the statutory criteria set forth in that subsection for
designating files. Except in the situation descr%béd below,
~the courts should review only the regulations requiring the
appropriate Deputy Directofs or Office Heads to designate
categories of files, and not the actual recommended designa-
tions, the explanation for_thosé designations or the procedures
for the inclusion of documents in designated files. In review-
ing these regulations,‘the Committée expects the court will
uphold the validity of those regulations if there is a rational
basis to conclude that the implement ing régulations conform
witﬁ the statutory criteria for-designating files.

The Committee recognizes there may be situations iﬁ which’
2 plaintiff can make a showing that a particular file was
improperly designated or a document improperly placed solely
in desigﬁated files. The judiqial review provision provides

for éuch review only if the complainc is supported by an
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~affidavit, based on personal knowledge or other&ise admis-

sible evidence, which makes a prima facie showing, that (i) a

specific file containing the records requested was improperly
design&ted, or (ii) the records requested were improperly
placed solély in desigﬁated files. The reason for requiring
that a complaint be accompanied by an affidavit based on
"personal knowledge or otherwise admissible evidence, which
makes a prima facie showing'" is to insure that the courts

\ 4
conduc%afeview only when such prima facie evidence exists

that CIA'files or documents have been improperly exempted from
search and review. Should a complaintant present such evidence,
the court would have jurisdiction to determine whether the
Agency has improperly designated a file or improperly placed
records solely in a designated file.

In conducting such review in an action in which the com-

plaintant has made a prima facie showing, the Court shall order

the Agency to submit a sworn response. Such response shall
consist of an affidavit éetting forth the justification for
designating the file cbntaining thé records requested or for
filing such records solely in designated files and shall bhave
attached to it the explanation :équired in subparagraph (d) (1)
(B). of this section which serve as the basiszfof the designatién
QrAﬁhe procedures required in subparagraph (dS(l)(c) of this
'fsecfion which govern theAinélusion of'doéﬁments in the designated
.;files. The Committee believes that review of these materials

-as well as the submissions of the plaintiff will in almost all
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cases be sufficient to enable the court to determine whether
the Agency has impropérly désignated a file or improperly
placed records solely in deéignated files. However, the court,
: .

after reviewing the Agency's affidavit, ‘may require additional
affidavitq The bill does not deprlve the court of its
authority to order the Agency to attach to 1ts additional
affidavits, as part of its swornjregponse, the requested Agency
records in extraordinary circumstances where essentiai to deter-
ﬁine whether such records'were-ihprdperly placed solely in
designated files. Because the Committee anticipates that the
Agency submissions may contéin classified information, the
Committee expects the court to permit such submissions to be
'made on an iﬁ camera, ex parte basis, when necessary to protect
classified information. the Committee does not anticipate the
court's review to include exémining the file in question or
conducting any other form of»discoveryt » 2

| .Should the court find, after examining the Agency's affi-
fidavits and regulations, that there is no rational basis to
conclude that the regulations implementing subsection 701(a) of
this Act conform to the statutory criteria set forth in that
subsection for designating files,. or that the—Agency has
- improperly designated a file or improperly placed records
solely 'in designated f11es, the court shall order the Agency
to search the particular des1gnated file for the records which

are the subject of the FOIA-request and to review such records

urider the provisions of the FOIA. It is the intent of this
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Committee that this be the sole remedy for either non-
conformance of the regulations with the statute, for improper
placement of records solely in designated files, or improper
designation of a file. 1If the court finds that the Agency

has improperly designatéd a file or improperly placed records
solely in designated files, the court shall order the Agency to
search the partiﬁular designated filé for the records which are

the subject of the FOIA request.

SUBSECTION 701.(e)(2)

Subsection 701(e)(2).provides that judicial review of CIA
application of its regulations pursuant to subsection 701(d) (2)
”shall be limited to determining whether the Agency considered
the criteria set forth in such regulations.'" A court could

- thus ascertain whether proper procedures had been followed,
.but‘would not be allowed to second-guess the CIA's substantive
judgment regarding whether é.pargiéular file or portion thereof
met the de-designation criteria outlined above.

The Administration sdpports S; 1324, as reported by the
Senate Select Committee on In;elligence with amdendments.

This position was reported to the Chairman in.the following
letter-signed by Director of Central 1n;elligence, William

J. Casey:
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COST ESTIMATE OF CONGRESSIONAL BUDGET OFFICE

&
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TABLE OF CONTENTS

Section 3(b) of S. 1324 sets forth an amendment to the
table of contents gt the beginning of the National Security Act
of 1947 so as to reflect new section 701 of the new Litle

VII.
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EFFECTIVE DATE

Section 4 of the "Intelligence Information Act of 1983"
sets forth the effective date of the proposed amendment to the

National Security Act so that it willtapply retroactively to all

.Tequests for records that are, on the effective date of the

amendment, pending before the Qeﬁtral Intelligence Agency. This
would include those requests‘on administrative appeal and any
pending initial requeéts that had not been-finally.processed.
The agency could, however, as a matter of administrative digcre—

tion, decide to complete the processing of any such requests

-which had been substantially completed. The amendment would

¥

also apply to any case or proceeding; including appeals, pending
befére any court of the United States on the effective date of
the amendment. This would resuit in the dismissal by the courts
of all such legal proceedings, or portions thereof, for want of

jurisdiction, where the documents in question are located in

designated operational files and not subject to search and review

under the terms of section 701. Without ‘retroactive applicabil-
ity, it would take years for the relief envisioned by the

amendment.

Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8




. Approved For Release 2008/12/08 : CIA-RDP89B00236R000200120001-8

-80-

CHANGES IN EXISTING LAW MADE BY THE BILL

In compliance wilth subsection (4) ol rule XX1X of the

Standing Rules of -the Senate, changes in the existing law

made by the bill, as reported, are shown as follows (new

matter is printed in italic, and existing law in which no

change is proposed is shown in roman):

(61 Stat. 497) Cbhapter 343

AN ACT Td promote the mnational security by providing for a

Secretary of Defense; for a National Military Establish-
ment; for a Department of the Army, a Department of the
‘Navy, and a Department of the Air Force; and for the
coordination of the activities of the National Military
Establishment with other departments and agencies of the
Covernment concerned with the national security.

Be it enacted by the Senate and House of Representatives

-of the United States of America in Congress assembled,

SHORT TITLE

That this Act may be cited as the ''National Security Act

of 1947."

TABLE OF CONTENTS
* kg * * * . L *x * * ¥ % Ve *
TITLE VII--RELEASE OF REQUESTED INFORMATION TO THE
PUBLIC BY THE CENTRAL INTELLIGENCE AGENCY
;éec. 701. Designation .of files by the Director of Central

‘Intelligence as exempt from search, rteview,
publication, or disclosure.
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" TITLE VII-RELEASE OF REQUESTED INFORMATION TO THE

PUBLTC BY THE CENTRAIL TNTELLIGENCE AGENCY

Designation of Files by the Director of Central

Intellipence as Exempt from :Search, Review,

Publication, or Disclosure

o

Sec. 701. (a) In fhrtheraﬁée of the

responsibility of the Director of Central Intelli-

gence Lo protect intei]igence sources and methods

from unauthorized disclosure as set forth in section

102(d) (3) of this Act (50 U.S.C. 403(d)(3)) and

section 6 of the Central Intelligence Agency Act of

1949 (59 U.S.C. 403g), operational [iles located in

_the Directorate of Operations, Directorate for Science

and Technology, and Office of Security of the Central

Intelligence Agency shall be exempted from the pro-

visions of the Freedom of Information Act which

require publication or disclosure, or search or

review in connection therewith, if such files have

been specifically designated by the Director of

Central Intelligence to be-- -
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(1) files of the Directorate of -Operations

which document foreipn intelligence or counter-

intelligence operations or_intellipence or

security liaison arranpgements or information

exchanges with foreign governments or their

intelligence or security services; or

(2) files.of the Directorate for Science

Cand Technolopy which document the weans by

which foreign intelligence or counterintelligence

is collected through scientific and technical

systems;
- e ' - (3) files of the Office of Security

which document investigations conducted to

determine the suitability of potential foreign

intelligence or counterintelligence sources:

Provided, howeven, That nondesignated files which may

contain information derived or disseminated from desig-

nated operational -files shall be subject to. search and

review. The inclusion of information from operational

files in nondesignated files shall not affect the
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designation of the originating operational files

as, exempt from search, review, publication, or

disclosure: Provided, funther, That the designation

- violation of law, Executive order, or Presidential

of any operational files shall not prevent the search

and review of such files for information concerning

~any special activity the existence of which is not

exempt from disclosure under the provisions of the

Freedom of Information Act or for information rteviewed

and relied upon in an investigation by the intelligence

committees of the Congress, the Intelligence Oversight

Board, the Office of General Counsei of the Central

Intelligence Agehcy, the Office of Inspector General

of the Central Intelligence Agency, or the Office of the

Director of Central Intelligence for any impropriety, or

directive in the conduct of an intelligence activity.

(b) The provisions of this section shall not be

superseded except by a provision of law which is

enacted after the date of enactment of this section

and which specifically cites and repeals or modifies.

its provisions.
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(c) Notwithstanding subsection (a) of this section

prbper requests by United States cjtizens, or by aliens

lawfuly admitted for permanent residence in the United

States, [or information concerning theméclves, made

pursuant to the Privacy Act of 1974 (5 U.S.C. 552a) or

the Freedom of Information Adﬁ (S'U.S.C. 552), shall be

processed in accordance with those Acts.

(d) The Director of Central Intelligence shall

et *

promulgate regulations to implement this section as

follows:

(1) Such regulations shall requiré the abpropri-

ate Deputy Directors or Office Head to:

(A) specifically identify categories of files under

their control which they recommend for designation;

(B) explain the basis for their recommendations; and Ny

(C) set forth procedures consistent with the statutory

criteria in subsection (a) which would govern the

inclusion of documents in designated files. Recom-

. mended designations, portions of which may be class-

fied, shall become effective upon written-approval

of the Director of Central Intelligence.:
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(2) Such regulations shall further provide

procedures and criteria for the review of each

designation not less than once every ten years

to determine ybethef such designation may be

removed from any category of files or any portion

. )
" thereof. Such criteria shall include considera-

tion of the historical valie or other public'

interest in the subject matter of the particular

category of files or portion thereof and the

potential for declassifying a significant part

of the information contained therein.

(e)(l) On the complaint under section

552(a) (4) (B) of title 5 that the Agency has

improperly withheld records because of improper

~designation of files or improper placement of

records solely in designated files, the court's

review shall be limited to a determination

wnether thee Agency regulations implementing

subsection (a) conform to the statutory criteria

set forth in that subsection for designating files
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"unless the complaint is supported by an

anidnvir, hased on personal knowledge or

otherwise admissable evidence, which makes

a_prima facic showing, that (A) n'specific

file containing the records requested was

improperly designated; or (B) the records

requested were improperly blaced solely in

~desiygnated files. If the courts find a

prima facie showing has‘been made under this

subsection, it shall order the Apency to file

a sworn response, which may be filed in camera

and ex parte, and the court shall make its

. determination based upon these submissions

and submissions by the plaintiff. 1f the

court finds under this subsection that the

Agency's regulations implementing subsection

(a) of this section do not conform to the

statutory criteria set forth in that sub-

section for designating files, or finds that

the Agency has improperly designated a [ile-

or improperly placed records solely in

designated files, the Court shall order the
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Aﬁcncy‘to search the particular designated

file for the requested records in accordance

with the Dlgvisions of the Freedom of Informa-

tion Act and to review such records under Lbhc

exemptions pursuant to section 552 (b) of title 5.

1f at any time during such proceedings the ClA

aprecs Lo scarch designated files for the T€-

quested records, the Court shall dismiss the

cause- of action based on this subsection.

(e) (2) On complaint under section 552(3)(4)(5)

of title 5 that the Agency has improperly with-

held records because of failure to comply with

the regulations adopted pursuant toO subsection

(d)(2), the Court's review shall be l1imited toO

determining whether the Agency considered the

criteria_set forth in such regulations.
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