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This reeearch memorandum is esaextimy a status report of a RAND
study oi’ electronic reconnaissance, It is ini‘.mded t.o‘ outline the
study, to give sonie eonclusiods ‘;zhich have been reeched, and i;o etate

" a number of probleme which require mrther effort. 'l'he study reported
here deals only with peacerbime, cold-war, or prre-D-Day reconna.iesance.

.. A companion study on the active var phase has been under way for some
time. It is planned wmtump to relate these two studies and to devise
plans for well equipped m'ganizations which can be deployed in peacetime

" to meet cold war intelligence requirements end expanded in wartime to

eupport en e.ctive war effcrt as complete]y as poeeible.

" An. ezanination of the list of problens remaining in this study shows
thet. there are many especte' of electronic reconnaissance which are not
well :understood; This situation arises from the fact thet electranic
reccmaiseance is a relatively new activity which is only beginning to
demonstrate its intelligence potential, and from the fact that military
electronics has progressed so rapidly in the last 20 years that electronic
reconnaissance is continually confronted with new technical problems.

- At the same time, a canparieon of the conclueions reached at t}d.e
point with the current equipmmte and organizationa.l practices shows
that considerable knowledge ebout electronic reconnaissance exists which.
has not yet been effectively applied, be*auee of slow developments in
equipments and organizations, ‘

Subsequent reports covering individual aspects of this study and
changes in the outline will be issued as they are canpleted.
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PRE-D-DAY ELECTRONIC RECONNAISSANCE OF THE SOVIET UNION
AND SATELLITE NATIONS |

Examples of intelligence which can be obtained through electronic

A.
Be
Ce
D.
E.
F.
G.
He

reconnaissance

Order of batile of troops »equipped with electronic devices
Pufpose of electronic devices in Soviet opecrat:l.on.s |
Capability of elect.rénic devices to meet requirements
Vulnerability of electronic weapon systems to countermeasures
Physical characteristics and limitations of electronic devices
Relatiqnship of electronic devices to 6ther devices in systems
Level of Soviet operational.readiness‘

Indication of mmnf action and intentions

Description of electronic reconnaissance process

A,
Be

C.

‘Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6

Detection of new or unusual signals (Pioneer)
Re'cept.ian. of data for analysis (Detail)
Analysis of received data (Interpretation)
1. 'Signal analysis
8, Frequency
be Modulation type
Ce Modulation waveforms
de Direction or location of transmitter
ey Signal strength
fe Scanning pattern
ge Polarization
| h. Operating schedule
2. Intelligence analysis » using collateral data to interpret

signal characteristics in terms of desired intelligence
in part I.
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III. Geography and propagation

A. Map of Soviet-dominated territory showing expected Soviet elec-
tronic activities and areas in which reconnaissance activities
can be carried out without averﬂight of Soviet-dominated

territory

Be Propagation of radio signals

1, Frequency ranges

2. Propagation mechanisms

IVe Electronic reconnaissance systems without overflight

A, Intercept stations

1, Types and locations (vehicles)

a.
be
Ce
d.
%.
f.
e
h.

Ground fixed
Ground mobile
Aircraft.

Missile

Free balloon

Large ship

Small ship or boat

Agent

26 Equipment.s

ae
be
Ce

de

Receivers for detection and reception, effect of frequency
Antennas, D/F, etc,
Recorders, removal of human error, cooperation with analyzers

Indicators, need for human mechanics

~ Be Analysis facilities, locations

1. Sigpal analysis to yield measurable characteristics (11,0,1)

2. Intelligence analysis, using all forms of collateral data

Communications intelligence
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Ce Command of electronic recomnalssance effort

1.
26
3.

k.

Unified command at theater level

Use of all intelligence forms in programming effort

Dissemination of electranic intelligence

be

Classification as low as permitted by security
Outputs '

(1) Theater

(2) &1

Coordination of electronic reconnaissance with other collec-

tion efforts and augmentation of primary mission of
other collectors -

D. Communications in electronic reconnaissance

1. Speed with security

2. Possible solutions

- Vo Overflight Systems

.Ae Manned aircraft

1.

2.

High-altitude mission

a.

b
Ce

d.

f.

Coverage attainable - (R and D),Air Armies, training
Data recovefy = recording, transmission, repeater
Time of availability

Risk - political cmsi&erations at time of use

Excitation of defenses - related to type of information
sought

Resolving power required in equipment

Low-altitude missj~-

(Repeat a. to f. above)

B Guided missiles
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Ce Free balloons
(Repeat a. to f. above)
Vi. Organization for electronic reconnaissance

A. TIntroduction - integration of electronic reconnaissance program
into regular 1ntel].igence program without creation of a
"special® force

Be Organization to follow logically from systems requirements

l. Need for other intelligence in direction of electronic
'~ reconnaissance

2. Need for combined analysis centers including COMINT and
: other collateral sources

3, Need for combined operations with other collection agencies
h. Need for rapid analysis and feedback to intercept stations
Se Need for laboratory and model shop facilities

VII, Problems for further investigation
A. Number of stations required
" Be Requirements for equipments for receiving signals
ls For detecf.ion
2. For reception
Coe Antenna requirements
D. Recording system requirements
E. Indicator requirementé
Fo Organization requirements
Ge Analysis center requiraments
He Communication requi‘remalts

I, Force requirements for overflighﬁ operations
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SUMMARY

When data obtained by electronic reconnaissance are properl}f ana-
lyzed along with information from other sources it is possible to develop
useful ‘;Lntelligence of many types, in addition to ivhe obvious ECM re-
quirements, The best exploitation of this soures of mfomtie;z .dependa |
on proper detailed direction of the electronic reconnaissance effort and
on thorough coordination of this effort with other intelligence activities,

Electronicv reconnaissance operations can be divided into three phases: .

(1) detection, in which the radiations of interest are first located

roughly through use of w:lde open equipment of low resolution;

(2) reception, in which detailed observations are made of the

radiations of interest; |

(3) analysis, in which the received data are examined for signal

characteristics and compared with other types of data to
produce useful intelligence information.
Propagation of radio signals and geographic locations of possible sources
require that equipments for detection and reception be distributed widely
in ground stations, ships, aircraft, missiles, and other places. Data
from all the s?ations in each sectqr or theater must be collected rapidly
for analysis in conjunction with other intelligence at analysis centers,

When flight over the Soviet Union and its satellite nations is for-

bidden, there is an area in Russia and Siberia large emough for the develope-

ment, equipping, and training of a large force with a new weapon system,

completely protected from our external observation. Aga.ts within this

area might be of some help, but we are not now receiving this type of

information, and the total we may expect to receive is small, Nevertheless,
CONFIDENTIAL
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nany improvements are possibie and a great deal of information can be
obtained without overflight. |

The need for rapid analysis and the difficulties involved with a
large volume of secure comuiication call for the development of théater .
analysis centers and theater control centers. These centers would direct
the work of all facilities in each theater aﬁd analyze the data to pro-

duce results useful at theater level. This would reduce the amount of
high speed communication needed from the theaters to the United States.
A1l types of data, including communication intelligence, 'shoulci be ex-
ploited in th?se centers, ‘ |

All types of intercept statians are capable of unique contributions
to the total effort. All stations within each theater should be brought
under control of a t.héater control center for coordinated operations with
each other and with other intelligence collection activities. Develop-
ment of station types most useful for overflight should be carried ;::ut '
now, énd si:ations capable of overflight should be tested in non-overflight
operations so that they will be ready if overflight becomes possible,
Development times for many of these station types will be much longer
than the time in which the political situation can change to make them
useful,

If overflight becomes possible, it may be undertaken with manned
aircraft, missiles, or free balloons. Of these, manned aircraft could
be put into operation earliest, but the other types would also be needed
as there would be requirements both for sneak nr;ssions to observe the
situation without 'e:;citifxg' the defense and for observable missions in
wh:.lch the purpose would be to excite the defense and reveal its operations,
Overflight operations could fill a substantial gap in our present coverage,
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Improvement of the equipment and mmpoﬁer 61‘ existing electronic
reconnaissance organizations, and their unification under proper command
in the theaters, together with good support from other intelligence
agencies, would probably yield quicker and better results than the
creation of another "special®™ force for the electronic reconnaissance
nission. Present organizations can bé str.engthmed, reiocated samewhat,

“integrated into properly coordinated intelligence activity, and provided
with the necessary flexibility to perform adequately at much less cost
than the creation of a new force of . equivalent capacity. Time would also
be saved in this way. ’

Rapid changes in enemy techniques demand a high degree of adaptamlity'
in electronic recopnaiss.ance equipment. This can be ocbtained by allocating
laboratcory and model shop facilities to the organizaﬂon and by liberal-
iz ng military procurement regulafions :l.n regard to small quant.itiea of
specialized 1tems. The present military research and development cycle
is far too long to meet the needs,

The problems which need further detailed inv'estigatiqn for the comple-

tion of the continuing study are summarized in the last section of this

report.
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PRE-D=DAY ELECTRONIC RECONNAISSANCE OF THE SOVIET UNION

AND SATELLITE NATIONS

I. EXAMPLES OF INTELLIGENCE WHICH CAN BE OBTAINED THROUGH ELECTRONIC
RECONNAYSSANCE

The term electronic reconnaissance will be used here to denote all
_ activity devoted to detection, reception, and analysis of radio signals
-used by.an enemy or potential enemy which canndt be reduced to literal
text, Electraic reconnaissance complements communication intelligence
activity by working with enemy radio signals which are not used for
communication. Electronic reconnaissance originated during World War II
with the need fo: information which could be used in devising and applying
electronic countermeasures against the‘grouing use of electronic devices
in weapon éystems. -The intdlligenée potential of electfcnic reconnaissance
hes now grbunlto a point where it exceeds that of many other intelligence
‘sources, Electronic reconnaissance is of prime importance in intelligence
'needed for airborne operations, Bmphasis on this function could well be
increased because of its great 1nformaﬁion'gathering ability and the ex-
panding use by the enemy of electronics in weapon systems. As more elec-
tronic controls are used by the enemy, intercept equipments and methods
must be improved to dete¢§ the éxistence and determine the threats of the
new radiating equipments, Same of the types of intelligence to which
electronic reéonnaissancg has made substantial contributions are listed:
As Order of Battle of Troops Equipped with Electronic Devices
When forces are equipped with weapon systems involving electronic

devices such as rada.r, navigation systems, or remote control equipments,

in meny cases the signals radiated by these devices during necessary

'CONFIDENTIAL
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training and maintenance activities can be received and used to identify
and locate the forces, For example, Soviet anti-aircraft units in East
Germany were for some time equipped with a type of radar fire-control

set which could be identified and located through its particular radia-
ticns. Soviet GCI radar sets used for air defense can be identified
through their characteristic signals, and their locations can be determined
through electranic reconnaissance, Order of battle has long been reoogx;ied
Qa a very :meortant‘ intelligence ﬁl.t.e;n, and electramic reconnaissance c;x
cantribute materially in many céses.

B. Purpose of Electronic Devices in Soviet Operations
The signals radiated by an electronic device will reveal to a

large extent the use to which the equipment is put. A thorough familiarity
vith the military requirements of many types of slectranic devices will
often enable an analyst to determine the purpose of the equipment under
study from the characteristics of its radiaﬁiona alone, In radar, for
example, @ set with a high pulse-repetition frequency and short pulse
length is norma.uy used for shoart-range work, such as fire ccntroi or

air interception, whereas wide pulses at low pulse-repetition frequencies
are normally used for early warning, In other cases the coincident |
observation of the electronic signals and other events provides the
necessary information. For example, the radio beam signals which were

used by the Luftwaffe in bombing England were observed before and during
the bombings, and their characteristics were compared with the results of
‘the bombings in determining the purpose of the system. A sinilar compariscn
of signals from new Soviet navigation devices with tra:l.ning‘opa'at.icns of
.Soviet forces observed by other methods may yield a better idea of the

'CONFIDENTIAL

Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6 i-idus




Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6
N ‘ .y ¢ RM-1135
CONFIDENTIAL 9-1-33
- : _ ~13~
purpose of these new devices in thg next few months, A comparison of
radér intercept data with fighter control commmication might, for
example, enable a complete snalysis of the purpose of GCI radar in

Soviet air defense,
Ce Capability of Electronic Devices to Meet Requirements

When the purpose of an electronic device has been determined
through the pr§cess outlined above, the efficiency and capability with
.which it meets its requirements can be determined by close observation
and complete analysis of its signal., In the cﬁse of an aircraft inter-
ception radar, for example, the minimum range at which a target vehicle
| may be tracked can be ascertained to a large extent by the width of the
transmitted pulse, and the rate at which information is pfesented to the
obsefver éan be obtained fram the pulse rate andi the scanning pattern of
the set, If in qddition, other 1ntellig§nce is available concerning
training exercises or flight patterns of Soviet aircraft, it may bé
poséiblo to determine other performé:ce features of the set such as
maximum range, altitude limitations, effective angles, etc,

De. Vulnerability of Electronic Weapon Systems to Countermeasures

When the purpose and the capabilities of the electronic devices
used in an enemy weapon system have been evaluated to same extent, it
becomes possible to combine the electronic‘reconnaissance data with the
other intelligence concerning the same system in order to select the
devices in the sygtem most vulnerable to countermeasures and to determine.
the countermeasure effort needed to reduce the effectiveneés of the
weapon System to a desired degree. In an air defense system, for example,

it would be possible to evaluate the usefulness of countermeasures against

 CONFIDENTIAL
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the early warning radar, the GCI radar, the air interception radar, and
radar or other devices which might be used for fire cantrol or missile
control. This sort of evaluation was the first objective of electramic
reconnaissance, but it is no longer the only one of major impartance.‘
Also, this objective ;:axa be met much more effectivély by a wellerounded
intelligence program in which electronic reconnaissance déta are combined
with data from other sources, It is imperative that the vulnerabilities
of enemy devices be determined in peacetime because of the time required
for development and production of the countermeasures equipments and the

training of necessary personnel.

E. Physical Characteristics and Limitations of Electronic Devices

| A study of the characteristics of signals received in electronic’
recomﬁaissance. can often lead to a visualization of same of the parts of
the radiating device and to thé determination of its minimum values of
size and weight and minimum power requirements, These features can in
turn be used to facilitate collection of more information about the
device from photographic coverage or other soﬁrces. In World war II,
for example, a measurement of the hérizontal pattern of the German early-
warning radar antenna was used by British analysts to predict that the
antenna structure should consist of six dipole elements in a certain
type of array.  This information enabled the British to secure and

identify photographs of the antenna structures involved,

' Fe Relations of Electronic Devices to Other Devices in Systems
When electronic reconnaissance shows the persistent co-location
of two different devices or is able to show correlation among two or more

different radiated signals s> 1t is possible to analyze the relationship of

 CONFIDENTIAL _
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the items in a single weapon system, If, for example, a certain type of
scanning-radar and a certain type of fire-control radar are often associ-
ated, it is reasmable to conclude that the scanning set _13 a target- .
acquisition device for the tracking set. Ir a pulsed transmission from
a Soviet airci-ﬁrt is aiways' preceded‘by a pulse transmission from a Soviet
ground station, it is probable that the two pulsed transmitters are associ-
ated in a system for navigation, fire control, or identification purposes.
Here again, electronic reconnaissance information, when combined with
supporting data, helps to complete an analysis,

- Ge. Leiel of Soviet Operational Readiness

The achievement and maintenance of a state of readiness involves
actual use of most .ty_pes of electi‘&nic deviées for training operations and
naneuvers. When reasanable familiarity has been gained with the devices
involved, and their place in Soviet Qrgmizatio.n is lcndm, the state of
readiness may be estimated from the extent of such use, Last year, for
example, it was deter;mined through electronic reconnaissance that the
state of readiness of the Soviet air defehso of Eastern Germany !nd in-
creased considerably, because radar stations which had previously operated
for only eight hours per day went on twenty-four-hour schedules,

He Indications of Enemy Action and Intentions

The use of electranic reconnaissance data in indication schemes
requires an integrated listening network wherein the enemy history and
operating norms can be established and a continuous watch can be maintained,
Any abrupt change in the over-all mténigence picture may signify an
enemy action or an enemy intention to take action. The sudden int:roduction

of a number of new devices, or the sudden withdrawal of devices previously
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identified would show a change in order of battle which might be important.
A sudden increase or decrease in activity should likewise be considered as
an indication of action or impending action, The poor coverage which now
exists with our own air defense radar makes it probable that the enemy

use of bomber navigational radar may be the first :I.ndicaf.ion we shall

_ rocehe of a surprise air attack, While it is not possibie to place
caupiete confidence in electronic reconnaissance as a sole source of
intelligence for any of the c#tégoriea listed above, it should be used
vherever available as it is one veryli.mportant aspect of a well-rounded

intelligence program.
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II. DESCRIPTION OF THE ELECTRONIC RECONNAISSANCE PROCESS
| As in other reconnaissance or observation processes, it is possible
to divide electronic reconnaissance into a number of steps whiciu are
usually carried out in chronological arder. Chance events will sometime
modify this order, but in general the prbcess includes a preliminary
step of detection 6! the signals of interest, an intermediate step of
reception in which the signal characteristics are measured and recorded
to the necessary precision, and a final step of analysis in which the
signal characteristics ar§ examined and comparedl with other intelligmce
information. It is sometimes necessary to repeat parts of the process
many times in order to pfov:l.de sufficient precise data,

A, Detection of New or Unusual Signals

'Ear]y detection 'of new or unusual signals is necessary in order
t:o prevent technical surprise. The detection operation is raughly similar
to piorieer recomnaissance in other fields. Tt requires the éoverage of
as much of the radio spectrum and as much territory as possible in order
to pick out a small pgrt of the search region for more concentrated
attention, The major problems of detection differ to a cansiderable
extent with various frequency bands. The propagation mechanisms which
operate in these bands make the detection problems differ from band to
band. In bands where there is little long-distance propagation and a
low density of transmitters, the major problem of detection is that of
providing a radio receiver with high sensitivity and a very wide coverage.
In cizér bands, where long-range propagation is good, and where there nay
be a high density of transmitters » the major problem of detection is that
of locating a new or unusual signal against a background of mnay similar

'CONFIDENTIAL
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eignals. Early solution of the detection pfobleu is very important be-
cause cemsiderable time may be recuired between detection of a new signal
type and satisfactory analysis of the device or system in which it occurs.

In some cases it may be possible to omit the detection phase and
proceed immediately with the reception phase. These are usually cases
in which other intelliéence evidmce has demonstrated the existence and
&ppro:d.rﬁate characteristics of a new type of enemy quipna’xt before its
radiations have been detecteds For example, 'photographs of the Soviet
V-beam radar were obtained in ﬁoscow, and a set had been seen in Gd&nia
befare the signals from the set were deteeted in eleétronic reconnaissance
_operat.ions. In the case of the Gdynia eqﬁipmmt, the previous ocbservation
of the set made it possible to start electronic reconnaieaance with a
‘speciﬁ.c reception operation based on estimated characteristics, In other
cases, electronic detection has occurred long before other intelligence
provided any 1nfomat_10§.

Be Reception of Data for Analysis

Equipments which are suitable for gathering the precision data
required for technical analysis are often useless in detection because
they examine such a small part of the field at any time that they have
a very low probability of i'eceiving any new or unusual signal, On the
other hand, the equipments which have large probabilities of detection
of new or umxs_ual signals are often inadecuate to produce the precision
data required for analysis, The reception phase of electronic reconnaiasence
i= a process in which detailed search is directed to specific targets, The
data to be obtained fram the reception phase will be discussed under the
heading of signal analysis,

CONFIDENTIAL .
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C. Analysis of Received Data

The analysis phase of electronic reconnaissance consists of two_
parts, In the first ﬁart, the data from i’.he reception phase is analyzed
to yleld the desired signal characteristics; in the second part the signal

: charaétéﬁatics are used in connection with all other forms of intelligence

information to produce finished intelligence of the types described in

section I,

l. Signal analysis
At any receiving antenna a radio signal can be described in

tems of a time-varying electromagnetic field with certain polarization
and direction of propagation. It is common practice, however, to generate

and transmit signals of mterest without reference to th:la exact physical

‘deacr.lption and to etate the results of signal analysis in other terms,
‘which can be defined as follows:

a) Frequency

' In present day detection and reception operations the
frequency of the signal is read from the dial 61’ a recelver or a frecuency
meter or estimated from the face of a cathode-ray indicator. This tech-
nique is satisfactory in many cases, but it may leave samething to be
desired in complicated situations. ' The most common type of radio signé.l
is produced by generating a simusoidal volt age and modulating this voltage
with a vaveforn determined by the purpose of the electronic device. With
this type of modulat.ion, and with most others, it is possible to locate a
strong Fourier component -7 :ne signal at the originally generated fre- |
quencye This frequency is usually called the carrier frequency, There

are, however, a numbqr of modulation systems such as single sideband,
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ﬁ'equeng:y modul ation, and pulse modulation in which the carrier is same-
~times suppressed completely or reduced to a lével comparable to that of

the other Fourier compments of the signal. Under these conditicné it

1is important to know the entire spectrum of the signal, as it is possible
to report erronecus frequencies when the receiver bandwidth is narrow
campared with the modulation bandwidth, and the modulation is not recognized,
Carrier frequencies of mterest in electronic reconnaissance run from a

few ke to 100 kmc or more,

b) Modulation type

The common mét.hoda’ of modulating a signal are to shift
its amplitude or its frequency in accordance with the modulating waveform,
In same cases, both amplitude and frequency are shifted simultaneously or |
independently, Either or both types of modulationAmay be discovered by
displaying an oscillogram of the actual electromagnetic wave at the receiv-
ing antenna and examining it for amplitude and/or frequency modulation. It
is more common, however, to operate on the !;ec'eived signal with amplitude
or frequency~detector circuits and to éxamin_e the modulation waveforms
which are produced,

¢) Modulation waveform

The fastest time vgriation of the electromagnetic field
at the receiving antenna is usually that associated with the carrier or
radio frequency of the signal, Superimposed on this variation is a slower
variation in either the ﬁgquency, phase, or muplitudé of the radio signal
vhich, when demodn)-~‘ed, can be presented as a definite vwaveform, This

_wavefom may be classified for aria],ysis purposes as éyclic, randomly

repeated, or random. In the case of a cyclic waveform, such as that
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emitted by an air navigation beacon, a deséripticn of the wavefarm over
one complete cycle is sufficient to describe it for all time, A randomly
repetitive wavéfom, such as the resronse of an IFF transponder,. may be
described in terms of a complete waveform together with a statement of
thé times of occurrence of the repeated waveform. A random waveform,
such as that from a noise jammer, can be described only in terms of a
complete waveform recérd or of some statj.stical parameters, Communication .
signals are usually much more random in nature than non-communication signals,
A simple radar system, for métance, has a wavefarm which is cyclic, whereas
a simple radiotel ephone involves the random waveform of speech, Modulation
wavefornms are recoveredl by deuqdulation of the signal and recording of the
resultant wave on a medium appropriate to f.he spéed required, When the
vaveforn 18 so random that it is of little use in snalysis, it may be
converted into a power spectrum or an autocorrelation function for comparison
with other waves, or it may be cross cofrélated with other known or unknown
forms to discover relationships between them. Modulation frequencies from
a few cycles per second to several hundred Mc are of interest in electronic
reconnaissance,

d) Direction or location of transmitter

Dix;ection data establish whether a signal originates from
friendly or enemy territory and provide a means of sarting in regions where
‘aignals are numerous. lLocation data can be used in i&entiﬁring particular
Pieces of electronic equipment and in many of the intelligence analyses
outlined in section I, particularly “n. establishing order of battle, Ale
though it is usually sufficient to measure azimuth or map location, in

some cases elevation data may help in analysis, Accuracies required in
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directicn and location finding vary widely with the use made of the data.
For photographic work or attack, positions should be determined within

-one half mile or less. Other applications may be more or less critical.

e) Sipnal strength

In theory, a transmitter of given ‘effective radiated

power at a known location ‘transmits a signal which can be received through

. an antenna of known cross section and known location. This signal can be

amplified by a receiver of known gain to a measurable level so that the
power level of the transmitter can be computed. In practice, the propaga-
tion between transmitter and receiver often v'ariesvby a largé and unpre-
dictable factor, and the cross section of the receiving antenna and gain
of the receiver are unknown Mctions of freqﬁency. Signal strength at
the receiver mxtput alone'is therefore a rathér unreliable measure of
power at 'the transmitter output. Reasonably vcareful éalibration will,
however, distingﬁish between transmitters of mérkedly different power,
vwhen their positions are .known,_ and between close and distant transmitters
when their power levels are known. When other data, such as the purpose
of the device and its range, are known, the necessary average power can
be computed, and the necessary peak outpui power can be computed from a
measurement of the antenna characteristics and the modulation duty cycle,
An estimate of power output also helps to establish the physical size

and weight of the enemy device.

f) Scanning pattern

The verv r~.id electrical vibrations at the antenna have
been desqribed in terms of frequency, and the somewhat slower ones in

terms of modulation, A fluctuation which is usually slower than the

7
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modulation is that associated with a scanning antemna systems Many of
thé electronic devices cnsidered in this réport have highegain antennas
which are turned méchanically in order to direct the antenna rédiation. _
When this is done on a reasmably regula.r basis, it is called scanning;
the time pattern of antenna motion, as revealed by the time pattern of
response of the receiver, is called the scanning pattern of the device.
In the case of air-surveillance radar, for instanée, the antenna beam

is relatively narrow in izi_.muth and broad in elevation. The scanning-
;:attem i3 usually one in which the antenna rotates .céntinucusly around
a vertical axis 36 that the pattern of signal strength at the receiving
antémé is a time display of the horizontal antenna pattern of the

transmitter. In more complicated cases, such as the Pa].rnef scan which

418 used in the search mode of air interception radar, the time pattern

of reeponse of the receiver is a complicated mnctd.on of the location
of the receiver in the radar search pattern and of the actual nature
of the scan pattern,

g) Polarization

The use of an electronic device determines the polariza-

tion .which is normally selected. A particular linear polarization is
used to increase or suppress ground renectiong, and circular polariza-
tion is used in some cases to discriminate against reflections from
raine It is important to know the polarization of a victim device in
cauntermeasures.' This may be measured by chqosing'the receiving antenna

polarization which gives the best signal, or by rotating the pclarization

" of a plane polarized receiving antenha.

BN
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h) Operating schedule

As has been discussed, the time interval occupied by the
scan pattern is usually longer than that occupied by a modulation éycle,
but shorter than the daily operafing schedule of a deﬁce. The operating
schedule which is to be measured here is a statement of the times of
starting and stopping operation of the device and the tine§ of significant
change in modes o; operation, such as starting and stopping scanning or
changes in power level, It is important that this daily schedule be
obsérved in f;he evaluation of such matters as readiness, The times of
starting, stopping, and other changes in the.operation should be measured
as accurately as possible so that correlation with other intelligence
observations will be possible. A precision whj.ch will permit comparison
of measurements fram different receivers to less than one second would
be very desirable in many cases, For example, in camparing intercept
data from two or more receivers concerning fhe flight of a short-range
guided missile it would be very valﬁable_ to lnow the time correlation
of the different radiations involved, ‘

2, Intelligence angl' sis
This part of the analysis phase is the cne in which signal |

characteristics developed i‘roni :l.ntércept data are used in conjunction |
with other intelligence to produce res;zlts such as those discussed in
section I, It should be emphasized at this point that no one form of
intelligence data can supply sufficient information sbout any of the
items listed in section I, A oomple‘.be analy:’ requires that data
collected from all sources be brought together rapidly and combined
- freely to yield the desired intelligence. Since valuable military
information is carefully safeguarded by an enemy or a potential enaemy,
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even the existence of our intelligence cperations must be kept within
some security restrictions. On the other hand, security can become a
barrier 1n the development of useful intelligence by interfering with
proper combination of different forms of data and proper collection
efforts. An optimal security policy would be one which is flaxible
enough that it could be readjusted confinueily; it should provide security
appropriate for each situation and still allow the use of the information
by the largest possible mumber of collectors and analysts. Some of our
efforts‘inight Becane known under such a policy and as a result some sources
would be "dried up®. However, technology and methodology of intelligence
collection and evaluation would chqmge with sufficient rapidity to make
security breiks much less serious than théy would be with a set of fixed
nothoﬁa. . Also, some improvements in technique would undoubtedly result
fram being able to readily adapt our intelligence activities to the
current situation, The cost to .the enq'gr of continually improving security
measures to protect his secrets would increase considerably, and his
technical advancement would be hampered, |

As sn example, consider the policy on information derived from low-
level voice radio traffic., This type of information can be very important
in many research and dévelopmeit problams in the United States. Its wide-
spread use would no doﬁbt result in the discovery by the Russians that it
was being used, Experience with this method of communication shows, how=
ever, that the application of strict security measures contributes to
confusion, lost motion, and poor results, Development of ent+able security .
devices for these low-level circuits would be & very expensive and prolonged
Program which would draw much effort fram other useful projects,
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Intelligence analysis controlled at a single security classification
is probably not enough to produce the best results in this part of the
process. An analysis should be made with the data available through
open or less shielded sources, and at the same time a more camplete
analysis should be made with data obtained through the most -closeiy
guarded sources, The analysis at low classitication should be dis-
tributed as widely as security will permit, and it should be modified
by the highly classified analysis where possible, For example, when
ﬁtenigmce data a.re. sent fo operational commands for their immediate
use, every- effort should be made to keep information of &1 fferent
security levels s&paraj.e so that maximum use can be made of the low-
level material,. nnh:;mpered by the classification of the higher-level
malysis. When a snalysis of high security information contradicts
the low=level ane, or when there is‘poasibii:lty of a dangerocus error in
the low-level mg]ysis, an attempt should be made to Justify the necessary
changes within the propér security limits,

Some intelligence itens, such as a clear indication of impending
military attack, are so perishable that maximum speed must be used in

all phases of collection, analysis, and transmission of the information
to competent authority, -
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III. GEOGRAPHY AND PROPAGATION

The extent of effort needed in electronic reconnaissance is deter-
mined paitly by the locations of the Soviet transmitters which émd ot
signals of interest and partly byv the propagation of the signals from
thextransnd.tters to possible intercept stations. In this section a
sketch will be made of the probable distribution of Soviet and satellite
electronic devices of interest, and the extent to which we magy expect to
receive signals from these devices withoﬁt flying over any part of Soviet
dominated territory will be shown. '

A, Map Distribution of Electronic Devices

Figure 1 is a map ‘of the Soviet Union and satellite states, shéw-
ing the territory which Russia is now committed to defend and expand. The
shading of Fig. '1 is based very roughly on the estimated distribution_or
eléctronic’ devices of potential reconnaissance interest. The crosse
hatched area indicates the region we are‘now able to cover without flying
over Soviet territory, and most of the frequency range of interest. This
map shows that very little information can be obtained fram many important
areas. Although our coverage in Europe is fairly good s and we have a
significant potential in the Black Sea area and the Far East, enough space

remains in central Russia and Siberia to permit the development, production,

training, and maneuvers necessary to the complete readiness of a special

force of very large size, in sn area which is completely protected from

external electronic reconnaissance.

Be. 'Propagation of Radio Signals.

Although the map of Fig. 1 covers the majority of the frequencies

of interest in electrm;c reconnaissance, the propagation situation should

be examined in more detail., For this purpose the major modes of radio
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propagation are outlined briefly, and some of the results to be expected
in part.icular céés are shown, Figure 2 illustrates how the propagation
mechanisms are related to radio frequency and the typical rangesb of
operation which may be achieved through use of the different effects,
Gronnd-wéve or surface-wave propagation may be described in terms ox
diffracted or guided radio waves around thel surface of ﬂxe Earthe The
surface wave which travéls in the air around the surface is accompanied
by a current wave which travels in the surface. Propagation depends on -
the conductivity of the Earth, its dielectric constanﬁ, and the radio
frequencys. At vefy low frequmcies , propagation is excellent along sea=
water paths. This freguency range is thus used for world-wide commmica-
tion and navigation. The penetration of the wave into the water enables
a siﬂ:marged submarine to receive and send signals gn't.hese. wavelengths,
| As the radio ﬁ'eciumcy increases, the surface wave becomes much
less importaht, and the sky wave, in which the radio signal is reflected
from ionized laygrs in the outer atmosphere becomes dominant, Sky-wave
propagation is compiicated and highly variable, No effort will be made
to treat it in detail here., It is ﬁrlncipally important betﬁeen about
3 Mc and 30 Mc, although these limits may change drastically with time
and position. Under $good conditions, world-wide propagation is possible,
Under_ bad conditions, ;;ropagation by this means fades out completely,
A.t any time and at any place there is a definite upper frequency beyond
which the ionosphere will not reflect the signals back to the Earth's
surface. In spite of its variability, sky-wave propagation is used for

world-wide communication and navigation, and there have been suggestions

 CONFIDENTIAL

- Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6

’




I T T TR —T T <O

Grrean

Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6

. CONFIDENTIAL = me13s
L, - v T 9«1-53
=31~
100 kme 4
Ducting
(Tropospheric
' refraction)
10 kme .
SHF Atmospheric/)\
’ forward scatter .
1l kmc
" UHF
Ionospheric
| |(/ forward scatter
100 me -
VHF
&
(]
&
. @
s / )
o
;g 10 me
MF
1 me AN
’,¢f§iy wave
1F _
100 ke /
VLF _ A —
10 ke

10 100 1000 10,000

Fig. 2 -- TYPICAL PROPAGATION RANGES IN MIL:S, This figure shows
which propagation mechanisms dominate particular frequency
ranges, but it does not apply to any particular case, or
show the tremendous variations which occur with time and

specific path, : -
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that it be used for long-range radar,

When there is a line-of-sight path, either in a straight line or |
along a line of atmospheric refraction between the tranemitting.and'
receiving antennas, propégation is good. The extent of this path
depends,-of course, on the heights of the antennas above the surface
of the Earth and on the atmospheric cnditicns along the path, Where
the atmosphere is 'normal";'the efrective rate of change of the index
of refraction with altitude is such as to make the Earth look about l/3
as big as it actually is. 'lhis ieads to a fbrmula for line=of=sight
ranges, d = \(2_' Vv 2h, s Where hy is the transmitter height, and h
is the receiver height above the level at uhich the ray path comes
closest to the Earth's surface; d is in miles and h ia in feet.

The atmosphere under some weather cmditions shows abnormal varia-
t.ions of the index of refraction with altitude. When the index falls
more rapidly than normal, there is a chance that the refraction will be
sufficient to make the Earth appear flat. This trapping or ducting
usually takes place over ocean arQaa or over flat land areﬁa ahd is
effective for signals #bove. some critical frequency. The critical
frequency depends on the height of the abnorn_xai index curve and on
the severity of the digturbance. In same places, sucﬁ as the Black Sea,
anomalous propagation of thi.s type is normal during the summer months.
Ducting is shown on Fig, 2 as it becomes important at frequencies above
4O or 50 Mc. In many places ducting extends radar ranges greatly be-
cause it provides vefy good propagatiohvwhen it occurs.

When ducting does not occur, it is often possible to observe signals

at long ranges by atmospheric scattering. In experiments on propagation

~ CONFIDENTIAL
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conducted over 'the North Sea, it was found that at the radio horizon the
signal lével begﬁ to fall rapidiy as predicted by diffraction theory,
but after the level had fallen about 60 decibels below the. free-space
level, the rate of fall diminished until it was nearly the free-space
rate again, This observation was explained by the scattering of
signals due to atmospheric turbulence and by the varying index of

refraction of the atmoéphere with height. Atmospheric scattering

 becomes usefnl-when there is a high=power transmitter with a high-gain

anf.enna, and when the receiver is sensitive and equipped with a high-
gain antenna. This phenomenon was used in the Baltic area to intercept
signals from a Soviet V-beam radar at a range of about 3L0 miles, with
both receiver and transmitter near sea level. Although the phenomenon
may persist at lower frequenci‘es s 1t is much less 'imbortant ‘than other
modes of propagation at frecuencies Below 30 Mc.

‘ The 1onbsphefe is also a véri.ed and turbulent medium. The National
Burean of Standards was able to demonstrate highly reliable propagation
over distances of 600 to 1200 miles at 50 Mc, using high-gain antennas,
high-power transmitters, and sensitive receivers. Communication circuits
based on this effect havé now been put into operation.(l) Frequencies
between 30 and 100 Mc are of principal interest. Figure 3(2) shows the

(1) D. K. Bailey, Regular VHF Ionospheric Propagation Observable over
. Long Distances, National Bureau of Standards, Report No. 8-A=111,
30 June 1952 (Confidentisl),

(2) R. C. Raymond and K. H. Underwood, Radio Wave Propagation, Haller,
Raymond and Brown, Inc., Report No, 37=8, 15 October 1952
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expécted propagation levels which will be exceeded 50 percent of the time
as a function of frequency'md distance for given transmitter power and
givm“gain of tranmitting and receiving antemnas, It is assume;l thaf.
the antennas are well below the radio horizon,‘ that propagation close
in is due to atmospheric scattering and that propagation far out is due
to ionospheric sczzi:téring. Comparison of the lower curves with the
upper free-épace curves shows the loss to be expected in the écatter-
type propagation. When ducting oceurs , the propagation will fall above
the scatter curves and possibly as high as or highgr than the frée-space ‘
curve. The scatter propagation is therefore not observed under ducting
conditions. » |

The general result of propagatiop considerations is that intercept
Astaﬁions w.1.11 need to be located within 200 or 300 miles of pc;ints of
major interest in the Soviet Union and satellite countries to be sure of
securing intercept data, This conclusion is used' in plo.tting Fige 1.

Some specific radar interception ranges have been computed in a

(1)

separate report. Exanples of the ranges to be expected in particular

‘cases are given in Figs, L through 10..

(1) E. B. Soltwedel and A. L. Hiebert, Interception Ranges of Typical
Radars, The RAND Corporation, Research Memor andum RM- B
T November 1953 (Secret). ~
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(Receiver and radar at 20,000t)

Fig. 1lu -- Field strength of Sparrow II radar (terminal guidance)
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IV, ELECTRONIC RECONNAISSANCE SYSTEMS WITHOUT OVERFLIGHT

It has been gstablished that an electronic reconnaissance system
must perform the functions of detection, receptioﬂ, and analysis éf- the
electronic reconnaissance data. Considerations of geograpl;y and propaga=-
tion have shown that the réceivers ﬁsed in the detection amd reception
phases of this pfocess must be distributed rather widely in space in
order to achieve significant' coverage of possible Soviet sources. At
the same time comprehensive, propei'ly correlated intelligence is needed.
The electronic reconnaissance system must theretafe involve a considerable
number of intercept stations at which the detection and'reception opera=
tions may be carried out, ahd a smaller number of analysis centers properly
organized to receive data rapidly from the intercept stations, produce
results desired at the local level, pass out requests for additional data,
and pass on for higher anblysis both the raw data and the results of the
priméry 4ana.1ysis. ‘l‘hbe eﬁtire system must be mobilized under an adequate
chain of command and provided with adequate commmication facilities to
permit rapid exploitation of new developments,

Ao Intem;cept Stations

Experience has shown that it is generally desirable to house a
number of individual equipments and operators in a single vehicle or a
single location so that they may be provided with common security, -
communication, .and logistic support. The optimum number of équipmmts
and operators in each case will depend on the density of signals to be
investigated, the time avaiiable, and the range of signal characteristic-

to be accommodated, This small collection of personnel and equipment will

L.
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be called an intercept station. Several general types of intercept sta-
tions have been developed in the course of electronic reconnaissance
work to date, and we may expect the development of new types as the
necessary equipments become available,

1. gzgesland locations (vehicles)

Intercept stations may be sited at selected ground points or
mgy be transported and used in suitable vehicles. Each type of installa-
tion has its own unique advantéges and disadventages. A camplete elec~
tronic reconnaissance program requires séveral types of stationse. .In a
later phase of th;s study the number of stations of each type necessary
to provide good electronic reconnaissance ﬁill be determined, and sugges-
tions will be made for locations and organization of these stations into
effective networks,

- a) Ground fixed

A permanently established ground station with adequate
space is an ideal location for the operation of complicated aﬁd sensitive
- equipment and for the use of very-high-gain antennas, It also has the
advantage of being able to remain in operation continuously for long
periods of time. There is no effective limitation on the space, weight,
and power available for the operation of special purpose intercept equipe-
ment, and there is no limitation on the number of operatars who may be
used if necessary, The position of a ground station is not subject to
narigatibnal error, and the station furnishes a much more stable platform
for use of high-precision receiving and recording equipment then v aire

craft or other vehicle.
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On the debit side, a ground station must be installed close to

enewy Sorders to be useful, because of the propagation problem outlined

_above, Its operations are subject to enemy observation, its personnel

and equipment are subJ'ect to capture, and its fixed location makes it
lisble to a number of countermeasures. Such a station cannot maneuver
4o take aﬁvsntage of favorable propagation conditions in other places,
and it camnot secure a high-altitude look into enemy territory. It
cannot make a number of direction finder readings on a tranamitter of
interest; only the direction can be determined. It is therefore evident
th;t other types of intercept stations are needed, |
b) Ground mobile

Ground station eguipment which is housed in a truck or
trailer has some advantages ‘ovm' that in fixed locations. The equipment
may be moved more easily from one location to another, and it is possible
to build engineered installations in places with adequate facilities and

then move them quickly to the operating areas., On the other hand, space,

weight, power requirements, and operator éanfcrt must be sacrificed some-
what for portability, The permissible size of antenna structures is
limited, and the equipment in the stations must be thoroughly rugged to

survive the shocks of trmsj:ortatim. Communication facilities are less

_ uaef‘ul or less secure, or both, Mobile staticns will probably be the

‘most satisfactory ground stations in the event of ground warfare., In

pre-D-day use, they will probably function mainly as satellites for the
more permanent stations, or they will .operate in the same place for so
long that they will gradually acquire the large antenna structures,

additional shelters, good commxications, and other facilities of fixed
stations, |
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| .c) Aircraft |

Specially equipped aircra.ft have been used in electronic
reconnaissance operations for some time. They have the advantage of
extreme mobility. They can penetrate land and sea areas which are not
suitable for the erection of other Stations. ‘rhey can reach high altitudes
so as to take advaxrl:_age of'the best propagation conditions,

Specially equipped aircraft are very expensive. The conditions of
audible and electrical noise and vibration to which their equipments and
operators are subjected are very annoying. No use can be made of high
gain antenna systems; and the weight, size; and power supply limitations
on muiﬁnmt are severe, The aircraft cannot guard particular locations
for 1_ong periods of time, and the number of hours of actual operating
time ﬁer month is not inzpreésive.

Airci'at‘r. stations should therefore be directed carefully toward
specific objectives in detecting and receiving bigiala, through the use
of all available information. Wherever possible, fixed or mobile ground
stations should be used. Aircraft should be used only where other stations
cannot operate because of the terrain or where the existence of the aire
craft may elicit a desired type of enemy activi_ty which would not other-.
wise be obtainable, For example, reconnaissance of the Baltic coastline
or the northern border of Russian territory is probaﬁly most practical by
air, Aircraft might also be used to put the enemy air defense system on
the alert in order to study its radiations.

In addition to the spegially equipped aircraft, it may be found
ﬂdesi-rable to use aircraft which fly regularly scheduled routes that might

. Yield useful information, Such routine flights will require a new approach

to the equipment problem, which will be brought out later in the section on
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equipment. There are many cases where a suitable piece of equipment on
cne of these aircraft could obtain information which could not be obtained
by the specially equipped aircraft.
d) Mssile
A missile or a pilotless aircraft would be useful in non-
overflight opera.tiohs. only if it offered some advantage in the way of high
altitude or penetration of an area which could not be obtained with either
the routine-flight or the specially equipped aircraft. The missile station
would requ:fre generally the same type of eqﬁipment as the aircraft station,
with the important difference that human operation would have té be eliminated
and no advantage could be taken of human judgment. Ballistic missiles which
might be fired to eﬁrmély high altitudes would command very long lines of
sight into Soviet territory without overflight, but the time which a single
receiver station would spend at the high altitude would be so shart that
the value of such an operation for electronic reconnaissance purposeé is
questionaﬁle. The firing would certainly have to be directed at some
specif:lq objective and timed on the basis of 1nte_111gence data to attain
the desired result., Aerodynamic missiles would have little advantage over
conventional aircraft in border operations except that the risk of loss or
capture of personnel would be reduced, and the experience gained in the
border operations would be very valuable in the event of overflight, using
the same or similar missiles.,

e) Free balloon

A completely new approach to ‘equipment development will be

required for best use of free balloons in electronic reconnaissance, The

weight and power supply limdtations are considerably more drastic than

- CONFIDENTIAL
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those encountered in aircraft or missile operations. On the other hand,
the vibration and noise problems are much reduéed, and the balloon plat-
form is very stable. Balloon flights can reach altitudes up to 100,000
feet. The trajectory of a free ballomn cannot be accurately predicted,
In flights which are not intended to go over Soviet tarritory it would
be necessary to monitcr the balloon position continually and to bring
down the eséential parts if the balloon crossed an established limit.
As in the case of m:lss‘iles,. free balloons have little to offer in none-
overflight operations which cannoﬁ be achieved by aircraft. On the other
hand, the experience gained in using balloons in non-overflight operations
would be invaluable in case overflight operations become possible, Under
some conditions a .balloon co_u]d be launched in Western Burope, and would
have a us§m1 life of severai hdﬁi-s or perha;;)s a da& on or near the border
of Soviet dominated territory. Such a flight could yield signiﬁcapt
data, However, it should be repeated that an entirely new research ad
dwelopment program is required to implement a balloon for electronic
reconnaissance,
f) Large ship

The exclusive availability of a large ship, either a
naval or a merchant vessel, for electronic reconnaissance is unlikely.
Large shdps are even more expensive than special airplanes, An intercept
station established in a largp ship would be able to carry out electronic
reconnaissance only on targets of opportunity within the normal range of
its travel, A large éhip éan furnish sufficient space for equipment and
for mtenﬁas of reasonable gain, Power supply is adequate. Workihg
stations are fairly comfortable, and noise level is reasonable, Repair

and maintenance facilities are usually good. Although a large ship is
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less mobile than an aircraft and the regions in which it can penetrate
are much more limited, it can frem#in on station much longer than an aire
craft, and it is suited to a slightly different class of duties. The
presence of the sh;p may cali into action enemy electronic devices,
particularly tiuose of naval interest, which would not be brought into
use by the presence of an airplane. Cammnication facilities are usually
goode The map of Fig. 1 shows that the Pacific area offers a considerable
opportunity for the use of ship stations, as do some small regions in the
West.
g) Small ship or boat

A small ship or boat will provide less space for equipment
and personnel and will be limited to smaller antennas than a large ship.
Such a boat, howevei', can penetrate waters 11; which a ship.would not be
risked for reconnaissance purposes, and it can remé.;l.ﬁ on station for fairly
long periods of time; The boat might also be disguis_ed as a fishing vessel
in order to minimize its threat, or it can bé operated in suéh‘ a way as to
exaggerate its threat in order to bring about desix"ed enemy responses, A
tender or shore based logistic support would be required at frecuent inter-
vals, There are many uses for a boat in this type of service, and the ex-
pense of the smaller types is comparable with that of the special aircraft.
As in the case of fhe aircraft, missile, and balloon stations, the boat
should normally be sent out with enough intelligence information to permit
the accomplishment of a detailed objective.

h) Agent

When a trad.ped man can carry some equipment into Soviet
controlled areas, make measurements, and report his i'esults, he can make .
a very warthwhile cqntribution to the electronic reconnalissance effort,
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The nature of the equiginent he caﬁ carry is'very limited in size, weight,
power supply, and complexity of operation. ' He can rarely use a high gain
antenna, and he can record very little mfomation.. On the otheﬁ' hand -
he can often occupy a position ﬁhich is very near_the equimment in which
he is interested, and experience has shown t.haf a skilled operator can
produce very useful information even with very limited equipmnt. ﬁn-
fortunately, intelligmce available at present from personnel operating
within Soviet borders is meager in quantity, and does not Justify much
~ dependence. We must develop our external facilities to the point of
diminishing returns rather than wait for more from this source,
2. Equipments

Each of the st.ation types menti.oned puts ita owmn limitations
on the design of equipments, In addition to these 11mitat1<ms different
oquipment types are often needed for detection and for reception, and all
' vof the conditions vary with the frequency range in which the equipment
must operate, mring later phases of th:ls study these conditions will
be examined in some detail and an attempt will be made to specify the
requirements for detection, reception, and analysis equipments which
will meet the conditions as well as possible. At present only general-
izations can be made,

a) Receivers for detection and reception

In detection, no attempt is made to learn all of the
characteristics of a new signa.‘l with tpe precision required for complete
analysis. The characteristics are measured only well'enorugh to tell
vhether a signal 1is radiated by a previously known enemy device ar

- whether the signal is new or unusual in some respect; Receivers designed
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for detection operations may therefore be built with parameters such as
bandwidth selected on the basis of the operation rather than on the basis
~of the expected simals.(l) For example, a pulsed radiation in the LF
region may be detected through use of a narrow-band commmnication receiver
vwhich cannot respond to the pulse waveform of the modulation. At the same
time, the narrow-band receiver may be a better deﬁection receiver than a
" wide-band receiver would be in this case, because it may be necessary to
select the desired signal from a number of overlapping signals, The
narrow-band receiver would yield enocugh information about fhe transmission
to permit ite identification as new and interesting, although it would not
transmit enough information to permit a study of the modulation waveform.
Any parameter such as bandwidth in a receiver design is selected as a
result of compromise among a number of factors such as manufacturing toler-
ances, operating ease, noise level, interference, bandwidth of desired .
aiéna.l, and technical ease of construction. In the design of detection
“receivers for frequencies below about 50 Mc, the most important items
which must be compromised in selecting receiver bandwidth are the proba-
bility of récaption of ‘a shart signal, and the rejection of interference,
If an intermittent signal of short duration which is well above the
receiver noise level is considered, and the detection receiver is tuned
fandomly thréugh a band of frequencies wider than the modulation band of

the signal, the probability of hearing the transmission increases as the

(1) A, L. Hiebert, RAND Electronic Reconnaissance Caiferenco Summary

Report, The RAND Carporation, S-15, 1 August 1953 ZSecre}b),

Chapter XIV,
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bandwidth of the receiver is increased. However, if the spectrum is
cluttered ﬁth other signals which are of no reconnaissance interest,
increasing receiver bandwidth also means an increased chance that the
signal of interest will be lost among interfering signals which are
received at the same time. Ahove about 50 Mc, the density of interfer-
ing signals is usually low enough to make the receiver noise the limit-
ing interference factor rather than undesired radio signals. |

A great many of the receiver designs in use today vu;e devised from
a background of communication rqceiver design. In communications, the
usual requirement is for.the receiver to handle a single signal as well
as possible, In detection, it is often necessary to handle a number of
signals with uhpredicted characteristics at unpredicted times and fre-
quencies, w¢ may expect therefore a considerably different approach.

A detection system is responsive in a number of dimensions. 'In
addition to frequency, which has been mentidnéd, the éystan is responsive
in time, space, direction, poluiiaﬁon, and sometimes in modulation
characteristics.' All of these aspects may be used to 1dentif$' and
describe the detected siénal and they must all be considered in the
design .of suitable detection equipment. Propagation values are also
important in receiver design. For the intercept function it is nec-
essary to establish a number of stations to cover the area of interest.
If signals are normally propagated, say, 500 miles, the spacing between
stations can be of that order of distance, while with propagation distance
of 100 miles or less, stations should be spaced much more closely, Yet it
would be wasteful to spread facilities for intercept of the lmnge-range

‘signals in all of the closely spaced stations. Fartunately, signal density
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considerations and bandwidth requirements are also dependent on propaga=-
tin so that it will probably be most economical to specify individual

eduipnents for each general propagation region. This leads to a selection

of four general spectral regions (section III), In the LF and VLF region, '

extending to about 200 kc, there is long range propagation and relatively
high signal density. In the MF region the propégation rangéa in daylight
are quite short, but signal density may be high during the day, due to
crowded conditions of the band, and it is sure to be high at night. 1In
the HF region, there is usually good iong range propagation, and signal
density is normally fairly high, especially at night. In the VHF and
higher ranges, propagation over long ranges is not common, and signal
densities are not high except in a few special cases such as the concene
tration of Soviet radar in East Germany or the concentration of radar in
the vicinity of a naval task force. These considerations suggest the .
development of detection receivers for the ranges:

10 ke to 200 ke

200 ke to S Mc

2 Me to 50 Mc

30 Mc to 100 kme
One unit should not necessarily contain all of any one of the bands, but
the receivers which fill that band should have roughly similar character~
iatics; because the conditions under which they must detect signals are |
similar. It would be desirable in this program to develop all of these
equipments so that they could be used in any of the station types out-
lined above. This is hardly practical, however, because same stations
are manned and others are not; and the mechanical and electrical require-

ments on a receiver for use in a missile, for instance, would certainly
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prevent use of the same equipment in a free balloon. We must, therefore,

~ in later parts of our continuing study examine each of the situations in

detail to determine the minimum useful number of types and the order of

priority in their development,

A preliminary estimate of this situation appears in Tsble I. Here

the station types have been grouped so that limitations of size, weight,

complexity, and powef supply are approximately the same in each row of

the table. Each square in the table may therefore represent a single

equipment design or a single set of equipment designs to cover the

indicated frequency range within certain weight, size, power supply,

and mechanical limitations. The relative importance of each set of

equipment designs has been estinated roughly, This may be modified

somewhat in later reports on this studye.

Table I

RECEIVERS REQUIRED FOR DETECTION AND RECEPTION OPERATIONS

Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6

Detection Reception

10-200 200kc=~ | 2-50 | 30Mc= ]10-200| 200kc= | 2-50 | 30Mc-~
Station Type ke SMc Mc |100kme ke SMe - Mc | 100kme
Ground fixed L,
Large ship High High Hj.gh Low High High High | Low
Ground mobile
Small ship Low Low Med, | High Low Low Low |High
Special aircraft .
Routine aircraft .
Guided missile |Mo¥ |Low | Low |High High
‘Balloon Med, Low |High Med, Low | High
Agent Low | Med. | Low |Mede |Iow | Meds | Low |Med.
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Theoretically, a good detection receiver would have a learning capacity.

It would show response to a particular type of radio signal until the

- analyst or operator decided that the signal was of no further interest.

The receiver would thereafter ignore or eliminate the particular type
of signal or would alter- its response to it in a beneficial way. This.
tfpe of equipment is probably some disté.nce in the future, but it repre-
sents an objective which sﬁou]d be considered. Many of 't;he techniques
now used in computer memory circuits may be applicable to this problem.
A receiver designed prim;rily for the receptiox; process more nearly
resembiea a communication receiver than does one designed for detection,
In reception, the receiver characteristics must be keyed to those of the
signal to be received. Bandwidth, for instance, must be selected with a
view to-p‘asjsing a.u essentiai_componmts of the signal, instead of merely
detecting the existence of the sisnal. At the same time, the existence
of' the detection operation makés it unr{ecessary to maximize the proba-

bility of interceptin'g the signal, because a detection receiver of high

"probability can usually be used to locate the signal in the spectrum.

This is similar to the use of pioneer reconnaissance to select small
areas for more intensive observation.

More consideration will be given in later reports to .the selection
of regeiver characteristics, but a few rules of thumb may be stated at
th.’:_.s time. In the ranges below 50 Mc atmospheric or cosmic noise rather
than internal noise in the receiver usually limits the reception of
small signals, Receiver bandwidth in this region should be matched as
closely as possible to signal bandwidth., The majority of radio systems

using singie transmitters and antennas in this frequency range Aare
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limited to bandwidths of about 10 percent of the carrier or center fre-
quency. This limitation comes from the neceesity of matching low-impedance
antennas to tubes of higher impedance., The reactive circuit elements in

the matching networks limit the baridwidth over which this can be accomplished,
There are a number of current development programs in the field of communica-
tion and navigation which will produce signals that are dispersed across
considerably wider Abands. However, these will generally be multiple systems,
and it will be necessary to receive their signals in multiple channel re-
ceivers, each of which may be fairly narrow in bandwidth,

A general rule in both detection and reception is that the equipments
should provide the maximum possible number of simultanecus open receiving
channels, to increase the probability of detection and reception of eignale
transmitted by complicated multichannel systems.,

b) Antennas and D/F

Antenna systems for use with detection or reception equip~
ment must perfofm the following functions:
(1) Deliver the maximum signal strength to the receiving system
from the area in which the transmitters of interest may be
located. _
(2) Help to eliminate interfering signals and tioisee.
(3) Work with the receiver and indicator in direction ad/or

position finding,
Each intercept station places its own requirements and its own limita-

tions on the antenna system which may be used. In a aircraft station, for
instance, the gain of an antenna is limited by the space which it can occupy
and by the uncertainty in the direction from which a signal may be received.

In a ground station much more space is available for the erection of
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high gain antefmas and there is usually a better idea of the direction
from which signals are desired. .For the elimination of interference it
is as useful to have a controllable null in the antenna pattem as to
have a sharp maximum. As a detailed part of our continuing study the
antenna requirements of each type of station will be examined and a lay-

out of suitable anta-ma systems will $e- made. Gains will be chosen to

' meet operational requirements and to permit realization of the antennas

within the confines of space usually available.

ﬁirection finding antennas form a special case which has been handled
éepérately in most past development programs., This study will evaluate
the feasibility of including direction finding with the normal complement
of station antennas, . If this does not;prove feasible, requirements will
be detemihed_' for the direction finder antennas needed for the vari ous
station types. ' ' |

¢} Recorders

In both the detection and reception phases of electranic

‘reconnaissance, important data can and should be preserved through the

+

use of recorders. Studies have shown that the operator of a detection
or reception system has a limited capacity for absorption and retention
of information, that he may make gross errors in writing da;c,a on logs,
and that it is possible to supplement his ability very ccnsiderably by
use of recording devices, However, experience in a number of flelds has
shown that it is entirely possible to record so much information in such-
a complicated manner that analysis is very difficult. It is necessary to
examine each type of operation in each of the station types to determine

what information should be recorded, the time available for its transmission
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and analysis, and the 4necessary storage period of the recorded information.
When these factors have been established, it will be possible to devise
the best recording and read-out systems for use in the detection, recep-

tion, and analysis operations. In any system in which a large quantity

-of data is preserved for later analysis, it is vital that the recording

s::y"sten and the read~out systen be desigﬁed to fﬁnction cooperatively.
Geﬁerally speaking, recorders with responses varying from a few
cycles per hour or less up to many Mc pér second will be needed. Record
lehgths \iillivary from seconds to days or months, and the total recorded
infomati(miill vary over' wide limits., 1In mény cases the cyclic or
repetitive nature of waveforms used in electronic devices will permit
considerable economies in the recording process. A repeated radar pulse,
for example, may be ccmpréssed in bandwidth fi‘oni megacycles to kiloéycles
and recorded on audi'o equipxﬁent. In the case of a random function of any
"oandwidth, it may often be sufficf;ient to record the power spectrum or the
correlation function on a narrow-band device. In a general purpose recep-
tion system it will be most helpful to record the waveform information
according to the general categories of frequency, modul'at:lon, scan pattern,
and operating schedule outlined in Section IT. | |
Part of the continuing study will be devotod‘ to determining require-
ments for recording and playback devices for all of the operations described
above, for both attended and unattended equipments,
d) Indicators .
An indicator is # device which presents information froam a

receiver io a human operator, Many of the devices now referred to as

. analyzerg are indicators within the meaning of the term used here, An

indicator should be designed to present to the operator that information

- -
.
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on which he is required to take action in a readily assimilable form.
‘The pfeamtation of unnecessary data or the pz;esmtafion of data which
requife excess mental effort on the part of the operator can do great
'damage to the operation. Human engineering studies in _the Aero~Medical
- Laboratory at WADC(l) and elsewhere have shown the value of proper indi-
cator design in many fields. Careful attention should be given to this
aspect of‘ind:Lcators in electronic reconnaissance,
| Generally speaking, all information which the operator needs for
control of the equipment in accordaz;ce with his instructions should be
‘presented to him, but any excess information which might be confusing
should be recorded without presentation. The expected level of skill
and training of mtercept personne]r is an important consideration here,
An attempt should be made, of course, to secure the best personnel avail-
able bfor the eloctrmié reconnaissance program, but there is a great d.eaml~
of competition for good persmnel, and many operations wi;il be done by
airmen with poor backgroundé in fundaxﬁentals and very little practical
exparience, With the development of a complete ﬁrogram_, it will probably
be desirable to retain the most capable people in the analysis centers
and to rely on less experienced personnel to operate relatively intelligent
equipment in the intercept stations, This means that a great deal of
consideration must be given to proper indicator design and proper installa-
tion of equipment in the stations. Visual indicators must be brought to

eye level and made large enough to permit easy reading without fatigue.

(1) A. L. Hiebert, RAND Electronic Reconnaissance Conference Summary

Report, The RAND Corporation, S=15, 1 August 1953 (Secret),
apter VII.
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Indicators which should be viewed simultaneously should be brought within
. the same visual field. ILight intensities should be arranged so that no
great changes are experienced in looking from one indicator to another

(as, for instance, fram a cathode ray tube to a tuning dial). Wherever
it is necessary to read and write, the indication which is read should

38 neawly resamble what is to be written as possible, Controls should be
located within easy reach and grouped in noma). sequence. The individual
control knobs and levers should be shaped so that they can be distinguished
by touch, and they should convey some sort of impression of the operation
which they carry out whenever possible,

The indicetor requirements for each of the operations in each of the
station types will be considered and an attempt will be made to devise a
consistent approach to the indicator problem throu'ghout‘: the electronic
reconnaissance field, The results will, of course, depend on the antenna
and receiver eesigns and on the way in which the load is shared between
.’;.nd:l.cation and recording.

| Be Ana;zeis Facilities, Locations

The results of a good electronic reconnaissance program are useful
at a variety of levels. Tt will be necessary to distﬁbute analysis fa-
cilities organizationally and geographically to meet these needs. At the
same time, the facilities cannot be spread too widely, a8 there is same
benefit in centralized f‘acilities which can be better staffed and better
equipped than those which. are widely separated. Each elect.renic re-
connaissance ctatim must have ‘enough analysis ability to determine whct.her
or not the received signals are of interest and whether or not particular
missions assigned by command have been completed. |
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The next higher degree of analysis should be at a level which commands
the electronic reconnaissance effort for a particular geograsphical area,
such as a theater of operations. This level is chosen because it can be
served with adequate, rapid communication, and because a mobilization of
all of the intercept stations in such an area ﬁnder a single analysis
center anci a single operational control will produce electronic reconnaissance
data with the highest efficiency for a given total expenditure. This suggests
an analysis center in England with possible forward elements in Germany and
Afriéa, and an analysis center in.Japan. Additional centers might eventually
be needed in the Middle East, Alaska, and possibly the Philippine Islands,

Analysis at yhe station level should be _conﬁ.ned to signal analysis
sufficient for the purposes outlined above., At the theater analysis centers,
all 1nteliigence information pertinent toA the theater should be available
for combination wﬁh refined signal analysis to permit complete intelligence
evaluation of the el ectronic recmnaiésancé-data fof information of the type
gutlined in Section I. This should include communication intelligence as
well as attachs information, reports of agents, defector interrogations,
and general background accumulated from open literature, In this comnection
it may be found more expedient to incorporate eiectronic reconnaissance
1nfomation into the regular theater-level intelligence effart than to
create all of the new supporting tasks for proper use of electronic re-
connaissance data in a separate analysis center. A decision on this point
must be based on the relative quantities and values of the different types
of intelligence information and‘an the degrec 61’ security which is deemed
essential in safeguarding any particular source of information. It would,

of course, he preferable to assign these new functions to a properly
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augmented existing organization, provided this did not result in loss of
valuable information through lack of attention or through eﬁ:cessive se-
curity, This organizational proSlem will be dealt with in more detail in
further study of the electronic reconnaissance program. .
A final level of aﬁalysis must; of course, be maintained in the United
States. At this level, reports from all of the theaters are combined and
correlated, and any additional information ﬁhicl{ may develop from other
sources is fed into the system, Su'ninary reports prepared here should
serve in the guidance of technical planning and force programming at

. the highest levéls. At the same time these reports would serve as a

basis for planning .additional electranic reconnaissance operaﬁ ons. The
reporté should also‘ be sent down to the f.heata- analysis centers and,
uheré possible, to the field t6 serve as inspiration and information
for personnel at the lower levels, | | |

1, Signal analysis to yield measurable characteristics

_ At the analysis centers, the amount of information which will
be accumilated in a felatively short time will make it necessary to use
machine methods of daté storage and recovery. A number of methods of
storing electronic reccnnaissance dat# have been suggested, and some of
them have been worked out in detail.(l) Those which make use of punched

business machine cards are probably the most promising at present. In

(1) Beacon Hill Report, Problems of Air Force Intelligence and Reconnaissance,
Project Lincoln, Massachusetts Inscitute of Technology, 15 June 1952,
(Secret), and A, L. Hiebert. "AND Electronic Reconnaissance Conference
Summary Report, The RAND Corporatici, S=15, 1 August 1953 (Secret),

apter 11,

3
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most of the cases so far investigated the business machine card can carry
enough information to 1dent:l.fy a particular intercept experience or a
parficul& eneny electronicvdevice with complete satisfaction, mére more
detailed or unusual information is needed, the punched card can serve as
an index card to permit the quick location of the actual data on filed
records of other types. The adoption of a uniform U.S. card punching
scheme .vould be of some value as it would pemit ready interchange of
data and would focus the attention of all analysis centers on the same
aspects ofAt.he problem-. On the other hand, there is little reason for
the wide circulation of the vast quantities of data in a punéhed card
file, and standardization might c#st the process in a mold which would
be too rigid to permit rut_ure growth, In any case, it is safe to conclude
that signal analysis equipments will be required in the electrenic re-
connaissance systeﬁx to take data frﬁ ‘the logs and records of the inter-
cept stations and produce punched cards u:lih a minimum of human effort.
Particularly in the case of the unattended receivers, which must be
carried in mi;siles and balloons and in routine airecraft flights, it
will be desirable to develop analysis machinery which will receive the
records from these equipments, encode the desiregl information, and punch
it on the cards,

When the information from intercept operations has been applied to
punched cards, it willi be possible to perform a great many statistical
and comparative operations with automatic machines. A)l of the individual
interceptions of a particular transmitter may bo sorted out and .correlated, . -
and a single card may be prepared for each transmitter. When this has

been done, the distribution of transmitters in frequency and in geography
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may be worked out by machine, and summarized information will be available
for comparison with other data in the intelligence analysis step.

One of the results to be saught in later work will be thé general
specification of énalysis center equipment and personnel requirements to
go with the station and station equipment requirements to be determined
as outlined above. '

2. Intelligence analysis, using all forms of collateral data

The interpretation of the characteristics of received signals
in terms of desired intelligence oﬁjectives, such as order of battle, is
a process which has never been >successm11y formalized and reduced to the
rules of deductive logic., Electronic radiat;on is one observable aspect
of enemy activity. It happens t.hatl it is one of the most readily observable
aspects at reasonable distances, m.eetroﬁic data can contribute significantly
when combined with other aspects such as enemy comuniéation, known enemy
systems of transportation, 1og:|.stié policy, and personhel and training
' philosophy. , -

It is important that the role'of électrmic devices in enemy operations
be understood‘. To do this most efficiently a background of data must be
accumlated, a number of possible enemy system frameworks must be projected,
and our observations must be fitted in as they are made, in arder to

.develop the intelligence picture, Characteristics td be expected of a
Soviet air interception radar set, for example, can be derived from the
requirements which are placed on_that set for use in the observed Soviet
aircraft and for operations with the obseved Soviet GCI radar Seta agﬁnat
our known aircraft. Coupled with these system facts is the observed Soviet
propensity for producing and using equipments similar to those we find use-
ful, This framework of facts and suppositions has led to a search for

'CONFIDENTIAL

Approved For Release 2009/09/28 : CIA-RDP89B00708R000500070002-6



Approved For Release 2009/09/28 : CIA-RDPgé—BOQ‘708R0005000_70002-6
 CONFIDENTIAL | R
- - - s Tt =65
air-interception radar éignals similar to those radiated by the SCRf720,
and the rejection of some slight evidence of use of a much lower frequency
set, |
It is evident, therefore, that.the final intelligence analysis phase
of electranic éeconnaiasmce is not one which belongs to electronic re-
_ connai ssance’ aione. Observations from all sources, including camunica-
tions, photo, attach®s, agents, literature, and others, must be brought
together on a basis of common.availability and subjected to a camplete
canprehension, There has been no computer built to date that is better
than the human brain for this process. It is unimportant fram the national
interest standpoint whether this over-all ﬁmtion is performed as an
a&:)unct to the electrord.c reconnaissance program or the photp reconnaissance
program or the cbﬁmnication intelligmce- program, so long as it is done
thofou_ghly, andb 80 long as the secuﬂty safeguards which must be established

aroun;l the results are made as reasonable as possible.

Ce COmm#nd of EBlectronic Reconnaissance Effort

The United States Deparfmént of Defensé now has th§ largest stake
in an effective'electronic reconnaissance program, although theré are other
Federal agencies vwhich are also interested in its results, Within the
Department of Defense the program must support the individual intelligence
needs of the armed services as well as the émeral over-all intelligence
requirement in the determination of natiénal policy. Considerations of
unifom availability ~of information and prevention of duplication in elec- |
tronic reconnalssance would seem to call for a single command of the el.c-
tronic reconnaissance program under an agency of the 'Gova'nment or the

Department of Defense, but the individual intelligence requirements of
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the mdiv:lduai' armed services and the benefits to be derivegl from a certain
amount of free competition tend to argue for separate command of the pro-

grams by the authorities of the three services., This question cannot be

‘ aéﬁtled at this time, but it will be kept in mind in further‘ study of the

requirements of the electronic reconhaissance program. Theater command

of electranic reconnaissance is a somewhat simpler cv:stion.

l, Unified command at the theater level

Where electronic reconnaissance teams may be brought into
cohtact with Soviet forces, there is little doubt that all of the facilities
available in a particular geographic a;'ea should be brought under a unified
command. As has been mentioned, each type of station has unique capabilities
depending on its location and its equipments Coordinated operation of
stations of all types will often be requ:lréd for the most effective deploy-
ment of electronic reconnaissance forces for a particular problem. It is
therefore apparent in this activity, as in other military operations in
the face of an enamy, that it is desirable to briﬁg the operations under
control of a six;gle commander who may be free to use the forces as he sees
fit, and who is perscnally responsible for the executibn of instructions
given him by higher echelons. The electronic reconnaissance commander
should work closely with the theater analysis center. He Shmxld support
the theater commander by’ furnishing appropriate electronic reconnaissance
information, and he should be responsible for meeting requirements placed
by headqqartera in the United States for electronic reconnaissance within
his capabilities. It was shown several times in World War IT that cooperative
operations among air, sea, and ground stations coﬁld bring out information

which could not be gathered otherwise., This effort may often be organized
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on a basis of general agreement at theater level, but it should be insured
by the proper establishment of a theater command organization with opera-

tional control over the stations.

2. Use of all intelligence in programming effart

Within a theater or a smaller operational sector, it will be
possible to gather electronic intelligence much more rapidly if the elec-
. tronic reconnaissance effort is programmed on the basis of current intelli-

gence information. All sources, including communication mtelligmce,

‘should be used by the theater electronic reconnaissance commander to
formulate operating schedules for a.ll of the électronic reconnaissance
stations in his theater. This programming should 1nc1ude watch and
operating schedules for the ground stations, position and operating
schedules for the mobile stations s flight schedules and operating schede
ules fcér the aircraft stations, routing and operating schedules for
ships and boats which may be avai lable, 1nstructions for use of receivers
in routine adrcrart flights, and instructions for any missile or balloon
operations which may be undertaken, In addition, instructions should be
formulated for the activities of agents when they are available.

When electronic reconnaissance operations are ccnducted on a basis of
uninstructed search, the probability of detecting and receiving significant
signals is considerably reduced. The use of all forms of intelligence in-
formation in directing search in certain geographic regions at certain
times and in certain frecuency bands for certain types of signals can
very greatly increase the chance of caining a camplete picture. In addi-

tion, this type of scheduling permits cooperative scheduling of other
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intelligence operations which can result in much improveﬁ finished intelli-
gence. When there is danger of canpromising a~high securijt.y source of ine
formation, cover plans must be worked out to permit the operation tc continue
under disguise,

.3. -Dissemination of electronic intelligence

After gathering a complete intelligenée picture of enemy
activities and intentions, it is .highly important to make t.lﬁs informa-
‘tion available to people who need it;.' Sometimes this need conflicts with
the need td. conceal our sources of information and the need to keep the
enemy gﬁessing as to how much is known about his situation. In same cases
inadequ#te éécuritj destroys the revealed sources of information and permits
the enemy to plan more 1og1cally. ‘ On the other hand, an o.verzealous. securitj
policy may play into eneny_hands by preventing our full use of intelligence
information. Lack of 4knowledge and failur;e to act on it are operationally
équi.valent. | ' |

- a) Classification as low as permitted by security

The need for wide dissemination of electzjonic intelligence
coupled with the need for security suggests a number of different levels of
analysis and dissenination of the results of electrunic reconnaissahce.
Preliminary analysis and results applicable to field problems should be
available as ranidly as possible at the individual sectors, More sophis-
ticated analysis should go on simultaneously in the theaters, and final
analysis at several security levels should be carried out for appropriate
distribution in the United States. Care should be taken at everv riep to
produce material at the lowest practical level of clasgification, and

highly secure information should not be mixed with lower classification

i)
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déta except for the preparation of high level reports. Material of great
vélue to commercial research and development companies, for instance, can

often be prepared at a Confidential or Secret level and used to good

" advantage, whereas a Top Secret document could not be so widely distributed.

Le Coordination of electronic reconnaissance with other collection
efforts

: Elecbrdnic reconnaissance continually draws target information
from other types of intelligence activity and at the same time can furnish
target material to such activities as photographic reconnaissance. As an
example, when new radar ﬁ*e‘quencies were detected by él_ectrogic reconnalissance
operations in 194, the station location on the basis of direction finder
plots was turned over to the photo reconnaissance wing with a request for
low-level oblique coverage. The resulting photographs returned to elec=-

tronic analysts enabled a 'much better description of the new radar tﬁpe

 and a better analysis of its performance. 'To make the most of this type

of cooperaﬁive operation it is r_‘:ecessary for the personnel of other re-

connaissance efforts to be aware of the benefits of successful electronic
reconnaissance. This can best be demonstratél by furnishing them useful
§ata. The missions of other collectors, such as attach&s and agents, may

be augmented in the same way.

D. Communications in Electronic Reconnaissance
Widesoread, successful electronic reconnaissance operations cannot
be carried out without rapid, explicit communications in both directions

along the chain of command, and in other directions as well, These
communications are, of course, subject to enemy communication intelligence

efforts, and provisions must therefore be made for security as well as
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'speed. Further, it is often a matter of considerable interest to transmit
wavéforﬁ information or other data which cannot easily be spelled out in

spoken or written text.

'l Communication needs

Comication requirements in the electronic reconnaissance
process can bé expressed in terms of the lines of communication needed,
the estimated flow of traffic over these lines, and the acceptable delay

in transmission of messages and data over the lines, In common with all

other intelligence collection devices, an electranic reconnaissance station

is a point at which an early indication of enemy attack may be rece1§ed and
recognized. A message announcing this information is very important and
should not be delayed, even for réasons of security. It is thefefore
important that each electronic reéonnaissanéé station have a c§ﬁmun1¢ation
facility which is immediately accessible for a small quantity of high
precedence ﬁraffic; Security on this system is deﬁirable, but is con-
siderably less 1m§ortant than the quick transmission of the message,

The line of communication over which this message travels can well be

the direct line from fhe station to the sector or theater analysis center,
provided that there is a qualified éthour-duty officer at the center to
receive this message and.notifyvthe proper authorities,

A sepond rapid line of communication is needed between two or more
-stations which are cooperating in a single operation. Here, rapid commu-
nication is essential for such activities as the coordination of direction-
finder activity or concentration of facilities on a newly revealed target,
but in this case the need for security is proﬁably as great as the need

for rgpid communication. The volume of traffic is fairly small, but any
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appreciable delay is intolerable., This problem will be examined more
fully in later reports in which an attempt will be made to compare the
cost of overation without adequate communication facilities agaihst the
co-st of establishing sufficiently complicated facilities for this purpose.
The lines of coumunicatj.on by which operation schedules are trans-
mitted fram control points to stations and by which received data are
transmitted back to ana.]ysis' centers can tolerate some delay in the
interest of security, but they also pose peculiar problems in some
respects because of the requirement for transmitting data in pictorial
form. Maps, wavéforn pictures, circult diagrams, and other pictorial
data should not normai].y be delayed long enough to go by regular cowrier
service, ad.thﬁugh a speciallcourier service might be adeqimta and might
-be‘ less e:spensive than the necessary secure electrical communication.
Lines of communication from dverseas theaters to the United States
Qre i'equired to pa;é brief, summary information "rapidly and to follow
through with detailed 1nformation. on 8 slightly delayed basis. Trans-
mission times for secure communications of the order of one hour .or two
will not be objectionable, pi'ovided that high precedence messages cone
cerning an immine:{t‘outbreak of war or a similar emergency can be passed
more rapidly., Some types of detailed information should be sent by
electrical means, and others can be sent by courier without any large
penalty provided that local action which might be based on them has
already been ordered i3 the theater or sector control center.

2. Possible solutions

For the communication link between stations involved in a

coordinated operation, there is no substitute for a wire or radio circuit
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with on=line eryptographic .facilities'. This type of equipment can be
" provided for use in some stationﬁ, but it is expénsi.ve to operate, and
the situation will require further study before a suitable recommendation
‘can be made. For communication with aireraft and ship stations involved
in combined operations, short-term security could be obtained through the
use of pro forma procedures s brevity codes, broadcast techniques, and
other sﬁecial signals; but none of these is adecuate to produce long
term security, and most sﬁch procedures attract enemy attm.tion and
1.ncre§se enemy interest in reéoveri.ng the significance of the traffic,
Furtinr study will be necessary to specify the term of the secﬁrity
which is required in f.hese operations and to suggest specific solutions.
Communication links between intercept stations a;id control stations
in which a sxﬁall delay is ﬁolerablé can Be served by current cryptographic
t.echniquds, and in many cases the necessary messages can be sex:xt over
existing communication 'ise'rvicesl.\ Existing facsimile circuits, because
of ,the;I.r lack of aecur'iitj equipment, are not satisfactory for the trans-
mission of pictures, drawings, and diagrams, At present, magnetic tapés,
photographic ﬁ.l!ﬁs ’ and"bf.her record material must be delivered to the
analy;ig center by coﬁx-'ie'ruservice.
| Present elect;icai communication facilities between the United States
and overseas theaters are probably adequate ‘for the additional traffic
from electranic reconnaissa;lc'e, and present message handling times of
the order ~f two to six hour‘vs are not objectionable for most of the in-
formation to be process:e.c-i}i‘n this system. Present courier times of the -
order of one week seem é*f:essive for much of the information of interest.

Means of speeding up this type of communication should be studied,
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Ve OVERFLIGHT SYSTEMS

Hoét of the considerations in comnection with an electronic recon-
naissance system without overflight can be applied to overflight éystems.
Overflight would not effectively modify much of the activity which has been

discussed, It would merely extend the reach of the airborne stations, and

it would carry electronic reconnaissance into areas which cannot be cbserved

at all without overﬂight. The overflight faciiities could be fitted into

the rest of the system as it is envisioned here.'.. Operations orders and

schedules would be based on intelligence data, and cooperation between
overfl&ing and non-overflying stations would be arranged. Intelligence
missions would be arranged with-othecr collection agencies to observe the
totgl reaction to overﬂight missions, Overflight by means of manned air-
craft, 'guided missiles, and free balloons will be discussed. ﬁa&h method
has its own peculiar advantages for specific purposes,

A. Manned Aircraft

Under present: and foreseeable conditions, a U.,S. aircraft over
Soviet territory would be subject to attack by the Soviet air defense
forces, Protection againsi such an attack would normally be sought by
making the flights under cover of darkness or bad weather and by flying
either at an altitude high enough to avoid anti-aircraft fire and make
fighter performance poor or low enough to avoid continucus radar surveillance
and tracking.

l. High-altitude mission

A high-altitude mission would pi'oceed on the assumption that
the air'crart was being continually tracked and plotted by the Soviet air

defense forces and that Soviet reaction might vary from amused curiosity
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to attack by fighters or guided missiles. With available aircraft types,
this mission coﬁd penetrate from U.S. bases overseas to any point in
Russ:u; and returﬁ.l Coverage could be obtained on all of the interior
region which is now effectively cancealed. Success in finding unusual

- types of signalé would depend on the use of properly deéigned detection
and recéption equipments, on the Soviet reaction, and on the means for
data recévery in case the aircra.ft'is shot down or forced down through
mechanical fa:l.lﬁre. Arrangements made 1n'advanco for transmission of
important data by radio from the aireraft would be subject to the sscurity
and communication problems that have been mentioned. The most satisfactory
method of data recovery would be to have the aircraft return to base and
iand with the info_rmation. The extent of informaticn which would be
obtained might be limited by the choice of darkness and bad weather as

& time for operations, Signals comected with research and development
activit:les_ and those connected with training would be less likely during
that timﬁ. The depth and effectiveness of the air defense netwerk would
probably be revealed by the efficiency in tracking the intruding aircraft,
The advantage of this information should be balanced against the risks of
loss of the aircraft and crew and the risk of provoking international
frietion, Reaolviné power required in the detection and reception equip~
ment for the individual analysis of interfering signals would be quite
high in the high-altitude mission, In Rast Germany, for instance, .a.n
aircraft at-60,000 feet would be.v:ls:lble to several hundred radar sets

on both sides of th,e' frontier at the same time.. With deeper penetration,
this density would probably diminisi:.
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The big advantage of overflight with manned alrcraft over other

' techniqhes is that aircraft for scme phases of this operatipn are

available now. Others could be equipped quickly with available types

_ of receivers. These would not be the best stations which cou].:l_ be

devised for this type of activity, but they would give us far more in-

| formation than we are now getting out of the central parts of Asia,

More study will be recquired to determine the exact scale of high-altitude
effort which wonld pay, but an initial assipgnment of five to ten aircraft
to this service would yield much useful reconnaissance data.

2. Llow=altitude mission

The low-altitude mission would be much harder for the Soviet -
air defense forces to track and plot, so that it might gain access to A
some regions which could not be pentrated at high altitude; iand it might
reach some areas before Qemate warning of its arrival could be broad-
cast. (n ‘t.he other hand, the reception. range of the low-altitude air-
craft is quite limited, and navigation is also difficult. Receivir;g
equipment for the low-altitude mission would not need the high resolving
power of that used at high altitudes because the signal density would
never be so great. Aircraft and equipment suitable for this type of

mission are now available, Data recovery by communication poses the

" same problem as in the case of the high-altitude aircraft, but there

is probably a better chance of recovering the aireraft. If the enany
is unable to plot‘ the aircraft accurately, there is some chance that
unusual .defense force behavior will be observed which will be useful
from an intelligence standpoint. low-altitude flights in which the

navigation is good can pinpoint the locations of intercepted devices
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fairly well, because they' do not hear them over iong ranges. The low-
altitude aircraft suffers in the same way as the high-altitude one in
flying at night aﬁd in bad weatheﬁ'. Many of the activities of interest
are probably off thé air. At thé same time, much useful informatiocn
could be collected in this way. The risk would be about .the same as
whiat for the high-altitude operation,

B. Guided Missiles

Pilotless aircraft or aerodynamic missiles such as the Snark,

Matedor, or Navaho, offer a samewhat better chance of overflight without
the risk of personnel, but with perhaﬁs an increased risk of a serious
incident. Vehicles of this type now available do not in general have
gmfﬁcient range to fly into Russia to' the required distances and return
to U.S. bases. On fuo-uay missions &ey could cover a part of the terrie
tory of 1x;terest, and on one-way missions they could cover vit ail. On
- the two-way missions, it would be pogsible- to recover the missiles or
parts theréof for recovery of the data. On one-way missions, the use of
high=frequency radio telemetering of the intercept data to ground stations
would hot be objectionable from a security standpoint, since the launching
of-the missile on a one~way mission would require a previous decision of
the same segurity question., A suitable data transmission system could be.
developed fram available components. The missile is somewhat behind manned .
aircraft in time of{ availability because of the lack of suitable unattended
receiving systems. Complete requirements for these systems are awaiting
»the resrlts of this and other similar studies,

The 1isk involved in a missile flight of either the ane-way or the

two-way type is considerable, but_conditions under which this risk would
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be justified may be imagined, and it is quite likely that when they occur,

there will not be time left for the development of svitable equipment. It

appears, therefore, that, subject to further study, development of unattended

equipment for these activities and actual experimental flights in missiles

can be justified,

A guided missile ;)ffers a facility which cannot be duplicated with manned
aircraft for intentional excitation of defense systems so that their reactions
may be obseﬁed and analyzed.(l) If a reconnaissance missile is actually
fired on by electronically controlled devices, the use of suitable receiving
and transmiesion equipment will permit analysis of the devices which would
be hard to obtain in any other way,

Since the guided m:_issile would mogt. probably operate at hig’h altitude,
the resolving péwer requiréd in its receiving‘equipment to separate signals
for recérding' and transmission to base will be comparable to that required
of the equipments in the manned ai;-craft. This is an exceedingly difficult
and complex problem, and further studies are needed befare definite recome
mendations can be given, Whenl a missile excites the defense system, there
is little chance that it will accumulate research and development informa-
tion from interior laboratories or other t&pes 'of radiation which are
carefully safeguarded. It is possible that later develcpments such as the
Navaho, and the satellite missile will escapé detection or will not excite
the defense forces. These missiles may be used to collect information

which would not be available to a missile wihdich would axcite the defenses.

(1) aA. L. Hiebert, RAND Electronic Reconnaissancé Conference Summary

Pcthgga;:g g[l;I Corporation, S~15, 1 August 19 Secret ),
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Ce Free Balloons

‘The type of vehicle which probably offers the smallest risk in
overflight operations is the free balloon.(l) Such vehicles have been
built to carry substantial weights, Launching and recovery techniques
have been workéd out. No suitable electrbnic reconnaissance equipment
has yet been designed, and 1t4 would probably‘requ'ire a minimum of three
Years to produce operationally uéeful models., Weather data show that
during same months of the yéar, launchings from a single area in the
Narth Sea would result in coverage of all of the important regions of
the Soviet Union and most of the satellite nations, with a maximum
probability in the central part.(?) gy meking the gndolas as small
and light as possible, it would be "p_ractical to expect flight at very
high altitudes. Detection and f:lotting of the balloons would be ufxlikely,
and attacks on them would probably be impractical. No particular balloon
could be programmed to cover any given area at any time, but a number of
balloons launched at intervals of a féw hours would probably guarantee
coverage of the point in question at least once. The line-of-gight
propagation range of nearly 400 miles attainable fram 70,000 feet would
mean a very high densitﬁy of signals at the balloon during a large part of
the flight, lHigh resolving poﬁer would be required fof work with individual
signals. Good statistical data on distributions of signals in ‘frequency

- (1) w. W, Kellogg, S. M. Greenfield, D. T. Griggs, Preliminary Stu Pioneer
Reconnaissance b Balloons, The RAND Corporation, Research Memorandum
=490, Novembar 7,50 (Top Secret),

(2) W, W. Kellogg, S. M. Greenfield, Revised Study of Pioneer Reconnaissance
by Balloons, The RAND Corporation, Research Memorandum RM=-979, 30
November ' ~

52 (Top Secret),
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might be obtained with equipment of lower resolving power. The balloon
is probably the only vehicle which will be available in the next few
years which might fly over sensitive interior areas during working hours
without exciting the defense system, For this reason it might be the
only vehicle which would obtain much information on Soviet research and
development and on the training of new forces deep inside Soviet territorye.

Data recovery from the ballocn could be by recovery of t.he\ essential
parts of the gondola in the Pacific area. Some techniqueé for this have
been aestablished. The organization and the equipment required are not
out of proportion with the results expected. An alternate system, in
which the balloon would tranamit results over long range by radio would
require the use of high-frequency radio signala.(l) This system is less
secure and is a]iso subject to jamming. The Soviet Union has the best

developed jamming organization in the HF region that has ever been ex-

‘hibited. It might be possible to communicate small amounts of informaticn

without interference, but for the relatively large amount desired, recovery
of the gondola is a more promising approach.

As in the case of missiles, the risk of overflight operations with
balloons should be re-evaluated continual]y.(z) The fact that such opera-
tions may not seem advisable should not be cause for deferring the equip-
ment development, because the political situation can change much more

rapidly than the development program.

(1) L. E., Lamore, Flectronic Considerations for Missile Reconnaissance

The RAND Corporation, Research Memorandum RN=1065, 2 April 1953
(Secret).

(2) This is the subject of a current RAND study which has not yet been
reported,
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VI. ORGANIZATION FOR ELECTRONIC RECONNAISSANCE

- It has been_detemined thgt the personnel who gather, transm.it., and
analyze electronic reconnaissance data must be distributed in a number of
areas throughéut the World, and their work must be integrated closely
with the work of personnel who gather, transmit, and analyze all other
-forms of intelligence data in order to prpvide the most complete and
well;-rounded intelligence picture possible. An organization for electronic
reconriaissance must provide fors

(1) Operational control of small, widely scattered groups of personnel
who operate electronic reconnaissance stations  throughout the
World, |

. (2) - Rapid tranamission and analysis of received data at several

different geographic, operational, and security classification
levels. |

(3) Close cooperation, or integratién {rith other intelligence collection
and analysis systems at all apblicable levels, both for operational
control and for analysis. |

(L) Supplying and administration of properly trained personnel for
collection and analysis activities,

(5) lLogistic sﬁpport of collection and analysis facilities, This
includes both conventional houéekeepi_.ng support and a highly
specialized technical supvort. The technicai support must
provide a great degree of flexibility in the numbers and types

of ,oquipmmis suppl®’ =" to the stations, and it must demonstrate
a quick reaction to any new enany development which calls for new

types of intercept devices or new operating techniques,
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Such a wealth of intercept data can be observed at any alectronic
reconnaissance station that it is necessary to plaﬁ operations directed
at the specific items of major interest. Particularly where tw§ or more
gtations in the same sector or same theater can be brought to bear on the
asine intercept problem, it is important to bring those stations under
cammon operational control so that their attention can be directed spe-
cifically at the desired ocbjectives. This need suggests that although
it may be desirable to keep the electronic reconnalssance organizations
of the three armed services separate at the United States headquarters
level, it 1.9 certainly desirable to bring the facilities of all of the
serviées under common operational control at the theater or sector level,
The retention of separate o_rgm'isations in the United States provides
elements of competition and flexibility which are desirable, but competition
should be replaced by a high degree of cooperation during actual op&rations
,aga:-lnst an encny'.. The need for common oi)eratimal control suggests that '
such control be exercised by electronic reconnaissance specialists on the
staffs of theater intelligence officers, All services maintaining forces
in the theater could be represented thére. This type 'of organization would
provide for integration of the .electronic’ reconnaissance effort with other
intelligence efforts and for satisfaction of the requirements of the theater
commanders as well as the requirements of their headquarters in the United
'States. It would also provide effective theater support for the el ectronic
reconnaissance forces, which is always desirable,

Electronic reconnaissance information and the intell! ence developed
from it are needed at a number of command levels. and at different levels

of security classification. In general, the most detailed information is
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needed at the lowest command levels. As this information.flows upward from
the intercept stations through the analysis centers, it can be summarized .
and combined with other intelligence data to produce intelligence of
progreasivelyl greater general interest, and (usually) progressively higher
security classification. The ofganization by which electronic reconnaissance
data are transmitted upward through analysis .acilities should be laid out
accordingly., Since electronic reconnaissance information is a perishable
comodiﬁy, the organization muét be designed for very rapid data transmission
and analysis to provide the necessary information at each level on a current
basis with the reqiﬂ.red speed and within the limits of a reasmable expendi=-
ture for communications, '

As an example, let us consider intercepot da'talwith respect to a new
type of Soviet radar system, It will be és_sumed that the data are collected
during the course of a day as a result §f directed seafch in a ground station
near the border. The original intercept information at the station may be
quite detailed. It will cdptain the time of each interception of the signal,
photographs or sketches of the waveform, scanning pattern, and Signal strength
variations observed, frequency readings, estimates of pulse repetition rate,
d/f bearings, and any other data which can be observed. As the program
continues, the same sort of datg may be produced each day over a period
of several weeks,

The original interception of the new type of signal might be the occasion
for a higheprecedence message to the theater control center, giving the time
of intercept, frequency, and other di stinguishing ch:racteristics of the
signal so that appropriate action might be taken in alerting other stations

for the same signal or same type of signal, Later, accumulation of more
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data might call for a more detailed message summarizing the results of
the first few hours of operation, This message could be sent at an
.operatimnal precédence, as it would be of value in directing further
:operations et the control center. At the end of the first day the log
and al'l ot.,her recordings, films, and other data would be sent by courier
to the control center. Thereafter, information concerning the operation
of the particular system could be transmitted to the control center in
periodic summary messages at a precedence determined by the control center
and the daily logs and records could be forwarded by courier, This is
current practice in some installations, |

Information concerning this development would be of immediate vaiue
‘ to‘ the local ground, air, and sea commanders. They would need the general
characteristics of the radiation of the set, its estimated purpose and
" place in enemy order of battle, 1t$ gpecirie location, probable physical
appearance, and vulnerability to couhtemeasures so that they could be
prepared for operations wﬁich might involve this particular piece of
equipment. Part of this information could be supplied on theAbasis of
-electronic reconnalssance data alone, This could be released to field
units at a relatively low security classification. Part of it would re-
quire the corroboration apd expanded detail which could came anly from
combination with other intelligence data and would have to be classified
and released accordingly.

In the United States, the information given above would be of immediate
value to the headqﬁarters of the operatiocnal commands. They should receive
the material at low security classification as rapidly as possible. Where

the highly classified information would serve to modify the results appreciably,
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they should receive it also. The information useful in research, development,
and planhing would not involve the complete detail required by the operational
commands. The need for speed in transmission of the bare essmti'ais to re=-
search and development planners would be :)ust as great, because research and
development decisions with a vast influence on the future are being made
every day, and any new piece of intelligence like the one mentioned may
modify such decisions cmsiderably. Research, development, and i)lmning
personnel would need to know the frecuency band occupied by this type of

set, the average and extreme values of characteristics such as waveform,
output power, scanning pattern, physical size and weizht, the approximate
number of sets of this type in use by the enemy, and the function of the

set in enahy systems, Fxact order-of-bat.tle‘ information and exact locations
of the sets would not be needed for most purposes. Within the research and
development structure, the summarized infomation should be prepared at a
number of classification levels, for use by contractors, project officers,

and personnel responsible for plans and budgets.

Thus a flexible organizatien is required, to operate at several levels
with facilities for a relatively small volume of rapid communication and an
outlook for possible uses of intelligence information as well as for collec-
tion and analysis,

It has been a recurrent theme in this memorandum that electranic re-
connaissance supplies one type of intelligence data which must be combined
suitably with other types for the best results. This means that electronic
reconnaissance operations must be directed on the basir ~~ or in support of
other intelligence collection operations and that analysis of electronic

reconnalssance data must be carried out by personnel who have complete
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access to other farms of intelligence on a current basis.

'i'hese requirqnents suggest that electronic reconnaissance collection
and analysis be incorporated as épecific functions in e:d.sting‘ihtelligence
organizations. Integration at the theater level is essential, because the
time lags 1nvoived in coordination at 4the higher levels are so great that
muéh of the benefit is lost., For example, there is little value in learning
that an oppartunity existed to collect an item of inéélligmcé interest
after the‘ opportunity has passed,

This means, of course, that in scme cases electronic reconnaissance
missions will be direéted in suppart of requirements established by other
intelligé.nce interests. This loss of sovereignity, however, should be
tolerated in vieﬁ of the improved results obtained by the whole program,

ﬁhere originality in equipments, .meth'ods, and lines of attack on
particular problems are involved, there is some advantage in competitive
wark among & number of organizations. This advantage can best be realized,
of course, with free interchange of information. This cmsideration weighs
quite heavily against the creation of a éingle, United States authority to
control electronic reconnaissance at the highest level. It is apparently
incumbent on those who wish to maintain the present, aepa'rate control to
show by their performance that they can indeed obtain the advantages which
aré inherent in the system, without allowing any of the possible disadvantages,
such as overzealous competition, to 'damage the over-all effort.

‘T.here. are a number of perscnnel proﬁlems in connection with electronic

raconnaissance, Some of them are listed belows
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(1) Most of the operating’ locations and theate&‘ analysis centers are
. outside of the United States, so that service in the electronic
reconnaissance organization is almost a guarantee of overseas
assignment. ,
.(2) Bnlisted military personnel ,.who must do most of the operating,
- are in service for such a short length of time that they have
only & limited opportunity to became experienced,

(3') Current military policy of continual reassignment of officer
personnei interferes with the development of real competence,
except in a few rare cases,

(4) As in other branches of intelligence, the rewards for good
performance in this field are largely-ccnﬁned to classified
feelings of personal satisfaction with a job well done. This
is insufficient motivation for a great l;lany peopie.

Policies which may correct some of these difficulties have been advocated
in a number of places, but there are many obstacles to be overcome in the
proposed éolutions-.(l) Some gains may be realized by equipment development
programs, and improved training plans and mission assignments. For instance,
enlisted personnel, after a much abbreviated training in electronics, could
be sent directly to actual intercept stations for on-the-job training, They
do not need to know the principles of electran optics in order ﬁo operate
an intercept receiver. They need only to know what knob to turn to carry
out an assigned mission and what results to report. Improved equipment

design can aid in this respect.

(1) Beacon Hill Report, Problems of Air Force Intelligence and Reconnaissance,

'&ﬁ‘sojece:)mncoln, Massachusetts Institute of Technology, 15 June 1952,
ecret).
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The internal complexity permissible in a piece of equipment is de-
. termined by the ability of maintenance persomnel; in somewhat the same
way the permissible external complexity is determined by the ability of
the opefators. If a small number of maintenance personnel can be very
well trained, they can servicé internally complex, conservatively designed
equipment for a relatively large number of poorly trained operatars. Further-
more, in air overations, the operators are expended at a congiderahly higher
rate than the maintenance personnel, so the equipment should be made as
simple externally as possible, and maintenance capability should be extended
to cover the resulting internal complexity. A balance in this sort of
thinking is suggested in a recent articlé on military electronic equipment.(l)
One of the major features of electranic reconnaissance is that the
equipment developmentb field is growing rapidly. Unpredictable, and same-
times radical, changes in direction may be expected. Many of t‘.hesev find
us improperly equipped ér.organized to respoﬁd promptly. For example,
the recent Soﬂet development of Loran-type signals on 15(_) ke found the
United States without an adequate search receiver in this band., We would
be similarly embarrassed by the appearance of multichannel guidance and
control signals, radar in bands above 11,000 Mc, and a number of other
highly probable enemy developments.
Organizationally, such a situation requires a flexibility which is
seldam contemplated in the plmﬁg of military units. Tﬁe force required

for electronie reconnaiésance is small by military standards, and the

(1) R. J. Nordlund, Is Complexity of Military Electronics Necessary?,
Proc. IQRQEQ, v°1o Ill, PP 96;‘ 7, August 1 Y
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equipments which are used are usually purchased in small quantities, com-
pared with other types of military equipment. Yet eleqtronic reconnaissance
is ‘often burdened with the same type of overhead structure on supbly and
procurenient which is arranged for the large scale operations of such fields
as military communication. Time for establishing requirements is very
longe. Prémement is slow. Reaction to a new enemy development is re-
stricted to illegal modifications of station equipment, improper assembly
of new Qquipmezlt By personnel with inadequate facilities, and very limited
procurementi of coMercid eqﬁipment types which may or may not be suitable.
Pei‘hapg more than other intelligence operations, elgctrmiq reconnaissance
needs a built-in reaction capability, supplemented by a streamlined purchasing
procedure for the procurement of small quantities of badly‘ needed hardware
at a speed commensurate with the need. This requirement can probably best
be met by the crgation of a fielgi laboratory and model shop organization

at theater level, opeﬁrating under the theater control center and suppbrted
by a purchasing techni.qne which is realistically designed to carry out a
amail anount of business on a rapid basis., Many of the equipments used in
electronic reconnaissance aré recquired in such small numbers that they need
not be accepted and approved as military standard, provided that the organiza=-
tion is designed to maintain them and able to purchase the necessary spare
_parts with minimum delay.
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VII. PROBLEMS FOR FURTHER INVESTIGATION

The following problems are contemplated as part of the continuing study
of electronic reconnaissance:

A. Determine the number of stations of each type required for
adequate electronic reconnaissance of the Soviet Union and the satellite
nations under pre-war conditions., Show how these stations should be
integrated into' nets and coordinated with anaiysis centers. Show how
overflight facilities may be incorporated and used (1) in non-overflight
operations, (2) in overflight operations. Determine the number of receivi.ng
channels required in each station in each frequency band to assure a
reasonably complete coverage of the available information.

Be Study the operating conditions of detection and reception
equirments in all frequency ranges to specify the requiremenﬁ which these
equirments must. meet.

1; Investigate frequency rénge, channel widths, number of
channels, scan rates, recording characteristics, and other features of
detection receiveré for use in all types of stations, Among the probiems
which will be considered here will be the detection of signals which occur
for very short times, and those which are shifted rapidly in frequency or
other ope:?ating parameters, such as pulse-to-pulse frequency 'dispersal»
radar equipment.. Long-range detection of electromagnetic radiations from
fission and fusion blasts will also be considered., Results of the signal
density study now under way in support of the active-war electronic re-

connaissance study will be used here to help in defining the detection

requirements,
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2. Determine frequency ranges, channel widths, number of
chénnels, tuning characteristics, correlation facilities, and other features_
utrlch may be required of receivers for reception use in all types of stations.

Ce Determine the requirements of each type of :Lntercapt station for
antennas and lay out a minimum number of antenna types which might meet
these requirements. Rxamine the feasibility of including d/f capability in
the design of regular ‘antenna and receiving equipment used in det.eétion
#nd receptiqn. ‘If this is not feasible, work out requirements for direction
finders néedad fox; detection and reception operations in all types of
stations. | |

D, Determine the requirements in detgcticn and reception processes
for recording equipment and lay out_ general specifications which this equip=-
ment must meet. Determine which equipments ﬁre most mportant fram a stand- _
point of the over-all proéram.

" Ee Det_ehnine the requirements for indicators to be used in elec-
tronic reconnaissance work in manned types of stations. Show how the
indicator requirements are related to receiver design choices, recorder
choices, and requirements of human engiﬁeering.

P. Determine the organization required. for proper exploitation of
the opportunities offered by electronic reconnaissance. Show whether the
organizational needs can be met by modification and eniargement of existing
intelligence groups, or whether a new special force is Justified, Show in
detail how existing organization or the special force co;lld be integrated
with existing cold war'organizations. By tie~in of this study with an
active war study, show how the preferred organization would serve in the

prosecution of an active war. Determine whether cemplete unification is

desirable or not,

Ty
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6. Study the funetion of the , analysis centers proposed in the
.firat problem to detemine what equipment and internal organizations they
: requ:l_.re and to _propoae methods for _their o_peraticm.
- He. ‘Dete:mine t_.hAe.cow’nnmication requiranents_ of the proposed
Aeie‘ctrcnic- feébnnaissance netunrks and estimate the costs of operation
of the necessary circuits as ccmpared wit.h the additional costs of re-
connaissance carried on without electrical ccmnunication for part or all ' /
of, the ,activities. Show what facilities would be required for transmission
- of tl‘z‘e’itans of special interest in electronic reconnaissance such as wave-
forns. Determine the period of security required i.n g-ound-to-air communica-
.4 t:l.on ror electronic reconnaissance purposes, and suggest security measures
uh:!.ch can y:leld this degree of security uhile permittmg the opera:bions "to
"-continue. U o . i
A‘ § ..',I‘.' Determine the force of aircraft, missiles s and balloons re=-
quired for overﬂight operations in .connection with properly organized
'non-cverflight activitv. Show what initial planning of routes and initial
' listening achedules should be, and how the overﬂight organization would
tie in with the existing non-overflight crganization. ! Determine the best
‘types ot"vehicles for each overﬂight application and the requirements for

detqct:!.on, reception, anq recording equipment and for data recovery equipment,
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