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Mr. Speaker, 1 would be remiss 1f 1
did not point out the disappointment
of myself and other committee mern-
bers at the level of
has been provided in recent
years under this suthority. The ad-
ministration posture s very disap-
pointing. requesting zero funding year
after year, it has therefore been &b
uphill fight for the Congress to keep
even limited funding in place. This is
fronic when we look at the important
work that we depend on States and
local government to do the certifica-
tion of historic preservation Federal
tax credits. the surveys of historic re-
sources and sites, the creation of State
historic preservation plans. Some
States have even threatened to sban-
don the cooperative venture because
of the national government mandates
without the funding commitment jus-
tified to help achieve such State ful-
filled tasks. Fortunately to date the in-
trastructure remains intact. As we re-
authorize this Historic Preservation
Fund hopetully we will recommit our-
selves the Congress and the adminis-
tration to the basic commitment and
promise of the 1966 National Historic
Preservation Act. N

This legislation should be enacted to
help ensure that our past will not be
Jost. now or in the future. Mr. 8peak-
er. 1 urge adoption of this measure to
make certain that the Historic Preser-
vation Act has some fuel in the tank
to keep the engine running for at least
the next few years.

Mr. MARLENEE. Mr. Speaker. I
yield myself such time as 1 may con-
sume.

Mr. Speaker, 1 rise in support of
AR 1744, that would extend the au-
thorization of the Historic Preserva-
tion Pund through 1992. Rather than
listing all the reasons of why this bill
should be given approval by this body.
Jet me highlight only one point. Trus
entire bill is only one sentence long
and it allows s current program to
remain in law until 1992. The adminis-
tration does not oppose this even
though they have recommended zerc
funding in their last several budgets.

There have been many socomplish-
ments in protecting and keeping our
past available for everyone 10 enjoy.
This has been done not only through

B

-

Mr. MARLENEE. Mr. Speaker. I
yield myself such time as 1 may con-
sume to commend the gentleman from
Minnesota [Mr. VEnTo) and the gen-
tieman from California [Mr. LAGOMAR-
s1v0). who has a very great interest in
this piece of legisiation. I think they
have done 8 superb job with the hear-
ings. and I recommend passage of the
legislation

Mr. Speaker, I yield back the bal-
ance of my time.

Mr. VENTO. Mr. Speaker, I have no
further requests for time, and i yield

Mr. SPEAXER pro tempore. The
guestion i on the motion offered by
the gentleman from Minnesots [Mr.
venTol that the House suspend the
rules and pass the bill, HR. 1744

The guestion was taken: and (two-
thirds having voted in favor thereof)
the rules were suspended and the bill
was passed
A motion to reconsider was laid on

the table. H£/45

COMPUTER SECURITY ACT OF
1987

Mr. ROE. Mr. Speaker, 1 move W
suspend the rules and pass the bill
(H.R. 145) to provide for a computer
standards program within the Naticn-
al Bureau of Standards, to provide for
Governmentwide computer security.
and to provide for the training i secu-
rity matiers of persons who are in-
volved in the management. operation,
and use -of Federal computer systems.
and for other purposes. as amended.

The Clerk read as follows:

HR. 145

Be it enacted by the Senate ené House o’
Representatives of the Unmited States of
Amence s» Congress assembled
SECTION | SHORT TITLE

This Ac: mav be ciled as the “Computer
Security Act of 1987,

SEC 1 PURPOSE

ta) I8 GENERAL —The Congress declaves
that improring the security and privacy of
sensitive information in Federal compuler
systems iz tn the public mieresl and herevy
ereates ¢ means for establishing minimum
acceplable security practiwces for such sys-
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plans by ell operators af Federal compulc
n:dtem that contain sensitive informalior
a

14/ to require mandatory periodic trainir
Jor all persons involved tn manapement wa
or operation Qf Fedcral computer zysicr.
tha! conlain sensitive tnformation.
SEC. 3 ESTABLISHMENT OF CONPUTER STANDAR!

PROGRAN

The Act of March 3 1901 (15 USC. 27.
278h/, 1s amended—

(17 in section 2(f/, by striking out “and’ ¢
e end of paragraph 18/, by strikang o.
the period at the end of paragraph 19; an
inserting in liew thereof ' and’, and by v
serting after such paragraph the followring

~r20) the stu@y af compuler systems !¢
that term s defined in section 20(d: of th
Act) and their use to control machinery @

(2) by redesignating section 20 as secli.
22 and by inserting after aection 1§ the J.
lowing new sections.

“Spc. 20. () The Natiomal Bureax .
Standards shall—

*(1) have the mission of developing stan.
ards, guidelines, and sssocialed metho
and technigues Jor computer syslems.

“(2) except as described in parocraph f.
of this subsection fivelaling o secun
standerds). develop uniform siencznds a»
guidelines for Federal compuler system
except those syslems ezciuded by sectic
2215 af titie 10, United States Code, o7 3¢
tion 350212/ af title ¢4, United Stales Coo

“(3) have rexponsibility within the Fede~
Governmen! for developing technicol me
apement. physical and admintsiral:
standards and guidelines for the cost-efr:
tive secxrity aad privacy of sensinve nfc
mation 1n Federal compuler Sysier
except—

“(A: thosc systems excluded by sect:’
2315 af title 10. United States Code o7 3
tion 3502(2) af title ¢4, United States Coc
and

«“B; those systems whick are protected
all times by procedures estadiished for inic
mation which has been specthcaliy auth:
ized wnder criteric established by an Exec
tive order or an Ac! af Congress to be ke
secret in the interest of natrongl derense
Jorewgm policy.
the pimary purpose of which standards a:
guidelines shall be tc controi loss gnd ¥nc
thomzed modification o« disclosure 0f sew:
tive information m such systems end to p-
ven! computer-related fraud anc misuse

¢/ submit standerds and gu:delines €
veloped pursuanf to paragraphs (2 aznd !
of this subsection. elong with recommenc
tions as to the extent to which these shou
be made compulsory and binding. te the St
retary of Commerce for promuioaiion ¥ho
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pursuant Lo section 111(d! of the Fedeval
Property snd Adminustrative Services Act o/
1948,

(8 o1 requested. to provide operators
of Federul computer technical as-
mstance ta smpiementing tre stendards and
guidelines promulpoted pursuen! to section
1114d' of the Federal Property and Adminis-
tratipe Services Act of 1949,

~4) to essisl s appropriate. the Office of
Personnel Managemen! in developing regu-
lations perigining fo troinimng G required
by section § @f the Computer Security Act of
1847:

“(5) to perform rescarch end to conduc!
studies. a3 needed, 1o determine De noture
and exten! of the vulnergbilities of and to
derise technigues Jor the cost effective secu-
rity and privacy af sensitive snformation fn
Pedrrel computer systems: and

«1¢) to coordinate closely with other apen-
cies and qffices fincluding. but not limited
te. the Departments of Defense and Energy.
the National Securily Agency. the General
Accounlsng Ofhce, the Office @f Technology
Assessment, and bhe Office of Manapement
and Budgeti!—

~4/ to asccre martmum use of alf exristing
and reports reluiing 10 COmputer Systems se-
curity end pivacy. in order L0 €00l YRREC-
asary and coslly guplieation of effort. and

“¢B) to assure, to the maITimum exrien! fes-
sible, that standards developed purruan! to
subsection fa’) (3/ and (5 are consistent and

with standcrds snd procedures
developed Jo- the protection @f information
n Pederal computer systems which 4 au-
{horised wntrr critenic estublished by Execw-
:tpe order or &n Ac! af Congress to be kept
secre! in the interest of nafiona! defemse o
Jorewr polics.

“sc) For the purposes Q'—

“(1: developing stcniards and gwidelmes
for the protectiomn of sensitive tnformalon
sx Fesderal compuler sysiems under subsec-
tions rai(l) end (a)(3), and

~(2) performing ressarch end conducting
studies xnder subsection BJI54,
the Nglioma! Bureax of Standards shell
drax xpon compuler pvsiem techrical secv:
ity guidelines developed by the Natwongl Se
curity Agency to the extent that the Notwon
al Bunreau aof Standards determiner [hal
such guidelines are consisienl witi the re-
guirements for Prolecting SERSILLDE njorme-
tion in Federal compuler sysiems.

~(d) As xsed in this section—

“(1) the lerm ‘compuler system '—

“(A! means GRY CGEIPMEn! Or Inlercon-
nected system or subsysiems Q' eQUiIPTMENI
that 13 used in fhe quiomatic acouisilior,
storage, manipulatiion, MORAGEMENRL MOVE-
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111/a)2) af the Pedersl Property asd Ad-
ministrative Sermces Act of 1948:

“3, the term ‘operaior of & Federel com-
puter sysiem’ means @ Federal agency. Con-
tractor of ¢ Federal apency. or other orpeni-
=stng @

unaultho
uhwhomddadwndyqﬂectwmiow tn-
terest or the conduct qf Federal programs, o7
fhe privacy to whch indiriduals gre entr-
tied wunder section 552a of Hble & United
Stotes Code (The Privacy Act), but which has
mmmﬁuﬂgammm
rc established by an Ezecutfive order or g=
wwmmumzmaw;'w.
alq!nuwwwemor/omm:m
“(5) the term 'Federal epency has the
meaning mmmmum:rwm
the Federal Property end Administrafire
Services Act of 1949
“nc.zl.vuﬂa!hhermmabﬁ.ﬂwda
SyltemSecminuathmcrAd-

Commerce as foliowe

“(1; fowr members from outside the Feder-
al Governmen! who are eminen! in the com-
puter or teiecommunications indusiry. af
leutowofwaa-uww&uquu
or medium sized compantes i such sndus-

nes.

“(2+ four members from outride she Feder-
a! Govermmen! who are eminen! ix Dhe
felds o’ computer O telecommunicGlions
sechnology. or related disctplines. but whe
are no! emploved by or representative o ¢
producer af computer or teleCOmMUNILT-

3/ jour members from the Pederal Gor-
enmen! whe hGre compules SHFLens Mak-
agemen eIPenene. including erpenence tn
computer systems securily enf pnivacy. al
leas: one of whom shall be from the Natwone!
Securitv Apency

(0! The dutwes of the Boerd shall be—

“11 tc ientify emerging managenal tech-
o administrative. ard Pphyncal safe
pucrd wasucs reiative o computer SpsiEMS 8¢-
cunlr end prinely.

“3. ¢ adrise the Burecy @ Stondaras
anc Lhe Secretery of Commerce OF deCuUTIY
anc privacy issues periaining Federal
compuler spsiems and

~:3. W repor? its Nimdings to Lthe Secrelary
@’ Commerce. the Direclor af the Office af
Monapemenl end Budgel, the Drreclor Qf the

seven members. .

“1e/ Members of the Board. sther than fuli-
dime empiloyess of the Federul Governmeni
while atiending mestings &f such commii-
tees or while otherwise performing dulies al
the reguest of the Board Chairman while
mmwrmwamrmw
dusiness, mey be allowed travel exrpenses in
sccordance Witk rubhapter I of chapter §7

“¢f) To provide the stall services recessary
to asnst the Board tn carmpng out it func-
tions. the Board mgy utilize personnel from
the National Bureax of Siandards or &Ry
other agency @f e Federal Govemmen!
with the consent af the head of he apency.

«(g) As used in this section. thr terms
computer system’ end ‘Federal compuler
system’ have the meanings piven in section
20(d) af Ohis AL " and

€3/ by odding al the snd thereos the Jollow-
ing new section.

“SEc. 23 This Acl may be vited as the No-
tional Bureax of Stendards Act "

SEC & ANENDMENT TU BROOKS ACT.

Section 111(d) of the Federal Property and
Adrministrative Services Act af 1945 (40
U.S.C 7591d)) i3 umended to read as folilows.

~(d){1) The Secretsry of Commerce shall
on the dasis o/ standerds end puidelines de-
peloped by the National Buresu of Stand-
cm’urnwbmmulﬂ“n/nf
the National Burecu of Stendards Act, pro-
muigale standords end guidelines periain-
ing to Federal compuier sysiems.
such stendards eompulsory and dinding to
the extent to which the Secretary determines
necessury o improve the efficiency aof oper
etion or security and privecy aof Federal
computer systema. The President may &isap-
prove or modify such slandcrds end suide-
kines I he detersaines such actiom to be
the public interest The President’s euthor-
ity tc disapprove or modify such standcrds
and gusdelines mey nol be delegated. Notice
qf such disapproval or modification shal be
submutted prompth to The Commitier On
Government Opevations of the Howse of
Representatives and the Commitier on Gor-
ernmenial Affairs @/ the Senate and shal b
pudiished promptly 1r the Federul Register
Upon receiving motice of such discpprorc!
or modification. the Secretary @ Commerce
shall immediotely rescind or modify swoh
standards or gwidelines gs directed by the
Presidenl

~t2; The hrad of €« Pederal apency mar
emvlor standards for the cost effectave seCu-
rity and privacy of sersitipe information iz
a Federni computer sypwiem witiin v under
the supervision of tha: agency thal ere more
stmngen! than dhe siandards promulgcled
b1 the Secretery of Commercc, if such siend-
ards contain. 6! e mintmum. the Provisions
a* those applicadle stenarcs made compu!-
sory and binding by the Secretary af Com-

merce.

(3, The stanfards determined to be com.
puisory and binding may be wmived by iac
Secretary o/ Commerce & wrilsng wpor @
delerminglion thai complianoe wWowd ac-

o i TR 4 . s o iy O A A S

Declassified in Part - Sanitized Copy Approved for Release 2012/03/22 : CIA-RDP89B01356R000200240002-0



e

|
L

-

De

LA it RS B N K L it 1 T S oL R EAR. i St

cla
o

ssifie ia

e Vo g

Federnl imformalion resources manapement
regulations (41 CFR ok 201) to be consistent
with the standards and guidelines promud-
pated by the Secretary of Commerre under

Federal computer system’ have the meanings
given in section 20/d) of the National
Bureay of Standgrds AcL".

supervision af that spency. Such treining
shell be— - - - :

11) provided in eccordance with the puide-
lines developed purznant Lo section 20/a)(5)
af the National Bureas af Standards Act {as
added by section ) af this Acl), and in ac-
cordance with the regulations issued xnder

program

agency on the dasis o/ 8 determination that
the allernative training program & &l least
as effective in accomplishing the olvectives
af sxch guidelines and regulations

(b Trarwiwc Osrzcrves — Troininge under
this section shall be started within 60 days
afler the issuance af the repulations de-
scribed in subsection fcl. Such treining shall
be deswoned —

{1/ to emhance employees’' awareness of the
threats to and vulnerability Qf compuler sys-
Ltems and

12/ to encourage the use of improved com-
puter security practicer

¢/ REGULATIONS. — Within siz months after
the date of the enactment of this dct fhe Dn-
rector @f the Office of Personnel Maxoge-
men! shall issue repulations iding the
procedures and scope of the troining o be
provided Federa! civilian employees under
subsection fa! and the manner tn Which
such treining ts to be carnied out.

SEC. € ADDITIONAL RESPONSIBILITIES POR (ON.
gm SYSTENS SECURITY AND PR/VA-

(o' IDENTIFICATION OF SYSTEMS THAT CON-
TN SxNsrrive  INFORMATION.—Within 6
months after the date of enactmen! @' this
Act, each Federal agency shall identify each
Federal computer system. and system under
developmenl which s within or wmder the
superpirion of tha! egency and which con-
tains sensifive information.

fd! SECURITY PLAN — Within one year afle”
the dair of enacimen!t af this Act each such

- Sitized Copy Approv

sitive informahior”, agency
have the meaningy given in section 20(d/ of
the National Bureaw of Standards Acl {as
added by section 3 af this Act/.

KEC. & RULES OF CONSTRUCYION OF ACT.

Nothing tn this Act, or in any amendment
made by this Act, shall be construed—

(1) to constitule axthority to withhold in-
Sformation souphl pursuan! to section 552 of
title 5, United States Code: or

{2/ to euthorize aeny Federal apency to
hmif restrict. regulate, or control the collec-
tion, maintenance. disclosure. wse, transfer,
or sale af any tnformation (regardless af the
medixm in whick the txformation may be
maintained’ that ts—

(4/ privately-owned information.

(B} disclosable under section $52 af tille 5,
United States Code. or other lax requiring
or exthorizing the public disclosure of infor-
mation’ or

{C/ public domain informalion

The SPEAKER pro tempore. Pursu-
ant to the rule, 8 second is not re-
quired on this motion.

The gentleman from New Jersey
{Mr. Roz} will be recognized for 20
minutes and the gentleman from New
York (Mr. HorToN] will be recognized
for 20 minutes.

The Chair recognizes the gentleman
from New Jersey [Mr. Rorj.

Mr. ROE Mr. Speaker, 1 yield
myself such time as 1 may consume.

(Mr. ROE asked anc was givsn per-
mission to revise and extend his re-
marks.)

Mr ROE. Mr. Spesker. Members on
both sides of the asle have worked un-
usually kard on this bill. I particular:y
want to acknowledge the leadership of
MantrEr Lrsax. the ranking Republ:-
can of the full committee; Dovc WaL-
GREX and Dave McCURDY. chairmern of
the two subcommittees that desl! with
this legislation. and SEERRY BOEHLELT
and Tom Lrwis. ranking Republicans
of the subcommittiees. I would like o
pay special tribute to Dax GLICEMAN
whose inspiratior. &and perseverance
were the driving forces behind this
bill. -

Hearings firsi began nearly 4 years
ago in the subcommittee, chaired at
that time by Mr. GLICKMAR. Since
then. many others, including our col-
leagues on the Government Opes-

-

-

— -
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toward solving s growing problem, one
brought about By our ever-increasing
dependence on computer systems. It s
no secret that society—and especially
the Government—has become highly
dependent on computers and the enor-
mous quantities of information they
contain. Yet the Jow level of protec-
tion given to this information, 4n most
cases, makes it vulnerable to all kinds
of abuse.

1 believe these steps will go a long
way toward protecting the vast array
of information with which we entrust
the Federal Government. For exam-
ple, the committee received testimony
that computer fraud and abuse cos!
the Government an estimated §1 bdbij-
lion each year, largely because of inad-
equate safeguards in various financial
and benefit systems. Another area
that concerns me greatly is the integ-
rity of air traffic control information.
The FAA absolutely depends on these
data to keep airplanes from colliding
in the skies. Yet there is very little
protection from the possible criminal
sction of a disgruntled person. Al-
though unlikely. the eonsequences of
such. action could be & major air disas-
ter. We simply must take reasonable
precautions to assure the integrity of
this information.

H.R. 145 accomplishes two objectives

-that will lead to much greater security

of Federal computer systems. First, it
calls for improved training of Federal
workers in good computer security
practice. And it provides a strength-
ened focal point for developing policy
and guidance for the civil agencies

Mr. Speaker, these provisions of this
bil!] were worked out over many
months and with great care. I believe
we have a strong consensus &mong

th commitiees that the bill i< &
practical and cost-effective approact. ]
recommend its adoptioL.

0 1320

Mr. Speaker, 1 reserve the balance of
my time.

Mr. HORTON. Mr. Speaker, I yieid
mysel! 5 minutes.

(Mr HORTON sasked ang wa: given
permission to revise and extend his re-
marks.®

M:. HORTON. Mr. Speaker. I risc in
sirong support of HR. 145 the Com-
puter Security Act of 1987. This legls
lation is the product of many roonins
o’ negotiations betweer. the Govern:-
mern: Operations and Science Commii-
tees. on the one hand, and the aim.n-
isiration on the other. I believe was
have fashioned & good, workat.: bl
worthy of the support of al. o' ine
Members.

Many people deserve credii {07 putl
ting this bil! together. The ct...-marn

JUNU = p—
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secarity and privacy of sensitive, non-
classified information in Federal oom-
puter systems. There is no question of
the need for a prudent tightening of
computer seqirity in the Federal Gov-
erament. The legislation responds to
this need by requiring the establish-
ment of security plans by all eperators
of Federal computer systems It also
mandates periodic training in accepted
computer security practice for all per-
sons invalved in the management, use,
or operation of those systems.

This bill is directed toward sensitive
computer information such as Social
Becurlly, tax, and census records
There is a pressing need to control l‘iﬁ

d unautharized modification or
closun aof sensitive information in
such systems. both to protect personal
privacy and to prevent computer-relat-
ed fraud and abuse.

1 want to note that HR. 145 applies
only to computer systems whick do
not contxin classified information
This allows the defense and intelli-
gence communities to meet their spe-
cific computer security needs in what-
ever manner is appropriate for them.

1 have mentioned that H.R. 145 is
the product of negotiations that led Lo
8 compromise acceptable to all sides.
The maln point of controversy was
which agency In the Govermment
should have primary responsibility for
setting oomputer security standards
for systems which contain unclassified
information. The Nationa! Security
Agency bas great expertise in the area
of computer security, but that exper-
tise is marrowly focused to meet intelli-
gence and national security needs. The
Government Operations Committee,
the Science, Space and Technology
Committee, and the administralion
have all concluded that the security
responsibility for setting security

[LWERGETARY WL WO AL 3V SR W PN S SR P RIS

it Is advisory to NBS. Clearly, these
two agencies must work together If
the Government &8 to take full advan-
tage of the technical resources which
are svaflable betweer them. However,
it &5 my belief—and one shared by
both committees—that the National
Bureau of Standards must be the clear
leader when we are dealing with eivil-
ian programs.

Mr. Speaker, enactment of HR. 145
will establish & framework for correct-
ing the defects and lapses in our cur-
rent means of securing Government ¢-
vilian computer systems The bill is
supported by the administration
White House and sgency officials
worked closely with both the Commit-
tee on Government Operations and
the Committee on Science, Space, and
Technology to schieve this compro-
mise version. 1 urge {ts adoption.

Mr. Bpeaker, I reserve the balance of
my time.

Mr. ROE. Mr. Speaker, 1 yieid such
time as he may consume $o the distin-
guished chairman of the Committee
on Government Operations, the gen-
tleman Irom Texas, Mr. Jacx BROOKS.

Mr. BROOKS. Mr. Speaker, as
chairman of he Commiftee Gov-
ernment Operations, 1 rise in full sup-

part af the Computer Security Act of

1987. 1 want {0 commend Chairman
Rotr, Congressman GLICEMAR. and the
other members of the Science, Space,
and Technology Commitiee for therr
excellent work en this legislation.
During the 3 days of hearings held by
the Government Operations Commit-
tee, we found that a strong campuler
security program was argently needed
to protect the Government's comput-
erize¢ dais bases from unsuthorized
manipulstion and potential destruc-
tion.

Current estimates from the Office of
Technology Assessment indicate that
over $6C billior » spent annually by
Federal agencies 1o acgquire, geveiop.
and¢ use information technoloey.
While it has greatly increased the eff:-
ciency ol Government programs. infor-
mation technoiogy hac also made the
agencies vulnerabie to outside penetra-
tior: by criminal or foreign elemernta.

H.R. 145 would correct this problem
by increasing the swareness of the
eritical imporiance of computer securi-
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of this important program.

i am pleased 10 say that as u result
of our Joint efforts, the administration
has given itz full support to the pas-
sage of the bill, I urge xl! Members to
do likewise and vote in favor aof the
Computer Security Act of 1887.

1 also request permission $0 include
at the close of my comments a letter
from the wery able Directar of the
Office of Managemert and Budget,
Jim C. Miller 11, on this very subject
in which he sgrees with the substance
of this legislation and he adds the
fact. which we all ought 0 be aware
of, that the National Becurity Agency
will be wtilizsed and will be drawn uoon
to give svailable technical Iforma jon
to the National Burean of Standards
as & workout of these guidelines. They
are not obligsted to ds that Mr.
Miller points that out. It is advisory,
subject t0 the appropriate Bational
board of & standards review.

The text of the letter referred to i
as folows:

Orricz or MARAGEMENT AND BUperz,

Wdshington, DC. Moy 12 IS:7.

Hon. Jacx BROOKS.

Chairman, Commitiee on Govermment Op-
erations, Howse af Representalives
Weshington, DC.

DEar Ma CramrMAx: 1 am plessed tha:
through intensive sonssliations beiweer
the Administration and the Congress great
progress has been made toward agreement
on & Computer Security Aet of 1887. I hope
that this statement of adminmtiration views
wil assift i offering construction solutions
to aresr where further improvements are
desirabie.

As we have resiasved HR. 145, & primary
concern has bean 1o assurethat rales of the
Nationa) Buress of Standardgs (NBS: anc
the Nationai Security Agency {(NSA) are dus
charged in & manner thal will promoie &
sound publx policy and result in effacient.
cost effective, and productive solutsons. In
this regard R & the Administretion’'s pos.-
tion that NB&. (o deveioping Federal stand-
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lines provided by NSA to NBS &l e trent-
ed o advisagy ol mtviel® D xpEEepriste
NBS sawirs. in casss "Whese -6ivE Spaney

have agtirority ‘tv issue standards ‘thet best
sstisfy the agencies’ needs. At the ~wame
time -agenciss sill Pein the Bplion %0 -ask
for Fresitentas reviex W KRanbxrts 'Esuel
by the TDepar:nesnt f Commarce xhich B
nol-ajpearts be camtisien: with {UA. publec
interesl dncluding 1hat -oF our DALORAIEeCH-
rivy. 1 am-enciosing praposed ohanges 1o Lhe
presem text ¢ HR IS whidh are consst-
ent with-tive WBS-NSA rétgtionship outlined
above andl make -severi!l mmaor chmnges-timt
woudlld ‘Surther - improve he"Bill

In nicsing. 3 > ant tosmsiure Sou Lhit ' re-
poxiad Bill srithiin i peramstrrs outiomed
in this letter will have the Administratom's
support.

Bincerely yoMrs.
Jawxs T Mruxze IT.
Dhrector

Mr. HORTUORK. ‘Mr. Speaker. 1 yieldS
minutes to ‘the gentlenman from New
Mexico, Mr. MarvRl LCxn, the rank-
ing ‘mimafigy member WY “the ‘Commit-
tee on Brience, ‘Bpare, .ant! Technolo-
gy. o oI the principal architects af
this Tegisittion.

1-would 'Itxeto take this qppaftunity
to commend .the gentleman Yar _his
firre leadership oo thislegislsfion.

Mr. TUJXNR. ] thaik 'the gerfleman
for_ yiel@ing me fhis lime andJar.fhase
kinD remafks.

Mr. ‘Bpeaker. T fise Ju sypport of
HZR 14§, as amenfed by the Saience,
Space, and Tedhndlogy Lommitiee.
This hill is the produet o] extensive
negotiations with the administratian.
the Committee on Government Oper-
atiors s ‘the Science ‘Cormmfittee.
H.R. 145 seeks to focus the civii agen-
cies'sitieIition on the neel for compiut-
er security travimg =n@ cost-effective
procedures Tor -‘protecting wsensitive
Govermment ‘informmtion ‘fram unsu-
thorized oses.

I’have expresaed strong .reservatiern.
ir Lhe past, with Farious Arovisians 1n
the -bill, ;s .introduced. The il essab
lished. within the Nutiorm! Bureau -df
Stardards TINBE ), She suthoritr o de-
velop compdter security guitdelines and
strongly ‘that This shodld ‘he done AXith
full knowiedge ARd reciew »f any and
all -existing Pedeml efforss @n this
ares. Whether it be within the classi-
fied communfty, ser Jot. mibstantm!
taxpayer#ohars havegonre toxzrd cre-
ating a wealth 0Of ‘techmicd] informa-
tion on computer security measures.

-~ fv,.'
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-out ‘e Jait dnand knowing wiaat dine
1right hand is doing.”

To turther .enhance intra-Federa! co-

operstian, ‘The 70th “FMationl Comput-
«£r ‘Secufity ‘Corfference, sponsored y
»NSA and NBS, will be held Septenfver
.21, ‘F969. Thre threme of ‘fiiis years
.corfference s “Compudter ‘Securky—
.from Principles to ®rectices™ “Thiz
corfferenee shsul? wssist %n Yoringing
stogethier, it -orlly Wederdl agencies,
but also State ant Jooal governments,
.the privese sector and soalemiz In o
Setiimg that sncourages the ghmring of
techmioal informetion.ant expertise.

Mr Bprakar, dAhs B addvesses the

Jneed @ EECUTE @ensitive fcenmtion.
‘This is distinct Jrmen Juf axnmtion faat
dis slsarly amder tie cisssified sxnbes)-
Ja. Nevestheless, dherr gy e 30
wstanees shen s Federal agency wr &
Pederal computer gysiem max involve
‘the use -of .classifiad and menclassifieg
sinformation. Under such eircwn-
stances. HR. 145 gives authority to
«Hagency heads to-eleet ¥he -more secure
standards, s0 as to eliminate the need
tior dual securty proeedures.

As she {ine pdints ®f Ghis lagixlation
thase been worked ot -ever the gast
several -monihs. J urge my calleagues
110 support .pessage of this legislatien d
abelieve it will assist in raising comput-

er.aecurity precedures “yp the adder”
«of prierities in the kdem ciilian
wmgencies.

Mr. ROE. Mr. Rpeaker. ] yield 2 min-
wites to the genfleman from Kansas
sIMr. GLICKMAY].

T 4325

Mr. - OQLICERMAN. M Speaker, the
bill befare us todgy is the product of 2
yexr’s Wwork by two commitiees. as well
as‘the feadership provided ‘by the gen-
tieman from New Jersey TMr. ‘Ror].
the gentieman “From Texas °[Mr.
Broows]. fhe <¢erntiemman ‘from "New
York [Mr. HorTew]. and the ‘gentle
Jnan ‘from Nex Mexivo BM:. Lrovan’.

All of ‘these gentticmmn Beserve a
Freal deal-0! peeise toder for getiing
& s bill o tizefMiapr.

The veed Jor HR. 185 wes first
#identified ir hearing: held aimos: ¢
Jears ggc. AL tha' trme, we pated timal
1lhe Federal SGovernment ;had become
towally dependent er auiommied infor-
anatior. sysiems w0 perform s mmulti-
ftude Of essemtial serviges. Further-
anorze. the -infermation siored .in Gov-
<ernmep! CcoOmMRers Aand -transmitved
OVEr Various communcations nelwarks
dis vulnersiie o unsuthorized access
and discliosure. ¥raudulent manipula-
tion. and disruption. The situation was
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istullies have fhown, they are t.he
grefteft prolilemn. I Js .aot She saush
JDpuMlicized "hacker., working te pene-
‘trate from the outside. Rather, &t &
*the insider, dhe onr whe sirrady has
authorized, that causes 4he gremtest
~Aamage. io practias.

Xet. as @e Jeamned Lrom -GAGS
surrey 4 26 enmpuler aystens. LLhere
iis very Jitthe farmstised -effori made 40
‘reach these individuals. Lo -make Lhem
aware wf gPalem mﬂnanmmastud

m-wm nﬂn-

ity 2 warermss Jio-wisiing m gor
dheir empiloyees. it Mo Fequires that
sueh cEmning e wiven periodiodlls Jn
each agaenos.

The bill Ko wstatlishesa $wonl point
within the Goremmet Yordleselaping
compulsr ystem jecufiy -standiarQs
bt sensi€ive v ormetion. “Phe ergamni-
zafion Jecution -0f ‘this Yordl point “is
tthe "Netional Buresu W Btandards.
“The meed for this provision was preci-
mitated by Watiorml! Becurtyy Devision
Directive 145. n-lirective issued by the
iPresident dboxt B years age. The pur-
Pose of NSBDPB-M5 waste dexl BroaMly
with Government computer seeurity. e
willely recogrizel prdblem.The ‘tmple.
menting meansts an interggency-com-
mittee invested with ‘the guthority to
fissue ‘Governmeritwitte -policy and
giidance.

Both sommittees hfld “heaxrmgs on
ithe fmplications O 'WEDD-146. ‘Bott
rconciuded it though “there s =
Tiexr need Yor ‘tetter temrilze? -leati-
£rship in‘this ‘area. ‘tire particuiar Yor-
aule in NSDD-145—which favors the
mittery—is-‘tappropriate Yor*handimy
civilmn needs. For ‘this rrason. H.E.
1145 estabiishes 3 ¢ivHl counterpam -t
«develop policy ant guidance Yor pro
nectirg uncrassiiredl, sensttive m!orma
tior.

Mr 8pedker. T -bélieve we ‘harve
ampie evidence of & disaster waiting o
shappern ‘in the Peterd! secror. T 1hink
wirtually €ll Memnibers -agree with thr
ieed 1o strengthien our overnll pasture
in sthe computer sacurity xres % #lso
feel we'have ®n aRceptable and tost-e7-
dective vehidle “for dedlmp with the
$roblem. 3 urpe passageof HR. 145

Mr. Bpedker, "pefore 1 <lose. “in add;-
tion to ‘tharrkcing -tire Wembers tha 7
did today. I wish to thank ‘the mz=jom:-
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puter systems. The bili also requires ali opera-
tors of Federal computer systems that contain
sensitive information to establish computer se-
curity plans. Furthermore, it mandates penodc
taung sessions, administered by the Othce
of Personnel Management [OPM;, tor akt Gov-
emment and Governmem contractor empioy
ees who manage, use, or operate these com-
puters. Let me emphasze that H.R. 145 as-
sures civilian control over computers in Feder-
s cvikan agencees.

n e b Tt

S T
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"back the balance of my time.

The SPEAKER pro tempore (Mr.
GaaY of Illinois). The question is on
the motion offered by the gentleman
from New Jersey {Mr. Ror) that the

thirds having voted tn favor thereof)
the rules were suspended and the bfll,
as amended, was passed.

A motion to reconsider was 1aid on
the table.

/03/22 : CIA-RDP89B0135
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keeping shipping lanes open in the
Persian Qulf. - - :
On June 13, Secretary Shuilts told

the Los Angeles Times “The ides of

the United 8States going around
(abroad) getting contributions for the
support of our Navy Just has no
‘pmn

Mr. Speaker, contrast the Secre-
tary's remarks here with the record of
his top aide, Elliot Abrams, of actively
and vigorously soliciting contributions
abroagd for the Nicaraguan Contras.

Secretary Abrams, as we all now
know, traveled to London under an as-
sumed name to meet with the Bultan
of Brunei and provide account num-
bers for Colonel North's Swiss bank
accounts. Then he Hed to Congress
sbout {t.

1 am concerned that this administrs-
tion., and perticularly Secretary
Shultz, wants 10 go along when the ac-

- tivity is legal, as in the Persian Guld,

GENERAL LEAVE

Mr. ROE. I ask unanimous consent
that al! Members may have 5 legisla-
tive days in which to revise and extend
their remarks on H.R. 145, the bill just
passed.

The SPEAKER pro tempore. 1s
there objection to the request of the
gentieman rom New Jersey? -

There was no objection.

CONGRATULATIONS TOC MON.
TANA U.S.A WRESTLING TEAM

(Mr. MARLENEE asked and was
given permission to address the House
for 1 minute.)

Mr. MARLENEE. Mr. Bpesaker, we
have with us today the Montans
U.S.A. Wrestling Team.

Tomorrow this team. afier much
long and arduous training and prac-
tice, will be traveling to the Soviet
Union: and there they will be chal-
lenged by teams from all over the
Soviet Union.

They are our ambassadors. They are
clean cut, vigorous youths of Montana
and of this Nation, and we are proud
of them.

1 wish them well when they go over
there. The Russians are hard to pin.
but I hope that you pin them down
and come back with some medals.

Congratulations to the team.

without seeking the active commit-
ment and cooperstion of our allles
But when the administration wants to
conduct foreign policy clearly tn con-
flict with the will of Congress and our
country’s laws, as in Central America,
it finds our foreign friends convenient
sources of funds. i

Apparently, passing the hat to carry
out foreign policy s OK if the activity
s illegal, but it is not if it is legal

This double standard shows disdain
for our all.es and contempt for Con-
gress at a time when the administra.
tion badly needs the support and coop-
eratior of both.

The Los Angeles Times article re
ferred to:

[From the Los Angeles Tunes. June 13,
) 18872
U.S. Won't Pass YRE Hat POR PATROLS IR
QGoLr, SHULTI SAYSE

ANCHORAGE ALASEA —Secretary of State
George P. Shulkz. 1 an unphed rebuke W
congressional crities  of Adrunisirauorn
policy on the Persian Gulf. said Priday that
the United States has no intention of seek-
ing funds from Japar or nations i Western
Europe to pay part of the cost of keeping
the gulf open to shipping.

Shultz op the first leg of a 7,575-mite
flight from a North Atiantic Treaiv Organ:-
zalion foreigr mministers meeting in Iceland
te tslks in the Philippines said “The idea
of the United Siates going around getimg
contributions for the support & our Navy
just has no appeal. We don't have to do
that"”

Shultz spoke to reporters before his air-
craft made a refueling stop at Eiemdor! Asr
Force Base near Anchorage
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