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LOS ANGELES TIMES ‘

Damage Severe in
Marine Spy Case

Soviets Reportedly Read Embassy
Messages, Learned Names of Contacts

7" By MICHAEL WINES and RONALD J. OSTROW, Times Staff Writers

WASHINGTON — A Marine spy ring at the U.S. Embassy in M h
enabled the Soviet Union to intercept and read virtually afll&e g:ncbassyow a’:
coded communications to Washington for as long as a year, sources close to

the espionage case said Tuesday.

The Soviets also used the access
to embassy offices given them by
the guards to obtain the identities
of virtually every Soviet contact
for American intelligence agents in
Moscow during that period, those
sources said. R

The U.S. Embassy’s communica-
tions with Washington were falling
into Soviet hands at the time of last
October’s summit meeting between
President Reagan and Soviet lead-
er Mikhail S. Gorbachev in Iceland,
the sources said.

“We still do not have secure
communications out of Moscow
today,” said one official, who asked
not to be identified.

Almost overnight, these discov-
eries have turned what was once

‘viewed as a routine security breach
at the Moscow embassy into an
American intelligence disaster of
the first order, knowiedgeable offi-
cials said.

Worse Than 1985 Case

Sources said the damage from
the Marine case i8 now regarded as
much worse than that inflicted by
CIA turncoat Edward Lee Howard,
who gave an array of CIA secrets to
Moscow before defecting to the
Soviets in 1985.

Howard’s disclosures led the So-
viets to execute at least one Ameri-
can contact in Moscow. But in the
latest espionage incident, said one
government official who has been
briefed on the case, the Marine
guards “gave them access to the
names of every American contact”
in the Soviet Union.

“A lot of things we attributed to
Howard may actually have come

out of this,” that official said. “They

virtually shut down our intelli-

gence operations in Moscow.”

Almost four months after the'

Marine Corps quarantined Sgt.
Clayton J. Lonetree and nearly a
week after Cpl. Arnold Bracy was
jailed on suspicion of espionage. the

darﬂage has not been contained.

‘“That. . .embassy is one radiat-"

ing-antenna,” an official said, refer-
ring to the likelihood that Soviet
agents laced embassy offices with
listening devices.

Sp tenuous is the situation that
Secgetary of State George P. Shultz
may be forced to use the coded
radib on his government jet to send
mespages to the White House when
re flies to Moscow this month for
pretiminary arms-control talks,
onggource said.

te Department spokeswoman
Philis Oakley said Tuesday that
U.S¥ officials “expect to have the
secyre communications by the time
of s trip” on April 13.
it one official called that pros-
pe; highly unlikely, saying it
wallld require the embassy to re-
pladle most of its existing communi-
cations gear in less than two weeks.
News accounts have stated that all
embassy communications now are
beifig handled by diplomatic couri-
2rs..

An assessment of the Marine spy
case was given to Reagan and a
“farious” Vice President George
Bush late last week. Bush, a former
CIA director, was reliably said to be
urging a “top to bottom” review of
U.S. counterspy measures at em-
basgies and within the U.S. intelli-
gence network.

STAT

Threat Was Not Seen

Officials last summer discovered
Matine guard Bracy in the midst of
sexuial relations with a Soviet
wathan who worked at the embas-
:¥- Yet they failed to permanently
remove him from guard duty or to
regdgnize the affair as a security
thedat.

Bracy was demoted from ser-
saght to corporal for the violation
of Becurity rules Aug. 21, but he did
nog.leave guard duty or Moscow

i! Sept. 18. American officials
cidnot link Bracy’s indiscretion to
espipnage even after Lonetree was
t into custody in- December,
origsource said. -

he sources said--Bracy was
folghd with the Soviet woman in the
a ent of an unnamed U.S.
atfche at the embassy. The wom-
artyhas been identified by U.S.
ials as a KGB agent.
other female KGB agent who
edly offered sexual favors to
e Lonetree into spying, for-

5 embassy empl Violetta
S¢iffa, was once crowmed “Queen of
the' Marine Ball™ atn embassy
f ion, one source. said. Marine
o were unable teconfirm the
regort. e

:ferm of Serviee -

Lonetree served at the embassy
f~pm September, 1984, to March,
1

J& was learned that the Justice
Dppartment has rejected a sugges-
tieh by White House National
Security Adviser Frank C. Carlucci
to extend immunity from prosecu-
tioh to the two Marines as a way of
achieving an immediate and com-
plete assessment of inteiiigence
damage at the Moscow embassy.

"Carlucci raised the idea of immu-

=ity at the recommendation o{ Clair ﬁ

Geu:ge, deputy CIA director for
~gerations, and
veteran who is Tiow an intelligence
expert with the National Security
Council staff under Carlucci.
:Secretary of Defense Caspar W.
Weinberger ordered in 1982 that no
immunity be given to military
negsonnel in national security cases
wAthout first obtaining Justice De-
vgrnument approval. That order fol-
(3:« a military court’s ruling that

Continyed
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an Air Force lieutenant could not
be court-martialed- on espionage
charges because Air Force investi-
gators had promised him “no pros-
ecution” for a full account of what
he had done. -

Clean Sweep Likely

Faced with clear and growing
evidence that U.S. officials ignored
security lapses in Moscow, the
White House now appears likely to
demand a clean sweep of the State
Department'’s procedures and staff
for embassy security around the
world. T

It had been reported previously
that embassy officials had dis-
missed alarms that had been trig-
gered by KGB agents within the
embassy after being told by Marine
guards that the security system
was malfunctioning.

The Senate Intelligence Com-
mittee and the State Department
were reported Tuesday to have
warned U.S. Ambassador to Mos-
cow Arthur A. Hartman more than
a year 2gd of the need to thwart
concerted Soviet efforts to pene-
trate the Moscow embassy.

But in a cabled reply to Shultz,
titled “Countering Counterintelli-
gence,” Hartman was reported to
have dismissed the warnings as
overblown.

Earlier Differences i

As recently as last Friday, l
American experts still differed over
the extent of damage to U.S. seci-
rity caused by the Soviet penetra-
tion of embassy offices. -

In a closed briefing of the Senate |
Intelligence Coramittee, a senior
CIA offival 1maicated that Soviet
spies probubiyv had not “gotten into
he agency's tpace” within the
embassy, making 1t unlikely that
coded communications equipment
and U1.S, intelligence data had been
completely compromised.

But on Tuesday, a number of U.S.
officials dismissed that assessment
outright.

“I'll tell you this,” one source
familiar with the briefing said. “If
the guards gave KGB-trained op-
eratives access to the area, t}}ey
could get in and out without being
detected. There are sophisticated
ways of doing this.” i

American experts are now confi-
dent that that is exactly what
occurred, several sources said.

Two officials said the Soviet
communications breach went back
at least to the weeks before the
U.S.-Soviet summit in Iceland,
where Gorbachev is widely viewed
as having scored a public-relations
coup over Reagan. One official
called it “plausible” that the Sovi-
ets learned of U.S. plans for the
summit by intercepting embassy
messages to and from Washington.

Another source said the Soviet
monitoring is believed to have gone
back to last March, when Marine
investigators say Bracy and Lone-
tree last gave the KGB access to
the embassy grounds.
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