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10 June 1981

MEMORANDUM FOR:  Chief, Management and Plamning Group, IMS/DO

T'ROM: | |

thiel, Classification Review Division, OIS/DA
SUBJLCT: Downgrading of Classified Information
RUFLRENCE @ Memorandun from Chief, IMS/MPG,

dated 16 December 1980; same subject.

L. Tirst of all, my apologies for not responding to your position paper
(Reference) earlier. ;

2. After careful consideration of the position set forth in Reference,
we must advise that we find ourselves in some disagreement, to wit:

a. to say that all information concerning such a broad category of
information as encompassed by intelligence sources, methods, and activities must
be held at the SECRET level, as implied in Reference, is somewhat arbitrary and,
we believe, indefensible;

b. some of this information was (and is) originally classified CONFIDENTIAL,
or given only internal administrative protection; an

c. this approach tends to undercut the spirit of EO 12065 which states
that "the least restrictive (classification) designation shall be used" when
there is "reasonable doubt' as to which classification level should be assigned
to a given item of information.

3. We are in agrecment, of course, that classification and classification
level are based on the degree of damage that would result to our national secu-
rity [rom disclosurc. Wec also agree that information concerning intelligence
activities, sources, and methods requires protection certainly for twenty to
thirty years and most likely for a much longer period. We also would be inclined
to agree with the statement that ''the unauthorized disclosure of information
revealing intelligence sources and methods is generally expected to cause serious
damage to national security and thercfore it is initially classified at least at
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the SLCRET level." 'This is a rather broad, basi iti -
room for classification of some material at ;aiggegoiégégn,i?oy:v:g,awhlch 1eaves
and it is on this point that our viewpoints essentially differ The igroprlgt?,
your statement is "generally," which is inoperative if we acceﬁt the Cogcyor_ ln
given in the.flnal unqualified sentence of Reference that "intelli aon
qu @ethods information should remain classified indefinitely af‘lgggie sou;ces
SECRET level." o exclude absolutely the possibility of using a lower ?t tle £
classification for such material is, in our opinion, not justifiable ven e

4. Indeed a sizable quantity of the IO T ds i i
classification yevieW'contains doZﬁments classgggégSC8£§§D§§¥IXEC§;XG? fierYStematlc
also find material bearing the obsolete RESTRICTED marking, and occa o j%f e
docgments which have no classification markings at all. Oﬁr S stemai?on%" X"“'
cation review process is designed to correct the classificatiog Statu;COELQSSlfli
where that 1s necessary and appropriate, but in these cases we would be 1} 3cuments
pressed to justify upgrading all such material to the SECRET 1level whicﬁa?
what we weuld be required to do, of course, were we to interpret and appi 5
position 1;tera%1y. It is of particular interest to note that ‘even tgg;y i
@ormat;on is being originated in the DO, which in our minds woald be éo 'Yé 1n&
%ntgli;ggnce sources and methods information, which is being claqsifjednsileie
(ONEIDEN%lAL lgvclﬂ Indeed, the biggest single complaint we hadhaboﬁf t? we
Do C]a551£1cat10n Guide put out under FO 12065 was that there was no allﬁe
made forrlnformation that did not warrant more than a CONFIDENTIAI clas:?¥ggce'
level. .lt must be remembered as well that in systematic classifiéationh; o
we consider cach item or document on its own merits and judge the proper eylew.
Tication level accordingly. When classification is extended we mtstlma E on th
document the date for declassification or the next review (Séct{on 3?401r anlEQES)

, B .

o 5. It must be recognized, despite the entirely valid considerations set
Torth in paragraphs 3 - 5 of Reference, that some "intelligence activiti

sources, or methods' information is in fact, less sensitive: e g cert;?s,
ational support information. Other information becomes less %énéitivé w;ghopﬁr—
passage of time and/or intervening events. One has only to 160k at suchl' t‘e‘
as ?he once highly clandestine Agency sponsorship of Radio Free Europe 3n5tdnces
Radio Liberty, now acknowledged, or the Pentagon Papers MHCHAOS éng MESLTRA
information which is now in the public domain as a resuit of official disclo 3
gnot always endorsed by the Agency, to be sure, but revealed nevertheless) Sres
@ogvgrseiy, of course, some information nay now be more sensitive than whe.
ézﬁt;a}ly classified (or sometimes not classified, through inadvertence ofn
acégggifb). Our systematic review procedures take both of these factors into

6. Section 1-101 of FO 12065 states that "the least restrictive (cléssif'—
cation) designation" shall be used when, as is sometimes unavoidabl the case !
in an uncertain world, there "is reasonable doubt' as to the classi?ication ;
level to be assigned to a given item of information. CRD must pay due regard
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to this admonition which we believe is applicable to systematic classification
review as well as to original classification actions. We are well aware of the
possible consequences of revelations concerning intelligence activities, sources
and methods and every effort is made to ensure that all information reviewed ’
retains an adequate level of classification. Downgrading (and, for the matter,
upgrading) determinations are made only when the classification designation
found on a document is deemed inappropriate at the time of review in terms of
the extent to which unauthorized disclosure of the information could adversely
affect the national security,

7o We woulq welcome further discussion of this issue to obtain a mutually
satisfactory position.
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16 December 1980

MEMORANDUM FOR: Chief, Classification Review Division,
DDA/O1S
FROM: | | ’
Chiet, Management and Planning Group, DO/IMS
SUBJECT: Downgrading Classified Information
1. This will confirm the results of discussions between
the undersigned and | | Chief, Operations Branch,

Classification Review Division, namely that information concerning
intelligence sources and methods and activities should remain
classified at least at the SECRET level and should not be downgraded
in the course of systematic review for declassification. It is
recognized that such information would continue to be protected were
it downgraded to CONFIDENTIAL but the basis for classification is
not protection but the degree of damage to national security that
would be caused by the unauthorized disclosure of the information.

2. The unauthorized disclosure of information revealing
intelligence sources and methods is generally expected to cause
scrious damage to national sccurity and therefore it is initially
classified at least at the SECRET level. As we see it, there are
three bases for such classification:

a. The need to protect the operation.
b. The need to protect the source.
c. The possible repercussions to foreign affairs and

to intelligence operations in general which are caused by
such revelations.

3. The need to protect an operation lasts much longer than
the operation does. If war plans are stolen and it becomes known
the recourse is to change those plans. If public opinion is changed
or political action is undertaken because of clandestine activities
the revelation of such activities goes a long way toward undoing the
results of the activity. Similarly, the identification of a
clandestine intelligence source has pgssible repercussions for the
source his family and close associates&extend far beyond the period
of clandestine activity. In both cases it is difficult to set time
limits on the degree to which unauthorized disclosure would affect
national security. :
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4, The third basis for classification, repercussions to
forcign affairs or intelligence activities in general, can be equally
serious and extend far beyond the life of an operation or agent.

For example, revelations of specific cases of espionage in a

country can seriously affect foreign relations with that country.

It can not only incense the government and public but call into
question whether or not the United States is continuing such
activities in that country. Even if one can anticipate no such
reaction from a current government, governments change and what might
be tolerated today may be viewed as intolerable by a succeeding
government. Iran is a good example.

5. Finally, repercussions to intelligence operations are also
far-reaching and long lasting. As the result of disclosure of
intelligence activities foreign governments may institute tighter
security controls, set up counterintelligence activities and make
operations much more difficult. An inability to protect agent
identities could have serious effect upon the willingness of agents
to work for an intelligence organization. For these reasons we
believe intelligence sources and methods information should remain
classified indefinitely at least at the SECRET level.
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MEMORANDUM FOR: Chief, Classification Review Division . o
{
STAT FROM: : I I }
Chief, Operations PBranch N
STAT  SUBJECT: Comments on[_____ | Memorandum Concerning

Downgrading Classified Information dated 16 Dec 80

le Les makes a good potnt that classification is based on the degree
ol damage to national gecurity that would he caused by unauthorized dis~ |
closure and not on how it is to be protected.

2s In paragraph 2 he talks of the unauthorized disclosure of classif-
ied information which reveals in‘belligencé sources and methods is generally
expected to cause serious damage to the national security. Tuat, I believs, -
is a good point and a reasonably supportable one

3e His argument that protection must last a long time is, I think,
valid when it refers to the protedtion of intdl ligence sources, methods,
and activitics as well as to pwawws U.S. foreign rclations. 'I:hus L
belj.e"s/;e that we can agree with his conclusion that such information should
remain classified for long periods even indefinitely.

li+  VWhere he coﬁxes a cropper, in wmy opinion, is that in his conclusion
les implies that all information of this nature should remain classified at
the SECRET level when his avgument, which I believe is more accurate, is

that such information "is generally expected to cause serious damage."

1 believe that his position would he acceptable if his conclusion agreed %
with his argument, ise. that information concerning intelligence activities, f:
sourcas, and methods and U.3. foreign relations generg.ln_'_[x is to be retained

at the SECRET lsvel but that there may be exceptions.
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MEMORANDUM FOR : Chief, Management and Plaming Group, DO/IMS

FROM

Chiefl, Classification Review Division, OIS/IDA

SUBJECT ¢ Downgrading of Classified Information
REFERENCE

s

C/IMS/MPG memorandum dated 16 December 1980, same subject

1. Reference takes the position that the unauthorized disclosurs of information revealing
intelligence sources and methods is "generally expected" to cause serious damage to
national security and therefare such information is initially classified at least at the
SECRET level; and furthery that information concerning intelligense sources and methods
should not be downgraded below that level in the course of systematic review for declas-

sification, We do not entirely agree.

2+ Aside from the clear difference in meaning betwsen "revealing" and”concerming”, it
should be noted that Executive Order 12065 provides a Presumption of national securlty
damage only in Section 1=303: "Unauthorized disclosure of foreign govermment informatien
or the identity of a confidential foreign source iz presumsd to cause at lsast identifie-
able damage to the national security." This provision clearly dictates a minimum clas~
gification level of CONFIDENTIAL for such informstien (but farro other); it cannot in
our view be stretched to imply a presumptien of "serious® damage (warranfing SECRET clas-
sification) for the above or any of the other categories of classifisble information
covered by the Order, including that which "concerns intelligence activities, sourséa

or methods" per Section 1-301(c). Indsed, informatien in this categery as wsll as the

others listed in Section 1-30) may clsarly be classifisd at any level from RONFIDENTIAL
) o

to TOP SECRET, Irmay-meb-be-clesstfbed utplleunlars

RN A e

cnablpeestld BE SIPSL YA s

T g SRRl e phy ot IR o
A A O ¢ 4

Lo AwIR Y™

3. It may be worth noting that a good deal of the infermatien CRD receives fer systematis
review was initially classified, if at a&ll,; no higher than CONFIDENTIAL, Unmarked infer

mation {as well as that bearing the obsclets RESTRICTED classifieation) is zometimss
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upgraded to CONFIDENTIAL or sven higher upoen review, if its content or other considera-
tions so warrant, It has long been apparent, alse, that some sf the materisl reviawed
was Initially misclassified (too high, toe lew, or not at all) even under the leecser ‘
standards prevailing in former times. The review rrecess 3a designed, smong other things,
to correet sush misclassifications in accordanoe with E,0, 12065's requiraments, Even
aside from the implied vielation of the letter and spirit of the present Orderx, mereover,
CRD cammot in good conscliencs retain higher levels of classifieaticn than those Approp=
rriate to the degree of national security damage "reasonsbly to be expectsd! from unéuth—
orized disclosurs at the time of review or subseguently (i.e., untll the next scheduled
systematic review date), regardless of the qjioumstancas under which it was initially

classifisd ~= 20 or more years ago, in most cases,

lis It must be recognized, despite the entirely valld considerations set forth in para-
graphs 3=5 of Referesnce, that some "intelligenee activitlies, sourses, or mstheds" inferw
mation does in fact bosomoe less sensitive and proteotable with the passage of time and/er
intervening ovents, One has only te look at such instanees as the now long~acknewledged
but onee highly clandestine former Agency sponsorship of Radio Free Eurepe and Radie
Iiberty, or the Pentagon Papers, MHCHAOS and MKULTRA information which is new im the
prublie domain as a result of offieial disclesures (net always enderasd by the Ageney,

to be sure, but rsvealed neverthelsss). Conversely, of ccurse, sems information may

now be more sonsitive than when initially classified (or sometimes not olassifiod;

through inadvertense or otherwise), Our systematie review precedurss take both thess

fastors into accounte.

~By—BHE BB et UwE Padey-detsTone ~deeleseily, infermatien which r@v‘fff_fﬁffigiﬁ-ia=ﬂ
\ A

oo V20,

telligenes uetivitlss, "s0UFEds or nothods AITHOTZN - meek-esbion-ia_ bakenes mridwhen.
J -
3pRroprIats In e Ca4e of infermattor HHId merety "SOHCorns" Them 1n some way. Tt

M“W“Bﬁ;&%iﬂ’wfﬁwﬁRMQMmduww‘- o0

~roflest-the dogree ol damags wmticipated from THEUTTOTIZEN 4l SCIOTUrE; Kt bhe-aama time,

all lovels oxcept UNCIASSIFIRD depsnd urtimitely on an underIFifg-*neadtu Protoet ! e
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Se Paragraph 1 of Refarencs correctly notes that information must be classified at

a level corresponding to the degras of natisnal sseurity damage antieipated frem its
unauthorized disclosure. At the same time, as also discussed in Refarence (paragraphs
2 through 5), all classification levels ultimately depend upen an underlying "need to

rroteet” the information,

6. Section 1-101 of E,0, 12065 states in no uncertain terms that "the least restristive
(classification) designation!shall be usad wheny sa i3 sometimes unaveldably the case

in an uncertain world, there “is reasonable deubt" as to which elassifieation lavel
sheuld be assigned to a given item of information, CRD regards this previsien as binding,
with due regard for the factors partinent te each case, net only on initial classifica-
tion determinations but alse on those made upen systematic review., Wo avs well awsre of
the possible consequeness of revelations concerning intelliganse aetivities, seurges, and
methods. Every effort iz made to snsure that all information reviewed rotaims an adsquate
level of classification. Downgrading (and, for that matter, upgrading) determinations sre
made orly when the classification designation initially assigned is deemed inspprepriate
in terms of the extent to whieh wunauthorized disclesurs of the infermatien under review
ceuld adversely affect the mationsl seourity -~ defined as "the natienal defense and
foreign relations of the United States" in Sestion 1-604 ef the Order.

/8/
G/CRD

Approved For Release 2005/08/16 : CIA-RDP93B01194R001000240122-0



' Approved FosfRelease 2005/08/16 : CIA-RDP93B01194R001000240122-0 *

1t ois diffienlt to venture o mx meaningful¥ or fielpful conwent on Les' memo {nasmuch asg

theve is Title thot Le touches on lutemesseme in his pener thst ve have not alreacdy encountercd
rnd ceergiong lly mede bench-nerk de
rtrictures he ag fovored (5€ is

ol
5

cisions en,in keeping with sowe of the sugcested
sarta.c s too casils forpotfen that mot tod long ago wost
i ves furdicuely ﬁcwn;rﬁdin;~ﬁﬁ@ﬁm&mmﬁuoften declassifying-SC doeguments,nuntil OPG
porsorvel ax yessed teir vniverasal alarm and the flow wes staunched bosed on  the
rovocwers! rocogniicion of notenticl cwenlative demage).

itodoee seen curious thot 2t U e point in time,rlien the Apency's classificetion
Tsode laking s oaore rﬂa]iztic and tesrx and were retionsl ctance on tle msRisak
o of pppeswkesrsxisohviepekorAx g Cochnents created in 1961 ,5es is ficliting hard to

<
cerure Ul dooiven te velotineg to Louvces cod metheds 20 and 20 vaare old are held at the

’.)

=

T
[
™
o)
92}

]

Tavel dwer T o indefinite coriod of tire,perhacs in perpetuity (Comrent: It has been
“hat ol the resent T]M‘> comple ed (0A's wlich cite complete bio data on potential,

csyolrendy vertinlly cetive apent escets,are given a confidential clasaification.
' reduction in the classification sionding of sguch clear cut souree and weleer
wrterial dse rade posible Ly € ¢ vrrvels of nodoern computer wSsfmg storare and

rd technclogy),Tute "o o fer cry howewr from fhe ancient endenic clessificstion

fses of 20 and 30 veors geo vhen prectically everytning,even the ost innocuous

sticel dross,urs routinely  avlied it wg socret stgmpk wore out of habit rather then

' ivce of raper rEMEtdented potentia’ grave dawage to the

neeyn Lhicboa rertilentor

1

vould hrve beon wocl bepp er with this verme if Les had provided a he 2wlthy list of mvwmmes
sewples oF the voriety of watericts that he deews to cofjstitute serions or prave damage to
seitonal security.te all feve e opretiy fivm rresp of vhet constitutes darage to the national
seeurify ond in meny cases ve heve nerhars been overly stringent in our meséikgwddms oscessment
F potentinl demepe in dinstonces involving cources end wme  ethods and o rossgible problems
fnoconnection oith foved;n affeirs. Ly the sare tolen however,even in the most sensitive of

e s el core seross waterials (adrindstrative,finence,logistics) weopdmmiencn iy
o oounmartied,which in themselves could not possibly be construed as Waxing
i ng "heoetisws of pos ible deoape to the security of rle JSCyx (g packupe of

; for entertsin ent ond miscellenecus exienses devoid of reves,loca ‘tiofs,purpose
07 cther damning dota cou'd not conceival ly be rtererding as damagirvg unless the reader
o wmwmmeww ccesc oo undexsteooding of Gie oneratinnal context e.t. the entire Leackdropl,

it de unfertuncte that o the firvat peracraph of his memo,the writer got ecaught in something
of o sowrntic wicketw vhich viticles or vockens sowe f hig leter co. wents,ile states that the
ficat. n ds pot rrotecticn but rather the degrer of damapeyas if protection
cod dencpe vere wutaally exclusive.From thie hie leaps © :the ceonclusion that sy all

irence gources and cothods mme mcteris s must be classified secret to assure protection,
s cduditing the srewise that classification in any depree is designed to nsgsure a form
Forroreciion,Onr nosition ~lovld be tint althongh ve generally egree that 211 sources and
efiode o tevial warronts protect om,thinre cre shedes and deprecs of demage that recuireg
S fering rrodetions of orotection,Bore elewents of security demage sre wre grievous than
L2 re

Lleis Tor ecliae

e veli thow enldiin snich instences (atohie related date is an example),special

tionsg have leen creaieod to assure that such data is protected vithéut any time limits,
ug(' :

there ie maxmox ] course no comparison thet can be drawn between the damage
thurnnt fn the vevelation of atomic relited dota ind thst connected with sources and
cethods metericls, 't dres eppesr from studying the memo in uestion that an effort is being
e to extend .n all embrecing Secret clossification umbrella over moeterials that do often
diminiqh in significence with the pesrage of time and must be roviewed periodically by

tie revievers to determine if

if fhey hove lost thexx damare potential that
oviginalyy prompied the SECRUT clussification,snotler factor to be considered and one which
srecs te fly de the face of the lixecutive order.is that the over-arching restrictive posure
ceomendesd in the momo nrecludes tie use of downgrading vhich the Executive order never
cety,recormended zs part of the refiew procedure,

“povladpen

{nd
4

covntensnces bat,rathe - in
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% final rescrvation thatix shovld T2 eonsidered stris from the fact thet,if the
inflexible stend teken in the memo Lecnmes doctrine,we may be buging the Agency a good
deal of grief in the ove b of court coces invdlvineg F.T1.C A and menuscripst review ete, It
woy be difficalt to convinece o iudre of tee velidity of our cause If ve continue to use
Teocrave donmece olasoificotion/excuse in docw ents touching on the wminutiase of sources and
. s rendered them clearly less dameging and when it is STAT
STATrv:‘ufcnt that we have mt even taken the trouble to recognize this diminution in damare
potentiil by employing n ircser clessification pewmitted end recommended by law (will the judge
to andasrstending-or suused-then we cell Nie thot af
| [iict etiv) veuzin of the Secret level Lecauce its revelerion would
otlervise do crove damere co o the OO T #tdnk he micht ask with venom (f thfr grave damagdSTAT
| Lo e importance ~nd riade rore rvealistic byk

icethode when the vwessooce of tioe

U S SR R SLR Ty et e Leon vodvuced in size o

S dontial

reducine the classificotivy o O

STAT
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WHORANDUY FOR: Chief, Classification Review Viv¥sion

STAT FROH s | |

Chief, Operations Dranch

STAT SUBJECT: Jonments on |:| Hemorandum Concerning
Downgrading Classified Information dated 16 Dec 80

1. lLes makes a good poimt that classification is based on the degree
oif damage to nalional security that would he caused bj unauﬁhorizéd di$~t-
closure ard nol on how it is tb be protected. | .

2. In paragraph 2 he talks of the unauthprized disclosure of classif-
idd information which reveals intelligencé gources -and metbhods is 59nera}£x
expected to cause gerious damage to the national security. That, I believe,.
is a pood point and a reasonably supportablg one.

Js  His argument that protection must last a long tiﬁe is, I think,
valid when it refers to the protedtion of intelligence sourcés, methods,
and activities as wall as 10 pwesshwmes U.S. foreign relations.. Tﬁus X 8 “vj" {¥>;
belicve that we can agree with his conclusion that such information should
remain classified for long periods even indefinitely.

li« Where he comes a cropper, in my 6pinion, ig that invhis conclusion
les implies that all information of this nature should remain classified at
the SECRET level when his argvment, wutiich I believe is more acevrate, is
that sueh information "is generally expected to cause. gerious damage."

T belleve that his position would be acceptable if his conclusion agreed
with his argument, l.e. ﬁhat information concerning intelligence activities,
sources,and methods and U.3. foreign relation; generally is to be retéiﬁed': )

at the SECRIT level but that there may be exceptionse
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