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MEMORANDUM FOR GENERAL RICHARD G. STILLWELL
Deputy Under Secretary of Defense for Policy

Re: National Security Agency's Proposed NSDD 1
on Cryptographic Security

" You requested our comments concerning a National Security
Decision Directive proposed by NSA and discussed at the last
I1G/CM meeting...After reviewing the proposal and accompanylng
memorandum}we‘recommend that NSA con51der reinstituting ay
cryptographlc securrty program under its own authority. rathe‘j]
than an NSD FUNSA decides to prdE?E?‘Tf&?ﬁ“‘Natlonal
Security Council, it should supplement its accompanying. memo-
randum to aggress several. factual.issuess=Lastly,.fthd
Tﬁ?@TiIEEBEe Community may; wish to consider. ‘establishing ! S

”parameters foru hé . submr_s on of . NSDDs by»pommunlty members.

According to its memorandum, NSA operated a cryptographlc
security prodram ‘until 1973 which included an indoctrination
program, records, signed access statements and aperiodic :
polygraphy. We have been informed by NSA that authority for the?
program derived from a National Communications Security ‘
Directive issued by the National Security Council. The program :
was discontinued in 1973 due to the burden created by its
administration during the Vietnam War when large numbers of
‘military and other personnel had access to cryptographlc
information. ; » .

" These statements raise factual questlons that should be .
addressed by NSA before it submrtswﬁh&swproposai~torthe National
Security Council. First, how can’ aiﬁryptographlc security!
program"%e suff1cient1y‘cruc1a1 to. the, national securlty t

{warrant- 1ssuanc'. f-a: separate NSDD NSA discontinued’ the;; '

he™ program Was a mlstake and that it bhas" experlenced a twenty o
percent increase 1n violations of cryptographlc _security
procedures. NSA's arguments for re1nst;tut1ng a cryptographlc
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: NSA's memorandum further states that the &;§Z§§ﬁ§ﬁ§§€~i5:§§ﬂ
- ecurity program is aperiodic. polygra hi’ Because’moralej
roblems and duplication, could result! from a prollfératlo of

ﬂfﬁﬂybraéﬁiiéﬁﬁirgmen,k ecommend ‘that the NSA review.
?exlstlng polygraph. requirements to determlne Whether an

rrrrr

dditional requirement is"warranted for’ th1s~purpos A may
wish to reinstitiite 4 cryﬁfoéraphlc security program_tha
includes_a strongwlndoctrlnatxon program_andi all the othzﬂi _
elements of its former program -except Qolxgraphy,tand monitor
‘that program to determlne its effectiveness. FIf,{after the
. program has been operating for a timeJ NSA determines” that™
&§iolygraphy would increase the_prognam'sneffectiveness,“1t could

be addedy | This' re ulremenf*would'be'based on_] NSA's authorities!
to protect cryptogra hic materlals raEﬁEr EHEH“EH"NSDD

,,,,,,,
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'In‘general terms_ .. the adv1sabll*ty of . u51nq-an ‘NSDD. tE’
mplement a speclflc, limited policy goal such as a cr"to~~w
~“graphic security program, is guestionablé. Routine promulgatlon
~of "NSDDS that address‘ﬁafdfﬁﬁlar segments of a program rather
than establishing broad policy direction would necessarlly
dilute the effectiveness of NSDDs as authoritative pOllCY
'1nstrumeptsr\f?rollferatlon of these proposals may- resul,yi
future. reluctan “apprgxgng§gggugroposedrby“Intelllgence;i :
’Communlty ‘compo ntsjt:Inladdlt;onJ @hls NSDD could" confuse “th

'lObJectlves -and authorlt;es of NSDD 84‘ffﬂm31ntelllgence

the submission of proposed NSDDs to the NSC in order to preserve
‘the effectiveness of NSDDs as policy tools and maintain the. _
credlblllty of the Intelligence Communlty in thls regard T <

' (:gf?ﬁtographlc securlty;!rogram under'f%s%ow5§§ﬁ€h5riEYﬁf°I' the -
v SA"decides to go forward 1in submf?%lng 'ng 1ts prdbdsar“to the S
Nat1onal,Secur;x¥Fpounc1l e strong y recommend” tha SA :

strengthen: the factual basis for its ‘proposal;as discusse

Ey e

aboyeg We also recommend that the Intelllgénce'Communrty agree«
on’ guldelrgg§)£gretbe future subm1551on ‘Of ngqu -
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LAWTON
Counsel for Intelligence Policy SO
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