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MEMORANDUM FOR THE RECORD

SUBJECT: Industrial Security Policy

The attached memo contains three policies relative
to the security of Agency funded and non-Agency funded
contracts which will be considered for development and
promulgation. They are:

1. Badge check when employees are
leaving our facilities.

2. Package inspections for security
purposes on a periodic unscheduled basis.

3. The need for contractors to report _ o hed

’ L]
all violations to the sponsor in accordance uﬂzk4%rlﬁky77%}fﬂﬁw7.
with the definition outlined by the Office - :

of Security.
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4. INDUSTRIAL SECURITY APPROVALS
a. Granting Authority

Industrial Security Approvals constitute veritten autherity for Contiactor
emplovees, consuliants, wwociates, subcontiactors, auditors, ete., to have
aceess to clu.ssifivd informution and te perform classified work under tha
coutract. Approvals may be requested only when the Contractor and the
Sponsor’s representatives have established a definite “need-to-know” for Uie
selected individual or individoals. Such approvals are issued and initinded on
behalf of the Contracting Officer by his Sccurity Reprosentative after
appropriate investigation aund ey valuation, Contractors themselves heve no
authority to yrant any type of Approcals or access to classified infor ination,
documents, hardware or work projects of the Sponsor.

CONFIDENTIAL

b. Contractor Respousibilities for Furnishing Appropriately Approved
Persormel.

(1) Fhe Contractor should immediately designate an employee to act us
his, the Contractor’s, Security Officer. In the event the Contractor does 1ot
have or chooses not to utilize the corporate or plant security officer, the
individual designated as the sceurity officer should” be “an official of
sufficient stature to insure that the required  security measures are
iniplemented and to whom all internal and external sceurity malters
regarding the Sponsor’s contract ean be directed for appropriate action.

(2) The Contractor's Industrial Security Approval needs should be
identificd to the Contracting Officers Security Representative at the earlios
possible date for the purpose of establishing sccure channels
comununication, arranging for contro! and storage of classificd materixds,
providing for preparation and inspection of ()p'w‘(! vork areqs, ete, The
(,!_mu‘:'.(lm s Security Oificer should veguest Industrial Security Approvale
on sufficient ey persennel and alternatss to allow contract wc s bration
and pedonmance without interruption due to sudden terminati ms, iHi
vacations, business frips, eles THis incamhont epon the Contractor to l)!"('l‘.i'\!i"
the necessary i wsome] with appropuiste Sponser approvals for the
suceessful congletion of the contract,

(3) " Pre-emplovinent” investigations of the Contructor's potes

cployees will not be conducted by the Spousor.,

c. Pequests for CONFIDENTIL - SECRET Industrizl Security
Approvals.,

(D0 wn Todustiial Security Appanel at the CONFIDE \ll‘l o
SFCRE T Tevel is desired, e Continelors S, curily ()"m rshould obiein the
appropriate inforation fram company records and sulinit the H-c("x'.-sx‘. for
Taddustrizl Security Spprovel (Faime 15401 and both o copies of File Tudes

Curds (Form 6704 direeth to ¢ Sponsor’s Secarity Officor. No in!
identilying the Sponsor, the Conly racting Oflicer, his reprewentatives
Spomsor etplovees shall e placed on the . f\’x'x-h‘ The forimesh, :H B sdeiers
by the Contruciors Secuiiny Officer, THE ENPLOYEE FORMITON 1
REQUEST IS BUING SURNITTTVED 15 NOT TOSION TUHE FORN
ANDUIS NOTU TO BE ADVISED THAT il ds l'l"l\  CONSIDERGH
FORSPONTGR APFROVAL NOR 1y Bt DUBRAPHIK INFORNMATTON
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