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View from the Private Sector

OSINT: The State{)f the Art, the le:ss State?
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into two major and two minor
categories.

The most important textual source,
in my view, is commercial media
vendats, two of whom predomi-
nate: Dow Jones Interactive and
Lexis-Nexis. Both offer access to
multiple worldwide scurces of
information via a website. These
sources include newspapers, maga-
zines, and some broadcast
transcripts—all in English transla-
tions that are accurate and reliable.
The websites allow specific
searches by words and combina-
tions of words, and by specific
periods of time. It is possible to
create permanent files of search
terms so that they do not have to
be reconstructed each day.

The second major OSINT text cate-
gory is the worldwide web itself.
Here the OSINT practitioner faces
several problems:

* The first challenge is sheer vol-
ume; what were once thousands
of pages of information have
become billions. This may be the
ultimate “needle in a haystack”
problem. It is compounded by
the fact that no two search
engines will identify the exact
same sites. A better approach is
to use meta-search engines, i.e.,
search engines that are actually a
combination of other search
engines. For example, Coper-
nic.com simultanecusly searches
Alta Vista, Excite, HotBot, Lycos,
MSN Web Search, Yahoo, and
several others, This type of search
increases the chance of finding
the best sites, although there still
is no guarantee. Access to these
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Open-source intelligence
today is a much wider
field than a few years

ago. OSINT practitioners
...too often stop with

textual sources.
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meta-search engines is free via
the Internet itself.2

» Another difficulty is source valida-
tion. The web is a vast electronic
bulletin bozrd where users can
post anything they want. There is
no restraint, no authorization, and
no authentication. It is the First
Amendment on a global scale,
pushed to the point of anarchy.
As with any other source, over
time analysts learr: which sources
are reliable and which are not,
but it is a pretty steep learning
curve at the outset, with lots of
chaff and little wheat.

The two minor textual sources of
OSINT are hard copy material, pri-
marily books, and so-called gray
Hterature. Yes, books still matter in
the “e-age.” Using hooks, of course,
usually requires visiting a library,
and analysts are increasingly reluc-
tant to do this. “If T can't get it on
the web, if's not worth getting,”
seems to be the attitnde. Gray liter-
ature is one of those phrases of art
that means different things to differ-
ent peopie. I think that some
QSINT practitioners like to use the

* Some web searchers like to use “web
crawlers,” in effect, search devices that fook
for specific words or phrases automatically. T
have found these to be generally unsatisfac-
tory. ¥ the parameters are defined too nar-
rowly, the seturns are thin. Broaden the
parameters and one faces inundation. Modu-
lation tends 1o be difficuit and imprecise.
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phrase “gray literature” because it
gives a patina of “spookiness.” It
should not. The Fourth Interna-
tional Conference on Gray
Literature, held in Washington in
October 1999, defined this source
as: “That which is produced on all
levels of government, academics,
business and industry in print and
elecironic formats, but which is not
controfled by commercial publish-
ers.” This can be a useful range of
sources, although it usually takes
some search skills to hunt them
down.

Those of us toiling in the commer-
cial OSINT vinevards have seen
some remarkable changes in open-
source intelligence in the last few
vears. In additional to information
from unclassified textural sources,
OSINT now pervades all of the col-
lection disciplines.

* Open-soarce IMINT: The arrival
and development of commercial
imagery down to resolutions of
less than one meter is stll a
breathiaking and somewhat scary
development. Once the exclusive
intetligence domain of a few tech-
nically advanced states, high
quality imagery is now available to
anyone who can afford to buy it

+ Open-source HUMINT: The
open elicitation of information by
tasked collectors can be an
incredibly useful source of intelli-
gence. We are nof discussing
breaking and entering, bribery, or
any other activity that is illegal or
even questionable. We are dis-
cussing collection that is no
different from what foreign ser-
vice officers or defense attaches
do every day. Indeed, 1 would
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consider much of their reporting
to be open source, despite its
near autormnatic classification as
SECRET, since their interlocutors
know that what they say will be
reported back ro Washington.

Open-source MASINT: Simply
put, if you can purchase commer-
cial imagery, you can purchase
“imaging” that uses part of the
spectrum other than the visual
range, This may not be available
vet across the full mult- and
hyper-spectral range, but there is
little reason to doubt that it even-
tally will be.

*

Open-source SIGINT: Informa-
tion can be gleaned from
communications without resort to
wiretaps or other means of inter-
cepting signals. As just one
example, on the worldwide web
ONE CAnl use Programs to analyze
traffic on a site and monitor
changes in content from day to
day.

Need for a Methodology

As is evident from the foregoing,
there is a great deal of OSINT out
there. This underscores the impor-
tance of process. As with any
collection discipline, OSINT needs
a methodology for dealing with it.
My own preference is the approach
used by the IC itself: requirements,
collection, processing and exploita-
tion, and analysis. The first two
steps will come as no surprise. You
need to know what you are collect-
ing and why (requirements) and
vou need a plan for meeting this
requirement {collection). It is
important to note here that not
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I believe that one of the
reasons why OSINT has
failed to reach its
potential in the IC is
because responsible
officials forgot that
technology was the
means and content
the end.

2%

everyone can collect OSINT. Even
people who surf the Internet may
not be skilled at open-source col-
lection. It takes a specific set of
skills and a specific analytic
outlock.

OSINT does not arrive full-blown
and usable from any of its sources,
It requires some level of process-
ing and exploitation. For open-
source IMINT, SIGINT, HUMINT
and MASINT, the need for process-
ing and exploitation is obvious. For
OSINT, although less obvious, even
the traditional textual sources

require vetting, validation, interpre-

tation, sifting, and weighing. The
degree to which the exploitation
process can be automated is still
difficult to determine. Numerous
fisms offer technologies that per-
form text mining, text
sumumarization, or link analysis. In
the proper context, these tools can
be extremely helpful to the analyst
slogging through mountains of
open-source information. They can-
not simply be thrown at the
problem, however. There has to be
a plan—the right tools for the right
job. It is important to avoid the
American love affair with technol-
ogy for its own sake. Clients’
intelligenice needs (whether govern-
ment or commercial) cannot be met
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by merely placing a search engine
or text miner before them. The
OSINT requirement will be met by
content. Technology is a means to
that end, not the end itself. Once
the information is sifted and orga-
nized, analysis of the material
becomes possible.

OSINT and Commercial Clienis

Providing OSINT to large commer-
cial firms differs considerably from
serving IC clients. It remains a
nascent industry for several
reasons:

The concept of intelligence is
inherendy less familiar to industry
than it is to the IC or to the policy
agencies that are served by the IC.
One must spend more time
explaining what intelligence is, and
what it is not.

It is difficult to determine the right
point of entry into large firms to
make OSINT sales. The president
or CEQ is too high. Directors of
research see OSINT as litgtle more
than a threat to their own activi-
ties, Other levels and individuals
need to be probed. It is a more ran-
dom effort than dealing with the ]C.

Although commercial users of
OSINT want “actionable” intelli-
gence, just like US officials, this
desire may not match their actual
business practices. Large firms do
not make key decisions with the
same frequency as government offi-
cials. Rather, they have sales
campaigns that have beginnings,
mid-year and end-of-year reviews,
and renewed starts. The provision
of intelligence on a regular basis
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does nat fit into this less frequent
decisionmaking structure.

Commescial clients appear to be
less comfortable dealing with the
uncertainty that remains gfler intel-
ligence has been provided, This
may be a result of a general unfa-
miliarity with intelligence and
overy high expectations as to what
it can do. Again, to avoid or to
overcome this problem, it takes
tutoring on setting reasonable
expectations.

Although there are many OSINT
* providers who espouse the cause
of competitive intelligence, few of
these firms or individuals have any
real sense of what constitutes intel-
ligence or an intelligence process.
They seern more concerned with
constant self-definition as a profes-
sional group than with the
application of proven methods to
their own activities.

That said, however, there are some
interesting and challenging oppor-
tunities in the commercial OSINT
field. Indeed, many of us find these
more attractive than working with
the IC, because they are more chal-
lenging and, to be frank, more
lucrative than government con-
tracts. Some of us also believe that
our efforts to apply the methodolo-
gles we have learned In the IC to
commercial clients will eventually
pay off in enduring refationships.
The commercial engagements also
provide opportunities (o experi-
ment with new methodologies and
new techniques and tools that can
then be added to offerings to the
IC.
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To be very clear, I do not
view OSINT as a panacea
for all intelligence
requirements.
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The Artless State

Given the rich, evolving OSINT
world, why does the IC continue to
lag in the use of open-source infor-
maticn? 1C defenders of open
source will point out, correctly, that
the IC has always used OSINT. This
is undeniably true. But it is also
true that the IC's use of OSINT
remains fitful and sometimes grudg-
ing, and in no way fully exploits
the available opportunities.

I believe part of the reason is insti-
tutional. If all of the intelligence we
needed were available openly, then
we would not have an IC per se,
We would have something else—a
research center of some sort. The
need 1o collect some intelligence
clandestinely, however, leads to an
ethos in the IC where clandestine
intelligence is consistently valued
more highly than open-source
information. As currently practiced
by the IC, open source is, at best,
an add-on to clandestine collec-
tion, not 4 parner.

To be very clear, 1 do not view
OSINT as a panacea for all intelli-
gence requirements. Nor do I
believe that the increased availabil-
ity of OSINT ends the need for
various covert sources and meth-
ods. There will always be
intelligence requirements that can
only be met clandestinely, At the
same time, we now have more
intelligence requirements that can
be met openly—if the IC is willing
to go in that direction.
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The IC's exploitation of OSINT also
has been handicapped by the prob-
lem of technology seduction noted
above. The Community has pros-
pered, in part, because of various
technologies it has created—prima-
rily in the collection area. I believe
that one of the reasons why OSINT
has failed to reach its potential in
the IC is because responsible offi-
cials forgot that technology was the
means and content the end. They
pursued technological solutions,
but many failed to deliver coher-
ent, useful content to analysts,
which should have been the goal.

Broader instirutional problems
within the IC also figure in how
OSINT is handled. T will itlustrate
by anecdote. I had a contract with
an all-source agency ¢ provide
OSINT about Bosnia. In a moment
of self-abnegation, I pointed out to
the agency that they already had
Lexis-Nexis service and could
obtain on their own some of the
OSINT 1 planned to provide. T will
lapse into dialogue to convey the
exchange:

All-Source Agency: “Ob, we never
use Lexis-Nexis for Bosnia.”

Lowenthal: "Why not?”

All-Source Agency: "Because that
would reveal that we are inter-
ested in Bosnia as a
requirement.”

Lowenthal: “We bave some 9,000
troops in Bosnia. They rotate in
and out to great publicity. Don't
you think people know we are
interesied in Bosniar”
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Again, the cult of sccrecy gets in
the way of what would appear to
be a sensible use of OSINT. T have
to believe that a community that
creates cutouts and false fronts
could figure out how to use OSINT
without revealing intelligence
requiréments.

The use of commercial imagery is
ancther interesting illustration of
the IC's shortcomings in dealing
with new OSINT opportunities. The
National Imagery and Mapping
Agency (NIMA) expects to be the
sole purchaser of commercial imag-
ery for the government, or at least
for the JC. NIMA's goal is to pre-
vent duplicative purchases, which
is laudable. NIMA, however, has no
interest in promoting greater use of
commercial imagery, which it views
as competition. It would be far bet-
ter (o give various would-be
commercial imagery users their
own budget, with NIMA acting as a
clearinghouse, developing and
mainiaining a master list of what
has been purchased and is on file
1o avoid duplication,

The way the IC handles OSINT is
also bizarre. For the other INTs, the
IC has designated collectors, pro-
cessors, and exploiters. For QSINT,
bevond the Foreign Broadcast
Information Service (FBIS), it has
none. All-source analysts are
expected to act as their own OSINT
collectors (“Go surft™), as well as
their own processors and exploit-
ers. To comprehend the
ludicrousness and self-defeating
aspect of this, imagine an analyst
working on Irag being told: “We
have a lot of images from Israel to
Pakistan and yours are in there
somewhere. And we also have
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The fact that no one in
the IC is responsible for
OSINT, and no one seeks

to be, speaks volumes.
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5,000 SIGINT hits from Iran and
Iraq. Good luck.” That is not far dif-
ferent from how the IC handles
QSINT. It is self-defealing and says
much abour how the Community
views OSINT.

The clearest indication of the sad
state of OSINT in the IC, however,
is the fact that no one is respongi-
ble for it. If I have an IMINT
problem, I go to NIMA; if I have a
SIGINT problem, 1 go to the
National Security Agency; if T have
a HUMINT problem 1 go to the CIA
or the Defense HUMINT Service;
even poor MASINT has the Central
MASINT Office. To whom do I go if
I have an OSINT problem? No one.
In Washington, bureaucrats have a
nose for which programs will
enhance their power and position
and which programs are drags. The
fact that no one in the IC is respon-
sible for OSINT and no one seeks 1o
be speaks volumes. OSINT is not
worth fighting for or acquiring
within the IC.

The Role of FBIS

Currently, FBIS is the centerpiece of
OSINT in the IC. FBIS has been
struggling and declining for years
under repeated budget cuts, a sure
sign of bureaucratic weakness.
Strong programs prosper. FBIS has
been providing open-source media
coverage for as long as we have
had an 1C; however, FBIS's offer-
ings are now outmoded compared
to commercial vendors. These ven-
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dors are more expensive than FBIS,
but the information they provide is
more extensive and more timely. In
my oWl opéen-source practice, I use
FBIS occasionally as a supplement,
but it is not my information sup-
plier of first choice. T get betier
coverage from more sources more
quickly by going elsewhere.

What Is To Be Done?

First, someone in the IC has to be
responsible for OSINT. FBIS is 100
slender a reed, {or the reasons
already noted. [ do not recom-
mend reviving the Community
Open Source Program Office
{COSPO), which the DI properly
disbanded in 1998. COSPO, in my
view, pursued the technology chi-
mera and forgot abour content
delivery to analysts. Within the cur-
rent IC structure, | would designate
an OSINT Manager. The OSINT
Manager would be responsible for
creating a program designed to
deliver usable OSINT—i.e., OSINT
that has been collected, processed,
batched, and sorted—to all-source
analysts. [ would place the OSINT
Manager under the Associate Direc-
tor of Central Tntelligence for
Collection, rather than in a specific
agency. OSINT should be a service
of common concern for every all-
source analyst, not something con-
trolled by one agency.

The OSINT Manager should over-
see two core activities, One should
be to seek the best commercially
available technology and commer-
cial vendors to “make the OSINT
happen.” The use of commercial
off-the-shelf technology is impor-
tant. There is no sense in
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reinventing the wheel, another IC
failure in open source. The sec-
ond-—and even more important-—
core activity should be to deter-
mine the OSINT requirements for
edach analytic office. I would start
small, handling offices with dis-
crete responsibilities first. T might
recommend beginning with coun-
tries of relatively low day-to-day
importance o the United States,
where sudden crises can catch
Washington off guard and where
OSINT can handle a very large part
of the intelligence requirements—
most of which are not being mer at
all currently.

Happily, the dissemination prob-
lem is already solved. Intelink
provides an up and running elec-
tronic means to broadcast usable
OSINT 1o whomever might need it.
It should be easy to ¢reate an
OSINT portal for Intelink, where
open-source information can be
posted by issue~—either regional or
topical per the usual IC taxonomy.
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Second, to aid in fixing the ICs
OSINT problem I would liberate
commercial imagery, Each agency
should have its own budget to buy
the imagery it needs, after check-
ing with NIMA to make sure that a
panticular image has not already
been purchased. Third, the IC's
goal shoulid be to collect OSINT
Jirst, not last, validating it when-
ever possible with classified
sources, OSINT would become an
enabler, not a niche filler.

Will all of this take money? Of
course it will——and I am well aware
of the constraints posed by the IC
budget. Ironically, OSINT is a
potential money saver.

» A well-integrated, content-focused
OSINT program would be the
most efficient collection manage-
ment system we have had,
because the IC would know what
is available openly and could
concentrate its classified collec-
tion in those areas where only it
will suffice.
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* All-source analysts would have
more time o analyze, avoiding
the frustration and valuable time
it takes to do their own OSINT
collection, processing, and
exploitation.

* The IC would have better intelli-
gence on many of the lower
priority issues, where little of
what we need to know requires
clandestine collection and where
we currently devote few collec-
tion resources at any rate. These
are often the issues that become
the “surge” problems, when a
Burundi or 2 Somalia explodes
and we scramble for even the
most basic information.

Utopia? Not really, It would simply
be a smarter use of open-scurce
information than we have at
present. It is less an issue of
money, know-how, or technology,
than it is one of will. OSINT corntin-
ues to grow and prosper. The IC
has yet to take full advantage of it.
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