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Pl an and Report of the Central Intelligence Agency
Submitted to the Attorney Ceneral of the United States
and the
Director of the Ofice of Managenent and Budget
I n Conpliance Wth Executive Order 13392
| mprovi ng Agency Di sclosure of Information

Backgr ound

This report is the response of the Central Intelligence
Agency (CIA) to Section 2(b) of Executive Order 13392 which
requires the Chief Freedom of Information Act Oficer of each
federal agency subject to the FO A to devel op “an agency-
specific plan to ensure that the agency’ s adm nistration of the
FOA is in accordance with applicable |aw and the policies set
forth in section 1 of this Oder.”

As specified by the Executive Order, this plan addresses
three topics:

?? Steps to reduce the backl og, including increasing process
ef fici ency and maki ng nore docunments avail abl e on websites.

?? Activities designed to increase public awareness of FO A
pr ocessi ng.

?? M1l estones and tinetables by which to neasure progress in
i npl enenting the plan.

This plan and report conformto the format instructions
i ssued by the Departnent of Justice in its April 2006 on-line
edition of FO A Post, “Executive Order 13,392 | nplenentation
Gui dance.”

A. Characterize overall nature of agency’ s FO A operations
(degree of detail optional), with optional reference to areas
prelimnarily considered for agency review. (Agencies nay al so
descri be any particular FO A chall enges that they face.)

Cl A has established a strong record in the adm nistration
of its FOA responsibilities, and nmany of the requirenents put
forward in Executive Order 13392 are already reflected in
current Cl A procedures. The Cl A has reduced its FO A backl og
for eight consecutive years, |eading the governnment in that
respect. The ClI A acconplished this reduction despite the fact it
recei ves sone 3,000 new cases each year
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Over the past decade, the CI A has nade extensive use of
i nformation technology in the conduct of its FOA program A
new systemw th even greater capabilities known as the CA
Aut omat ed Decl assification Review Environnent (CADRE) is
schedul ed to be deployed in the fall of 2006. CADRE wil |
streanm i ne the FO A wor kf | ow.

ClA inforns the public about FO A policies and procedures
t hrough the Federal Register, the Code of Federal Regul ations,
and its website, found at http://ww.foia.cia.gov. This
information tells requesters howto file a request; and how the
Agency deci des fee categories, decisions on requests for
expedited treatnent, and appeal rights.

The website also directs requesters to el ectronic copies of
t he nost popul ar docunents and collections as well as recently
decl assified materials. In response to a suggestion from an
academ c nenber of the Director, Central Intelligence Agency’s
(DCI A) Historical Review Panel, the ClA recently inproved its
docunent indexing on the site, enabling requesters to see lists
of all the key words under which docunents are indexed. CIA
mai ntains a FOA “hotline” so that requesters can call and speak
with a case manager to check the status of their case or find
out additional information.

Cl A faces two particularly inportant challenges in
processing FO A cases. First, our review of docunents takes
| onger than would be the case with non-intelligence information
because the Agency nust carefully scrutinize each responsive
docunent to ensure that it does not reveal intelligence sources
and nmet hods. Second, because we rely on experts from our
vari ous conmponents to determ ne what can be rel eased, and
because many of our docunments contain information from other
agencies, a careful internal and external coordination process
IS required.

B. List all areas selected for review

1. The current state of CIA's automated el ectronic
FO A tracki ng and docunentati on system

Overall website inprovenent.

Proactive disclosure of information.

Reduci ng t he backl og.

Forms of conmunication with requesters.
Tracki ng the progress of cases.
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C. Include narrative statenment sunmarizing results of review.

1. The current state of CIA's automated el ectronic FO A
tracki ng and docunentation system

CIA's current automated el ectronic system called the
Managenment of Officially Released Information (MORI) system is
nearing the end of its useful life. The new CADRE systemis
expected to becone operational in the fourth quarter of 2006.

It wll provide a nore efficient workflow, have nore stability;
and enabl e faster, nore accurate searches for previously

rel eased docunments; thus, helping us to inprove our processing
of FO A cases.

2. Overall website inprovenent.

The CI A website conplies with the | atest Departnent of
Justice and Ofice of Managenent and Budget guidelines, but we
are seeking to nmake it easier for the public to use. W will add
an easier way to search for CIA FO A regul ations as well as
direct links to the FO A websites of other intelligence
agenci es.

3. Proactive disclosure of information.

The public website contains many of the collections and
docunents the public nost often requests, including the Bay of
Pigs covert action, reports on Unidentified Flying Objects,
informati on on Ethel and Julius Rosenberg, and the U-2 flight of
Francis Gary Powers. W intend to add additional documents and
collections on a nore frequent basis.

4. Reduci ng t he backl og.

Cl A has reduced its FO A backlog for eight consecutive
fiscal years. Nonethel ess, we currently have over 100 cases five
years old or older. These cases often are | arge, conpl ex,
contain nmultiple equities, and can involve the review of
t housands of docunents conprising tens of thousands of pages.
ClAis making the closure of these ol der cases a priority.

5. Forms of conmunication with requesters.
ClAis reviewing the often-technical |anguage used in its

correspondence with requesters to nake it clearer and easier to
under st and.
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6. Tracking the progress of cases.

We are seeking to further inprove our capability to nonitor
the progress of outstanding FO A cases. This is being
acconpl i shed t hrough new procedures being followed by our FO A
processing officers, and the inproved technical capabilities
of fered by the CADRE system

D. List all areas chosen as inprovenent areas for agency plan.

1. The current state of CIA's automated el ectronic
FO A tracki ng and docunentati on system

Overall website inprovenent.

Proactive disclosure of information.

Reduci ng t he backl og.

Forms of conmunication with requesters.
Tracki ng the progress of cases.

SOk wN

E. For each inprovenent area provide:

[ —

Name
2. Brief statenent of goal s(s)/objective(s) (i.e.
I nprovenent (s) sought to be nade)
3. List of all distinct steps planned to be taken
4. Time mlestones (in relation to specific tinetables and
out cones)
5. Means of neasurenent of success (e.g., quantitative
assessnent of backl og reduction expressed in nunbers of
pendi ng requests, percentages, or working days).

E 1.1. The current state of CIA's automated el ectronic FO A
tracki ng and docunentation system

1.2 The CIA goal is to have a nore stable and functional
el ectronic system for processing FO A cases.

1.3 Step one is to deliver the FOA software that will replace
the aging MORI systemwi th the new nore stable and functiona
CADRE system The second is to test and validate the software.
Third is to remedy any deficiencies. Fourth is to validate
systemreadiness. Fifth is to approve operations for FO A case
managenent. Sixth is to mgrate each of our FOA teans onto the
new system

1.4 Cl A expects CADRE to achieve initial operating capability
and be deployed in the fourth quarter of 2006.
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1.5 The nmeasure of success will be the extent to which the new
system once depl oyed, provides a nore efficient workflow, is
nore stable, and enables faster, nore accurate searches for
previously rel eased docunents.

E 2.1 Overall website inprovenent.

2.2 CAwIl nake it easier for the public to |ocate
information on the FO A website, and will provide links to the
FO A websites of other agencies.

2.3 A special link will be added to provide direct access to
ClA FOA regulations. Links also will be added to the FO A
websites of a nunber of other agencies.

2.4 These steps will be conpleted by 31 Decenber 2006.

2.5 We will seek public feedback about the utility of the
changes to our website and consi der suggestions for additional
adj ust nent s.

E 3.1 Proactive disclosure of information.

3.2 We will add additional docunents and collections to the C A
websi t e.
3.3 Sufficient resources will be dedicated to docunent revi ew

to ensure the Cl A website can be updated quarterly.

3.4 We will add docunents to the website by 30 Septenber and
again on 30 Decenber 2006

3.5 Success will be determ ned by the addition of docunments or
collections to the website every quarter.

E 4.1 Reducing the backl og.

4.2 The CIA goal is to reduce the overall backlog of cases, and
within that goal, to address the ol dest cases.

4.3 A special task force has been established to work
exclusively on old cases, and individual FO A case nmanagers and
conponent revi ewers have been nade responsible for closely
nmonitoring the status of each old case assigned to them In
addition, since about a third of these older cases are awaiting
responses fromother agencies, CIA has witten to the chief FOA
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of ficers of those agencies seeking their earliest attention to
t hese cases.

4.4 ClAw Il reduce the overall backlog of FO A cases 10 per
cent by 1 Cctober 2006 and will reduce the backlog of old cases
25 per cent by 1 Cctober 2006.

4.5 Success will be neasured by attaining the m | estones
delineated in 4.4.

E 5.1 Forns of communication with requesters.

5.2 CIAwll revise its correspondence with requesters to make
its responses easier to understand.

5.3 CAwIIl revise its correspondence tenplates to renove
unnecessary jargon and technical |anguage. W also wll
enphasi ze direct contact between the FO A case officer and the
requester in cases where we need clarification of the request in
order to be nore responsive.

5.4 CIAw Il imediately increase direct contact with
requesters, and revise correspondence tenplates. All tenpl ates
will be revised by 31 Decenber 2006.

5.5 We will nonitor requester feedback on the clarity of our
response |etters.

E 6.1 Tracking the progress of cases.

6.2 CIAwIIl institute nore intensive nonitoring of the status
of each FO A case by inplenenting new procedures and
t echnol ogi es.

6.3 Case managers will be required to send “tickler” notices at
regular intervals either to internal Cl A conponents or other
government agencies for all outstanding cases. Case managers
will utilize CADRE to better nonitor the status of their

assi gned cases, provide managenent with periodic status reports,
and make suggestions to overcone processing obstacl es.

6.4 The new procedures will be in place by 30 August and the
CADRE systemis expected to be in operation by the end of the
fourth quarter of 2006.

6.5 Success will be neasured by a reduction in the nedi an
response tinme for FO A cases.
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F. For the entire plan, group the inprovenent areas into the
following tine periods:

1

2.

3.

Areas anticipated to be conpl eted by Decenber 31, 2006
ClA anticipates conpleting the foll ow ng by
31 Decenber 2006:

?? Replacing MORI with CADRE, an updated automated
el ectroni c database to track and docunent all FO A
cases.

Overall website inprovenent.

Proactive disclosure of infornation.

Tracki ng the progress of cases.

Reduci ng the backl og by 10 percent, and the backl og of
ol d cases by 25 percent.

Revi sing the correspondence | anguage to make it nore
cl ear and under st andabl e.

3333

3

Areas anticipated to be conpl eted by Decenber 31, 2007
Cl A anticipates conpleting the follow ng by 31 Decenber
2007:

?? Reduci ng the backlog by 10 percent, and the backl og of
ol d cases by 25 per cent.

Areas anticipated to be conpleted after Decenber 31, 2007.
Cl A anticipates conpleting the follow ng after
31 Decenber 2007:

?? Continuing to reduce the backlog by 10 percent, and
t he backl og of old cases by 25 per cent annually.

7

UNCLASSI FI ED



