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Mr- Jahn P- Fitzpatrick, Directsr 
“*tiQD Security Oversight Qffice 

i’~ s and Reccrds Administration 
- GOO 1 

Infnrma 
Natianal Archive 
Washingtcn, D.C. 2G408_ 

Dear Mr. 

(U//FDUO) Enclesed is the Central Intelligence 
Agency's (QIA) East Estimate Repcrt for Security 
Classification Activities far Fiscal Year 2011. We 
appreciate the extensimn Qf our deadline from the Qriginal 
date Of 29 February. The increased expenditure for 
security classifi€fiti@n aétivities reflects a strmng 
commitment by the CIA to meet the significant challenges of 
securing classified informatien. The GIA cantinues tQ 
pravidfi exaellent pretection sf classified infermatien and 
activitiesi We have snught and applied additional funding 
whenever pmssible tn continue to enhance our handling of 
classified infnrmatinn. 
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AGENCY S1ECUR;lTY CLASSliiFlCATliOoiN ESTIMATES 
D81pa“I"tfl1~ei“Ht/A;gQfl‘;C;iy§’Qéfitrai]i‘T1I8|Iig1el’1Ce Agency 

I 
Fiscal Ye_a1r;I2O11

I 

CD00 

Point Of tConstaot: 
I ‘

) (Name and phone number) 
(b)( ) 

Reporting Categories Please use iactuail dollar figsures. 

1. Personnel Security (b)( 
(include clearance program, initial investigations, national agency checks when used as basisifor (b 
granting a clearance, adjudication, reinvestigation, polygraph associated with classification-related activities) 

(b) ( 

2. Physical Security
I 

(inelude physical seourity equipment, protective forces, intrusion detection and assessment, 
barrier/sontrols, tamper-safe ~monitoring, access controi/badging, visitor control associated with 
classification-related activities) 

98;‘ 

3. Classification Management 
I

I 

(include resources usedtol identify, control, transfer, transmit, retrieve, inventory, archive, 
declassify,, or destroy classified information)

' 

4. Declassifiication 
(include resources used to identify: and process information subject to the automatic; Systematic, 
discretionary, or mandatoiry review programs authorized by Executive Order or Statute) 

5. Protection ;ajnd iviaintenance for Classified Information Systems 
(include resources used‘“topro‘tect and maintain classified information systems from unauthorized 
access or modification ofinfcrmastion, andsgainstthe deniaiof service to authorized users, 
including measures necessary to detect, document, and counter such threats) 

6. Q perjations Security and Technical Siurvei1lia1nicie Countermeasures 
(include personnel and operating expenses associated with OPSEC and T SGM) 

7. Prosfessiional Eiclucation, Traifning, and Awareness 
(include resources used to establish, maintain, direct; support, and assess an information security 
training and awareness program; ~certification and approval of the traininjg program; deveioprnent, 
managemenit, and maintenance of training reoords; training of personnel to perform tasks; and 
qualification and/or sertifioation of personnel associated with classification-related“ activities) 

8. Security Manag ernent, Oversilg ht, and Planning 
(include resources alssoctated with research, test, and evaluation; surveys, reviews, acwerlitation, 
and sassxessments; special access programs; and investigative matters; industriali security; 
and foreign ownership, control, or influence (FYQCU) 

9. Unique Items 
(include departmenvagencrspeoifio activities not reported in any of the categories listed above, 
but are nonetheless significant and need to be included) 

TOTAL 0 

(sum of items 1-9) 

estimates. Explain items entered into, block 9, Unique Items. 4 

Narrative: Provide a brief explanation of any significant diffeirenoe betvveen last years and this years cost 
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Instructions for Completing Form 

l. Generai: The data reported will be Government cost estimates only. The iestima;tes of resource costs should be 
reported, in the aggregate, for the following categories: (1) Pi9i'$t0nfi‘€i Security; (2) Physical Securinty; (3) Cilassifi.cation 
Management; (4) Declasslification; (5) ‘Protection and Maintenance for iClassifi.ed informatiion Systems; (6.) eOp:erations 
Security and Technical Surveill.ance Clou.ntermeaseurJes; (7) Professional eEducation, Training, and Awareness; (:8) 
Security Management, Oversight, and Planning; and (9) Uniq ue Items. In reporting cost estimates rassociated with the 
security and manaegement of classified informatio1n, please exclude all costs related to broad areas o;fIassets protection 
(i.e., protection of property and persolnnel not specifically: related to classified information). ;Co;unterintelligenc1e* 
resources. should also. not be includeied in this data collection. if 51 % or more of B resource is devoted to a 6.lassification- 
related activity, it should be included in this estimate. For those resources used for classification-restated activities on a 
part-time basis, the total time devolted to theseaictirvities over a year must be at least 51% in order to be included in this 
estimate. Even though we no longer ask for the numiber of FTEs, the cost: of personnel associated with the security of 
classified information should be included in the ove:ral.| cost estimate for each category. 

ll. Definitions of data to be repoirted: The primary categories are defined below along with related functional areas to 
be considered for inclusionn. Report only those cosit estim.ates associated with classification-related activities 
(programs that affect the security of classified information). 

1.. Personnel Security: A series of interlocking and mutually supporting program elements that initiallry establish a 
Government or contractor employees eligibility, and ens~u‘re suitability for the continued access to classified 
information. 

Clearance Program: Personnel and eaotievitiies to determine eligibility and suitability for iinritial or continuing 
access to cllassified information or activities. 

Initial lnv?estig.ations: Completing and reviewing Personnel Security Questi.onn{aire, initial screening, filing data 
in Central Personnel aitabase, forwarding to appropriate investigative authority, and the i.nvestigation itself. 

National Agency Check: Include only when used for basis for granting a clearance. 

Adjudication: Screening and analysis of pierscnniel security cases for determining eligibility for classified 
access authorizations and appeals process. 

Reinvestiigeatfionsr Periodic recurring investigations of Government and contractor personnel. 

Polygraph: Sulzzstantive examinations in security screenninnig process. 

2. Physical Security: That portion of security concerned with physical measures designed to safeguard and protect 
classified facilities and information, domestiic or foreign. 

Physical Security Equipme‘nt: Any item, device, or system that is used primarily for the protection of iclassified 
information and installations. 

Protect{ive Forces: All personnel and opejrating costs associated with protective forces used to safeguard 
classified information or installatiions, to includje but not limited to salaries, overtime, benefits, materials and 
supprlies, equipment and facilities, vehicles, aircraft, training, communications equiiipmeent, and management. 

Intrusion Detection and Assessment: Alarms, sensors, sprotective lighting, and their control systems; and the 
assessment of the reliability, accuracy, timeliness, and effectiveness of those systems used to sateguanzl 
gclassified information or iT1:S1Sli;E;i'(1lIO-TES. 

BarrierIC§.ont1rols: Walls, fences, ba.rricad;es,. or other fabricated or natural impe:d.lments: to restrict, limit, delay, 
or deny entry into a classified installiation. 

i* Co.unterinteell‘iegence means information gathered and activities coinducted to protect against espionage, other 
intelligence activities, sabotage, or assassinations conducted for or on behalf of foreign powers, organizations or persons 
or international terrorist activities, but not inciluding personnel, physical, document, or communications security programs. 
(48 CFR 970.0404-1) 

NATIONAL ARCHIVES AND RECORDS ADMWISTRATION AUTHORlZED FOR ITQCAL REPRODU.CT.lON STANDARD FORM 71.6 (.07-11) 
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Instructions for completing form, continued 

Vital Components and Tam per-Safe: .Mfonitoring: P*E>rSl'O|'lhéf| and operating activities associated with the 
monitoring of tamper indicating devicens for containers, doors, fences, etc1., which reveal vioiations of 
containment integrity and posting and monitoring of anti-tamper wairnings or signs. i 

Access ControlIBadging: Personnel and hardware such as badg~ing systerns, card readers, turnstiles, metal 
detectors, cipher locks, CCTV, and other access control mechanisms to ensure that only authorized persons are 
allowed to enter or leave a classified facility. . 

Visitor Control: Personnel and activities associated with processing visitors for access to facilities holding 
classified information. 

3. Classification iManage;ment: The system of admini~strative policies and procedures for identifying, controlling, 
and protecting from unauth.orized disclosure, classified information, the protection of which is authorized by 
Executive Urder or Statute. Classification management encompasses those resources used to identify, control, 
transfer, transmit, retrieve, inventory, archive, declassify, or destroy classified information. 

4. Declassification: The authorized change in the status of information from classified information to unclassified 
information. It encompasses those resources used to identify and process information subject to the automatic, 
systematic, or mandatory review programs authorized by Executive Order or Statuite. 

5. Protection and Maintenance for Classified Information Systems: A classified information system is ea set of 
information resources organized for the collection, storage, processing, maintenaince, use, sharing. dissernination, 
d isposition, display, or transmission of classified iriformati.on. Security of these systems involves the protection of 
information systems against unauthotrized access to or ‘modification of informatioin, whether in storage, processing, 
or transit, and against the denial of service to authorized users, including those measures necessary to detect, 
document and counter such threats. This includes TEMPEST (short name referriing to investigation, study, and 
control of compromising emanationsfrom information systems equipment) and Communications Security 
(GOMSEC) (measures and controls taken to deny unauthorized ind ividua*ls information derived from 
telecommunications and to ensure the :auth1enticity of such telecommuniications. Communications security includes 
cryptosecurity, triansrnission security, emissison security, and physical security of COMSEC material). 
6. Operations Security (OPSEC) and Technical SurveillanceCountermeasures (TSCM): 

Op:erations Security (ODPSEC): Systematicsand proven process by which potential adversaries can be denied 
information about capabilities and intentions by identifying, controlling, and protecting generally unclassified 
evidence of the planning and execution of sensitive activities. The process involves five steps: identification of 
critical information, analysis of threats, annalylsis of vulnerabilities, assessment of risks, and application of 
appropriate countermeasures. 

Technical Surveillance Countermeasures (TSCM): Personnel and operating expenses associated with the 
development, training, and ~appli~cation of technical security countermeasures such as non-destructive and 
destructive seairches, .electromagneti.c energy searches. and telephone system searches. 

7. Professional Education, Training, and Awareness: The establishment, maintenance, dire:ction, support, and 
assessment of an information security training and awareness program; the certificatio,n and approval of the training 
program; the development, management, and maintenance of training records; the training of personnel to perform 
tasks associated with their duties; and qualification and/or certification of personnel before assignment of security 
responsibilities reiated to classified information. 

8. Security Management, Oversight, and Planning: Development and implemientation of plans, procedures, and 
actions to accomplish policy requirements, develop budgetand resource requirements, oversee organizational 
activities, and respond to management requests related to classified information. 

Research, Test, and Evaluation: The development, management, and oversight of an acceptance and 
validation testing and evaluation program, corrective action reports and related documentation that addresses 
.safeg.uards and security: elements. The ex‘aminati;on and testing of p.hys:ic.al~$;ecurity systems (construction, 
facilities, and equsipment) toensure their .effectiveness and operabislity and compliancei with applicable. directives. 

NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FGR1 LOCAL REPRODUCTIQN STANDARD FORM 716 (07-11) 
Page 3 of 4 Prescribed by NARA/ISOO‘ 

32 CFR Part 2901.9‘) E.~O. 13526 

Approved for Release: 2021/04/06 C06810064



Approved for Release: 2021/04/06 C06810064 

lsnstructions for comrpsletinsg form, continued 

Surveys, Reviews, Accrediitation,u and Assessments: Personnel and activitiies eassooiatied with surveys, 
reviews, acucreduiitatislons, and aseessrnents to determine the status of the security rogram and to evaluate its 
effectiveness; developments and m~ainagerne>nt of a ifaciilty survey and approval program; faciuliity pare-survey; and 
iinformation technology system aoereditation, 

Special Access Programs (SAP): Programs established for a uspeieiflc class of classified information that 
impose safeguarding and access requiremeints that exceed thosle normally required fOfififOl’l’1T13‘ilOin at thesame 
c1lassifioatlo=n level. Unless specificialily eauthorized by the President, only the Secretaries of State, Defense, 
Energy, and the Director of Nationals lnteluligiencie may createan SAP.i Sensitive Compartrneignted Information 
(SCI) programs are notuinucliuded as ;SAPs for the spurposeof these estimates; rather Sci security costs are 
integrated and estimatedu throughout all categories as appropriates Do not inuclude costs here that shave been 
reported under the other primary categories“. 

Security and lnvestigiatives Matters: The iijnvestlgaition of security inoidentsl, infractions, and violations. 

Industrial Security (No_n-Gontraector 1Giostse)e: Those measures and rersouroes directly identifiable as 
Government arotivltiues performed for the protection of classified information to which contractors, subcontractors, 
vendors, or suppliers have access or possessions. iExiampl;es of such uactivitieis are iindustriael security reviews, 
surveys, and the granting of tacility cleararrcieys, and National lnedeustrial security Prram meanageimenet and 
aid rhinistration. 

Foreign Ownership, fieontirorl, or lnflueriice (FOCI); The ideve~loprne@nt and miainagelmentuof a fO‘f€:iIgh ownership, 
controll, or influence program; evaluation of FOCIT submissions; the administration and monitoring of FOG! 
inforrnjatlon and development of FOCI notifications. ’ 

9. Un~ique Items: iThose departmentlageney~speoificu aetivities~ that are not reported in any of the primary categories 
but are nonetheless suignifiscant. and need to be ~int;l;u~dfed, shoulid be noted in this rcategory. Any unique item must 
include a narrative on why it should be included and how the figures were developed. 

Ill. How to complete the security COISf$\ estimates form. The form (page 1) should include estimates of resource costs 
in the aggregate for eachot the nine categories. The cost estimates reiported should not include costs associated with 
the broader area of assets protectiion. 

1. Name of1DepartmentlAgesncyi: Seluf-explainsatoery. 

Reporting Categories: List cost eistiimates in dollar amoiunts. The cost of pyersonnel associated with the security 
of classified uinformation should be iinclud ed in the overall oust estimated for iGaI§h~Ca1€g'0fy_. lfithere are no cost 
estimates to be reported“ for a pa1rticul~ar category, indicate with a "0" in the approgpriate block. 

Totals: The totals for blocks 1-9 will autemeati(:la1lly be placed in the apéropiriate block. 

4. Naerrative: In the narr§ative~ portion of the form, or in a separate arttachment, provide a brief explanation of how cost 
estimates were determined. if there. is a significant diffesrenoe between the totals figures for eaich fiscal year, expulain 
the differences. Any figure reported within the Unique items category ishouid be clearly explained in the narrative 
portion. ‘ 
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