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[USAF REVIEWED 120612011 NO OBJECTION TO RELEASE AS SANITIZED/ [\ moR MA TION

REFERTODOS  |REFER TQ USAH -

. 7
rROM:  Helmut Somndilrat %/

- S o Ly 7
SUBJECT: ‘ Espionage Matters ~ USSR / Z‘/.ﬁ// ,/'1,/),"’21/ é{/ 21/"
FBI REVIEWED D9-Nov-2010: SANITIZED FOR RELEASE -IN PART 5 l\Z"l’\'- ""W"Lé./’—}%

State hae gent you the memorandum at Tab A informing you of two oy
espionage matters involving the USSR in the United States -- one ?"?'@"4'/‘\.—'7,
involving a Soviet claim that the United States has placed bugging o ,/
devices in the USSR's Consulate General in San Francisco, and the
second involving a Soviet oral protest of U, §. treatment of Soviet

Embasgsy First Secretary Chernyshev, |

Vorontsov protested both matters to Walt Stoessel on July 24. Stoessel
said he would look into the question of the alleged bugging, With regard
to Chernyshev, Stoessel flatly told Vorontsov that the Soviet diplomat
‘had been engaged in improper activities, and asked Vorontsov if _
‘Chernyshev were, in fact, still in the United States. State informs

you that if by the week of July 30 there is no evidence that Chernyshev
is preparing to depart, State plans formally to review the desirability
of declaring him persona non grata. ' |

COMMENT: The purpose of this memorandum is to call these two US-
Soviet espionage matters to your attention; it is quite possaible that Dobrynin

- will raise them with you, I do not believe it would be advisable for you to
suggest that you are willing to intervene in either issue.

The question of possible bugging clearly should be left in regular State/

security channels, And, judging by the FBI report accompanying State's
- memorandum, First Secretary Chernyshev would appear to have been

directly involved in a rather well developed Soviet effort to buy several =
~classified documents from a U.S. Air Force Technical Sergeant,
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- nEmn‘rMENT OF STATE

Washington, D.C. 20520

- July 26, 1973

m W/NOFORN/NODIS

nmumaamnum FOR MR. HENRY A. KISSINGER
| THE WHITE HOUSE

Bubject: Espionage Matters - USSR

- Soviet Embassy Minister~Counselor Vorontsov
called on Assistant Secretary Stoessel on July 24
under instructions to protest orally the placement
of 1istening devices in the new Soviet Consulate
General in San Francisco and also the treatment
of Soviet Embassy First.Secretary V. A. Chernyshev
by the FBI on July 21. A Memorandum of Conversa-
tion is attached. , -

Chernyshev was taken into custody by the FBI
-in New York City for about two hours on July 21.
Reportedly he was to have received classified,
highly sensitive information from Technical
.Sergeant James David Wood, on active duty as a
Special Agent, Office of Spec1a1 Investigations,
- U.S. Air Force. Wood is now 1n custody.

I am informed that the FBI has given details
of the Chernyshev case to the NSC. A copy of the
report furnished us is attached. The FBI has
cautioned that the source for the information
leading to the arrests is highly sensitive and
that knowledge that there was advance information
leading to the arrests should be closely held.

In regard to the listening devices, Stoessel
promised Vorontsov to look into the matter. On
Chernyshev, Stoessel said the First Secretary had
been involved in activity highly inappropriate for
a diplomat. Stoessel gaid he would inquire fur-
ther about the handling of the matter by the FBI,
but his information was that Chernyshev had been
treated correctly.
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In the dlscussion Stoessel. pointedly. asked

" Vorontsov whether Chernyshev was still in the
country. In replying that Chernyshev was in .
Washington, Vorontsov did not indicate whether he
caught the hint that Chernyshev should be quietly
transferred. If by the week of July 30 there is
‘no evidence that Chernyshev is preparing to depart,
we intend call in Vorontsov and state explicitly
that Chernyshev's early departure from the U.S.

' would be desirable. If Chernyshev should not

then be removed from the U.S., the Department will

pramptly review the desirability of formal action
Gauiure-hxm persona non grata.

ey

Theodore L/J/Eliot, .
Executive Secretary

Attachments:

1. Memcon dtd 7/24/73 ‘
2. PFPBI Report dtd 7/23/73
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UNITED STATES DLP&RTMENT OF JUSTICE

o

i FEDERAL nunmu OF INVESTIGATION | -

‘ wAsnmo'ron.nc 20538

July 23, 1973

" JAMES DAVID WOOD
 ESPIONAGE - RUSSIA

25x1

On July 20, 1973, Unitod States Department of
State adviged the Federal Bureau of Iavestigation that
Chernyshev had requested authorizatiion to travel to
‘New York City on the weekend oif July 21-22, 1973.

| At 8&: 25 p.m. on July 21, 197!
&d by Spscial Ageats of thc I 25x1
25x1 At 5:55 p.n., he entercd

_ TOP SECRET/NO FOREIGN DISSEMIRATION

Clapnified by PDircctor, FRI
Excapt f£rou CDo, Caicgory nimbar 2
Date of Declossificatien Indeiinite
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‘Jahes David Wood

- an outside telephone booth on the corner of Eillzide
Avenue and Francis Lewis Boulevard. At 6 p.m., an
unknown white male entered an adjoining telepbone booth.
Chernyshev and the unkncwn male then laft the telephone
bootha, separsted and walked in the imnediate area,

At 6:07 p.a., they were cbserved meeting at the corner.
©f 89th Avenmme and Francis Lewis Boulevard. At this tima,
both individuals wore taken into custcdy by the FBI.

: Chernyshev was brought immediately to the
New York Office of the FBI, arriving there at 6:30 D.a,
He was searched, photographed, fingerprintcd and cxamined
by a physician. FEe was then pormitted to teleghone the
Soviat Enbassy, Washington, D. C., and the Soviet Yimsion
‘to the United Nations, New York City. Pollovwing thcme
telephone calls. Sergev Ivanovich Golubnichiv., First
Secretary, Soviet lMissicn to the United Wations, and |
Yuriy Vasilyevich Hovikov, employee at the Soviet Embussy,
came to the New York Office of the FBI, vhere they identified
. Chernyshev c¢8 a First Secretary of the Soviet Enbassy,
Washington, D. C. Following this identification, Chernyshev
wvas relessed and all items in his possession vere returnod
- to him with the excoption of a drawn nap of the neet ares
and a road map. Cierayshev left the Hew York: Office of
the FBI in the company of the above Soviets at 7:55 p.m.

| A search of the unknown male observed in the
clandestine meet with Chernyshev revealed that he was

James David Wood. Information obtainad from Wood's wallet
identified him as a Tecknical Sergeant on sctive duty

with the United Statesz Alr Force (USAT), assigned as a
8Bpocial Agent with the Qifice of Special Investigations (CSI).
Wood, who was born June 28, 1938, is wparried and the father
"of two children. He was en route with his family to

Turkey on. USAF orders.
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In Wood's possession was a drawn map of the
meot area and 2 pumbsr of lndex cards wvhich, upon -
prelinipary exnminztion, have Leen deternired to reveal
the identities of a number of individuaia being operated

| 5%l again&t-ﬁoviat'1ntelliganae‘sarvicss (SIS) abroad, R

&8 well as $he ddentities of individuals baing operated
against SIS by the FBI in this country in coordination

== Autozmobile keys were nlso located in Vood s

posacossion. Wood was not cooperative and ofifered no _
information tas to ths loccation of his autozoblile. Wood's

" wife vas subsequently located by the FBI in a notoi

near Jobhn F. Eennedy Alrpvort. She gdvigsed that Vood had

left tho motel at approximntely 4:30 p.m. in their

autcmobile. An expanded search of the meet area was
conducted by the FBI and Vood's automobilo was located

an Hillaidm Avanue heiwesn 182nd and 183rd Streets. Queens.
Rew York. A search varraunt was obtained by the FBI and

‘a gearch of his automobile revealed a gsubataptial nu:ler

of clonsified reports corcealed in a package 1n the trunk
of his nutonobile. Prelininary exzmination of theze roports
indicates that they are copies of classiiied FBI nonorandis
and classifiod United States military reports. :

- Also located in Wocd's -possesasion was a letter
from thoe Soviets ancknowledging receipt of an earlier lettsr

4n vwhich the Soviets mdvizcd that a meeting in San Francisco

was not possible, but proposed a moetinz at 6 p.ni. on

July 21, 1973, in either Hew York City, lexico City or
Montreal, Capada., A signal was to bo ploced on 2 bench in
Aquatic Park, Szn Francisco, California, on April 8, 1973,

and for the poriod April 8-12, 1973, a2 notico was to be placed
in the persoral coiuan ci the "San Francisco Chroniclo”
indicatinz which city Vood had selected for the neeting.

This lottor aleo states, "Enclosed you will find the
instructions (Ho.i - Hew York, No.2 - Lexico-City and

No.3 - Hontreal) as well 25 $ 1000,00 - a reward in advance.
It is understocd this ancunt would be greatly increased
provided you supply us with valuable inforpation."

TOP SECRET/NO FOREIGN DISSEMINATION
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: Weol was relessed into the custcdy of 0S1 by
‘the FBI at 2:30 a.n. on July 22, 1973. In ccordination
with OSI and appropricte oificials of the Dopartnent of
Justice, a determination will be made as to the bast -
manner to proceed apgainst Wood, bearihg in mind national .-
secusrity comgiderations. R ST

wood holds & "Top Secret Crypto" clearance and
has had access to a considerabloe smount of highly :
classificd information. He vag- assigned to the

National Security Ageacy from Rovember, 1260, until
Novenbor, 1862, vhich assiguuent wag related to the USER.
The approhonsion of VWood during his meeting with Chernyshov
apd the subseguent recovory of a subztantial amzount of
clasoifisd matorial provented Soviet acquicition of data

B R o v 0" A e B < o4 b & e
G2 COnTiGUlinE SGUGLTAVALY O vuG motisina CoINrLwT .

In view of the oxtremely sensitive nature of our
source, it is requestod that the information in thiz
cozmunication be held most closely.. |
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July 24, 1973

Sowket Protests on Espionage Matters

nr. !uly.n. Vbrontaav. uiniste:~Counselor, Enbaaay
of the USSR o

- Mx. mm J. Stoessel, Assistant Secmta.ry for

aatﬁaira.in@paxtmenx of State

Nr. . Dyess, Department of State, EUR/SOV
DISTRIBUTION: EUR/SOV mr/mDE

EUR ‘ ‘ Enmbassy Moscow

| mov said he had two not very pleasant
cases he had been instructed to raise orally.

They were awkward and embarrasing, having occurred
ntuﬁmvhanwvemenbukingonamraad

in our relations.

The first case, Vorontsov said, was occasioned
by the discovery of listening devices in the new
Soviet Consulate General in San FPrancisco in the -
course of refurbishing the building. The devices
were modern and transistorized and could be remotely
controlled by radio. There was one at the Imbassy
vhich would be shown to us there if we wished. This
attempt at bugging, according to Vorontsov, occurred
after the viasit of the General Secretary, a further
cause for embarrassment. The Soviets had no choice
but to lodge an official protest.

Yorontsoy said that the second case concerned
vhat had happened to Soviet Pirst Secretary Viktor
Chexrnyshev on July 21 while he was visiting New
York City as a tourist with his wife and daughter.

. | jiply walking along the street, Chernyshev had

) ? _ . ,
EUR/SOV:WJiDvess:sal

\

TOP SBCRB&‘AIOE;‘ORH/NODIS -

XGDS — 2 | o
No Objection To Declassification in Part 2012/02/13 : LOC-HAK-482-5-10-0



No ObjecEiIQn To Declassification in Paré2012/02/13 : LOC—HAK-Z@SZ-S-?O-O

 20P_SCLCRET/HOFORN/NODIS | 2.

. been fallen upon by the FRI, roughed up, handcuffed,
thresm into a car and taken to an FRI office where
ha was interroqated for two hours without any ex-
planation. ¥hat was wost unpleasant for Chernyshev,
according to Vorontsov, was that the FEBI had sug-
gosted that he work for then. Chexnyshev had said,
‘of course, that he wanted to hear nothing about any
‘wach thing. . S

Continuing, Vorontsov said that what happencd
to Charnyshev was common nany years ago, but was
- most umsual end ouvt of place at the present tire.
therefore, the Soviets had no choice but to lodge a
protest over the action by the ¥BI against Chernyshev
and also over the attempt by the FBI to recruit him.

At this point Vorcntsov interjected that the
attempted bugging of the Consulate Ganoral and the
incident with Chernyshev had been reported to
Mpscow and that Moscow was appalled. The Soviet
Imbassy had been instructed by Moscow to protest
orally and to request that the US take measures to
stop this sort of activity.

. ' Worontsov then stated that in the interests
of our new, improved relations the USSR had
decided not to make public the attempted bugging
in San Francisco. No one wanted fuss and noise
which would be useful only to journalists. The
Soviots rather wanted to talk with us in a quiat,
friendly manner to obtain assurances that thi
gort of thing would not be repeated. |

Stoessel said he agreed that the two matters
Vorontsov raised were unpleasant. He knew nothing
about the alleged bugging, but would look into it.
In regaxd to Chexrnyshav, Stoesgsel said it was his
understanding that the FPirst Secretary was appre-
hended becausa of his involvenent in a very serious
matter involving activities highly inappropriate for
a diplomat. Horeover, the information he had re-
ceived, Stoessel continued, indicated that the
treatment of Charnyshev had been correct. Ie was

POP SECRET/NOPORN/IIODIS
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| aaﬂnunﬁ o maha talaphona calls to tha Embasay and

ta the Sowiet UN Hission and was releagsed when his
identity was established. Stoessel said he could

 aqz'n thet inappropriate activity of the - sort

yhev was involved in should not continue,

 Stoesssl then asked whother Chermyshev was still
\1n ﬁhh conntwy |

vacnntaov replied that Charnyshav was atill
here and that he had reported to the Ambassador

~and him oh Sunday in great detail as to what had
happewed. Cherpyshev was a truthful wman and the

Sovists had no reason pot to beslieve him, Fe was
wvalking down the street in Wew York and just after.
he asked for directions from a man on the streot
three cars converged on the spot. Chernyshov vas
stood against a car and searched. HNo attention
was paid to his statements that he was a diplonat,
and when he reached for his documentation, he was

beaten. e was thrown into a car and sat upon,

taken to FBXI Headquarters and grilled with pro-
vocative questions for two hours for no reason

and with no explanation. vhroughout the interro-
gation Chernyshev's protests that he was a diplomat
and had documents to confirm his etatus went un- :
heeded. Vorontsov said the Soviets had every reason
to believa tha version of the incidant as related

by Chernyshev.

Stoessel reiterated that his praliminary .
information was that Chernyshev had been treated
correctly, which was as we would have wish=d. It

‘'was Chernyshev's improper activities which had

occasioned the matter.

Rﬂtnrning to the alleged buoging, Vorontsov
repoated his earlier remarks and acain offered to
display a device at the Imbassy. Stoessel reiterated
he would look into the matter and, in passing, asked
how many devices had been reported to Vorontsov as
having been found. Vorontsov replied, “several.”

ghifting again to Chernyshev, Vorontsov pro-
tested that Charnyshav did not know what was

TOP S‘ECRBTﬁIOI’ORHﬁ!ODIS
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to have happened to have caused the
tﬁmﬂtﬂbh incident, and the émhassy itself aid

 pot know, The Ambassador and Vorontsov had evary |

reason to believe what Chernyshev had told then.

Vorontsov d4id not want to argue dotsils with us
but they had no reason to believe Chexnyshev had

been - g but truthful. The Soviets just hoped

his sort of thing would not be repeated.
Stoeasel said that he would look further into

the handling of the matter, but that the cbvious

say bo stop this sort of thing from happening was

SLox dplomate to stick to their jebs. Vorontsov

said that he agreed with that and the FBI should
stick to its job of apprehending crimlnals,

‘smml gaid that was indeed t.he FBI's job.

- TOP SECRET/SOPORN/NRODIS

No Objection To Declassification in Part 2012/02/13 - LOC-HA-KH-4S2—5-1O—O\‘



