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mam; Room and an addifignalset o_'_f52pd¢cuments-“on; lI1'jMay 20145.’ mam;-}vi¢w¢a by»tl_1e 
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The Hqnoiable Eric Hblder I TV W Attorvér General H . 
‘ x113; -Department¥o£%Justi¢fi;2 _ 

;g@§%%@g: WashinSton1*B.C.~205§O.q5-.V @*5§fa33§ 

ATIENTEON: “Mr,‘George"mescas__’e -“2 
’ 

V % 
’ 

‘i' 
V 

WneputyfAssistant¢Attorney,Geherel>_ ”
y 

- ‘National Secuiity Division .» ~. 

zRe: 
j

" 

Dear”Mr.,Attbrney~Genéta1:_.- - -,. 
_» 

- A (lif,/?FOUo‘)" I am?,5§5:i£ihi¢g to. _y_¢_;;?‘;5ui§uant- 
get Executive Order i2333;"as amenaea;;and Section; ¥I;B, ,;;;-gvg \ 

VII.A.4,'andiVII1.A’bf*the41§§S'C:ime3qRepet£ingepemqranqemjqfi,“] 
ffindegstandingfbetweeh tQe2DeQartmen§;Qf;Jhstice;§fig;the;3L ,;¢%;¢ > 

Intelligence*C6mmunifiyfpeitéining§tb;phejreppr§ih§eOf§%§g§'2*”?i vw 
ainfetméeien3cdncé£ningqféderal c;ime$*(?the»MQU?);w* n%%% e;@ 

1»

X 

3;’ e< 
2, ,;(U//FDQQ%: The»Céfit£al.Inte1l£§enceYAgeQqy@TCIA{gb§§§Y§§@§%§§7M 
infbgmétion réiating to possible violations 
,Fedefa1 criminal law by one qr more individuaié nqf employed bye 1 
the CIA. Sin¢¢ the comgqte; system Oh yhi¢h'the$e@§g§$ible _%g§§j_ violations oCchrred~cohtains highly classified infiormetlon, I émig

_ repbrtiflg in accordan¢?’fhe~pxocedure:éet fq;thfi§#Sectipp“ eL‘e»> 
VIII.C cf the MOU. V5‘ 

. 

" 
. 

_» 
:;2, 

‘ i;,- vi; 
- 

). 
> ) I 

. “V 
I ‘.v_5‘:?’ >

_ 

V> V‘ ‘(U/YFOUOJ7 The 
basis to conclude cnatqa violation ef~1B"U.S;C,’§vIU30laI§2)(Bh@§' 
a specified~Federal criminal law, has qccutréd, T§;§fle1g@;j@;f§”’ 
¢n£¢:mat%¢n.ae:ivés\fr¢m a=1im¢ted;se¢=riry inv¢#fi§¢ti9fiirb¢r**e; 
was suepéfided-befibre completidn; only a compléted§;pvest$§§tibn"ffi 
would determine Whether or no; a 
evmputer--syfitém -or ne1=*?¢.?1s e<*>sy=¢em">e1n ' 

Cegfiain‘npn~amployees@h¢vgvaethorizedfiéccéss to akpQg§§bh$Q£§§g§;; that system. ‘A¢€firewaII" exists between the»pQr:§§§§¢Q¢whi¢fi?*i; 
those néneemplqyées have authorized§acces§_afid;thegpprtipdgpqifg; 
vhi°“»=§?¥@@9%§9n<nave é°thQ¥i%@¢e8¢¢e$8¢;*$¥?¥?1*5A?.P9fl£&¥~?7;§§¢ tool.ofi thé§S§Stém that allows the nonfemployees cqi¢9P§P¢?- 3{%§§}e, 

»wsuncmaséirzzp//Fouo;;§; ‘_ \ 

' 
- “°-~ _ 

:~..» :53: * ;. 4 \""‘ 2 1 
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. . .. 

»» A searches1tcM:etrieve¢§ccuménts<en'tpe§§jpcrticfi§cf;tfiE§eye£ém,f?%§§1 
1 A > 

.~‘_ 
_ xi *. " ~; 

_; Th3§g§eaI¢h tool hgggagsecurity‘vulneggbility,,nQu_;emed;eqn;, -4‘? 
Fhét ¢Q?%€ be §¥nI°¥§@¢ #¢'@11¢" FQQ¢§5P1°Y¢¢$R§5 htéééfi fheij; ”* 
ifirewalI%3§gWre£rieVe%dd¢uments2cnvthéxpqrtqqfefhea§§5femqtQ§§Z 
which they*iere'notfihufihozizednaccess;igAnjincQpp1efie%éfldi§xyi 
indicates that at.least Qne_hqn-emplbyéé explciiefi that ;§c< _,r. 
vuInerap;;i§y to rettiéve 3 hfimbeI~of;CIA-dccueqts5cn§;fié Qfiyy 
Peztionfivfififiheisystefiito'whi¢p‘hé*0r-sheldidéhbt_h@i§@énfhOrii§§%&, 

I »»,,..1.'~», 
access-'" .~ M - 

1 

__ . 

V V“ M 1 

(U//FOUby; The infcrmation madexavaiiable to me ipqicateg :$2 that in the November 2010 timeframe, the nqnccmployee»g9ndgc;edQmg,, H . 

\_)_ ~ 4‘ 4(4;;?vm;#r seerch the£}eppeé:gd ihtended to reach»into~parq 0 wt er;*>‘ 
c uter syscém to which the nonvemplcgee did not ha7e7_ V-‘%‘

2 °mP 
autho:i2éd,access.\ In such a circumstance, the.§yatem;w€8~Ec 
deéisned *=9»1>rin9 upbn the-"°I3$$118t'ion1 screen;@é»Pa9¢e.f$"11a1=€‘§_; 2 

8dYi§_§:d;tb¢?1;1nOh‘+emp1"6yee -was,,not=:=- a.utheri_.zéd_ =‘to;i a¢¢es;sI2‘2fi3ieii1:i 
docufiéhti"This<page;.however,»had rn¢sse¢urity'yu1neragg11£yj;@ 
that has since been discqvered afid :emediéd,~ Ihe§secq;ity§;§Qf9{ 
vu1ne;ability~was_tha;»$he‘pageY§lso~contained5é‘“URL!§fh§§§;Q§;»¢ 
indicated where the débument was located cn the sy§£§@%éfld*i£@éh%”‘ 
individuale csapifld the URL; and-‘i531$ted'12=i£ "

V 

address bar,f,j.1ihe individualcould ga_in'=avccess.~ _tc
V 

a folder en his 0; hét side of the fireyalli 
made avqilabie to me indicates the non¥émplcyee¥gQ§1§§4§§€§QBL?§“$ 
pasted it dizectly‘intc§the“brow$é:'s address‘bh@@;ghd*§§§és$¢d;g?2 
the dQcument@' ; , 

2 », 
__ _ 

:,»_ e;;_ ,_,, 
~ (U/‘/:»FOUO)i"",'" The infcrmat-i’_cn: made avélilablec us W indicates thet this non§employee repeated this édtivity7nume;dfi$if§? 

timeswin OIdé#Ato.aCCeSs}*copy; and bring ac:oss‘fhe'fireg§11;f?§§” 
CIA documents té whichfhe or she did not have aut§¢r1z¢q,;¢¢¢s$;a¢; 
If the system worked as designed; on each occasgcn, the§p§n¢j »_%» 
empld§ée»wpqld»have received an the-workstation_scgeengfifipgggg;; 
infczming himmor her tbéfi he or she did~fias not quen¢;;;§de§b“; 

“" 
f ld r dn the pcrtion as the system~to‘= P 

. Jdocuménts ihtq a file or .0 Q ’.M , _ 

~ ~A,
1 -_which%he oryshérhad anthorized;;pcess; Qghereefterk Q? ;east¢ v’“;' 

f anq_pr;ntedvthegg§§IA$§f@;;Pkpa¢Qf 
documents ofi multiple occa; ___¢ _-V 2__ ; _.=_ne_ “,e_< ,H“ these other fcpr ncn+emp1oyees‘m§y!also have exploi;g§ ;hef;;;i,£fi 

H2 , 

‘ 

etJncLA$c‘s_;cj£?1r:n/Fouo 
V 

1
( 
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2 ;a>u<»> ~ 

;;3_.1 v%f63E§jMethe§ .do¢uitent‘e
I 

expi§é31¢1ng..;t1;¢*._-seepriny §__rulherabiIit_y:= _>co'1;1ta:'i_11_e<=i>;:,tliej%4;§§l§l;‘qQ§§Qig_4' . 

' 

(U/V/roao): ;;'.2*h.i;s ~~'c1'ass1rg_¢q. -docflmént _.,,+as P1'€P8IIéd,-'h_y;_ t1ié"?}h§l§IA;“ };.'f 
~ Di;-eqtorfg. ‘Review Group ;f_or~-R__e.{1d,1pt1‘oh,: "De'tentioh,;,h’ah;f;Ihterzjdgétion. 

(DRG#.:RD,I); fqrv pas-3912.5 ijnzerhgle discuséiioh 
V 

bepused, forzany other.jou1pcfse, nor mayyit be: V 

" eirpreeg-§f~:pe;mi'ssion e;f.ro_;qr_'DRG4RDI o_._r,>" CIA-'8 o:r1¢¢::¢>: e 

--1'hZiis*=’dbcument conta.in's/ classified¢ information Berived§§;om’T‘v‘?;ie"i*<‘* *2 

J e

2 

.§ouré@.é?']ai1d aiethode; w;1¢): may mcgude; ,_!>Pfr»‘fir1&yv‘{sn9g 
“limit1edeto,tHU1§!INT,‘ 8IGINT;_g~‘=5intellgfgenoe qsgets, * other as"My;;,__.=;»;’ 

Gay/eriihexapthiegencies; 
4 

and/of foreign governments-iéjidvelieiéon 
$e1*ViC?h-fa‘ -dndlmusvt ‘h_andled1according._1fy. This,do;;u1tIeht~5Jal§ot ; 
~oontain$ material protected-by the attorhey-clientiandiattorney 
worképijodudt privilegee. " * hhirthezmore, this document 2¢o.j:;$,t.'£’\tutes'

V 

delibetativfi work p;oguct;Jpubtected by the a¢11bq1s¢1ge;p¢o¢¢$s¢, 
privi1ege;j~and'is not *8 'f.i‘nal;, ~‘conclusive, complete,-5-or 

'

2 

comp;-ehehsive an_aly.s:_ls1of* DRG.-RDI or Rather, ' 

wa;s._-.hc:.7eated,; 
I0 -.‘,-illi-if Che.»need$, of ',DRG-_-RDI, in fsupport of infomihg‘ senior Agency; 
offiéers.:=ébout7-broad polity jissufes. A While everjpeffortgivetsjmede;;;to 

from, 1or.“omits:-.1;:1?o::nat:i'on* from 
cites", y.itjshov1'd not be; lreliedv-oupon by persons hroutséde 

_ 

' 

(_U//FOUO’). At the xequest .o.=fj- the ’Dirpecto1;.of 1 tih_ei;§c1A,.,.;the--<; * 

CIA I1isp_ec"l:or= _Ge;;eral~'_(IG-) openedxa 
CIA enipl;oyees= who discovered the above infornnationk V931:-30 . 

of the_IG »discussed;;1_§q‘i#th .- 

Crith.in‘aJ\.-_ Di\yisioh's Computer _C1i-iniee and IntelJ,ectu_agl“.1jro.per_ty‘ 
_ __ 

Section (.C_CIPS)W,' infotznajtion _con_'¢erng'.ng» possibleh'?iolati'qn‘sv_';pfvfl 
Titlev v1»8'5;U".S.’vCh'. 1 §§ 1030'.Iand~ 25.11, by CIA’ emp1~oyees5,.3 " 

2~o14-:11v71a‘;h:-iwevcc-Is? based. infiizartv’ on chase.digepsgloneg;.i;=j::rne;%;__, 11 

d.fI,d-jnot include in his .crime».,r_e£ertale any__ informatio;-;¢‘gfébéijdiijg“. 
the potehtial‘ criminaJ._ violation ‘by the '.'r1o:‘1,'-"en1plo'}‘?_§@g3,;~35;§<';de'fet§‘1;1g 
to '.the»vAgen;:y to ‘determi/ne= whether the ..1f.nfo':mation“;_a'ii;§i’J;abIe._’met 
the standard to issue a" ~_.1cri'me's report one the" non-‘-e_inpIojreé“'s * 

_ 

» (U/‘/FvO_§'Jf>)'-; As the Acting 'Gen’eral‘ Counsfelp 'th_~'?-11;_=_o_A‘v- 
‘

- 

determinatioiu was my responsibility Under the _1_*10v~-ii .;v$.A§.@‘§;:'-1?¢‘?ed ;“i§1:=P“;’ 

above,1 ‘have ..determinegi_‘ there is "a re‘asMonjable._“ -’bas1i§*_ t,¢>g:‘j<f;’Qn‘c;?l»i-ide 

. 
1 

\ 

XX 

#51? 'hdv¢vm¢~»=h'>$;i§¢¢m<=ye-their ma? ¢~r1¢-:*1,n -iP‘3aVe¥¢§W-T.p'>??I9I5*' 
Foryvahis ,r'eason,.-jand because -vth‘-17.5 c1oc_ument_1*.g§le¢tivel¥&:T~SI§i;11!18‘IfiZQS4
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sum “Vfg|:;‘1‘!;'e<:gQ 533I 

tTh¢tfoll_owing >is_iat1*f<iutlind;§ande»‘doesnotpurport to lrbecompletev. ‘p 

ff} V” 
<

; 

I I 

:‘Jan.’ 9, 2014; I haddcvlelopedreason to believe that ‘SSCI’ 
review,h‘adviobtained§unauthorized’accessto_tclassified;,drafi,ypre-dec1sional;flpnv1leged~ V, 

Ip H 
._ res'ident¢onjthe Agency‘isidei?of1RDI‘Net.n‘Iiwassaware‘of'explicit;adJ 'ssionsj,' 

at 

from stai’fvthat'ttl1ey?‘?lcnew~something”.’aboutthedocuments (htcludingaicommentlmaiie 7 
_- 

- ’ - ' * 

‘(b)(6) hyi3'stafE.=mernber,t~<Qarolme Krass co11firn1at'1on‘heanngAto the teffect’-thathe; 
W _ J _ 

.‘:‘l1ave.seen [the-Agencyt’s] to the SSCI RDI Study), asgwell public‘ 
1 t 

p 
I 

I (by)y(7);(c) 
statements bygmenibers of the SSCI to the efiect thatthey hadjseenthe documents.':¢ ’ 

I 
- 

I 

A 

t

' 

-Moreoverglvwas reminded bzyrny staff that-there hadonce beenia»“hole’=’-/or breachin the 
p 

' 

T ~ 
I " A 

dividing th_eS;SCIs’_ide fromfithe CIA side ofRDI Net (discovered in_2_0l 2).. Aft ;

A 

that time when iconfionted with a document that should nothave 'beenin~theirf ' 

L 
_ 

' 

I

: 

In 

7 SSCI assured ngiethatthey did notfpinappropriatelyp ac_eess~ . 

any other documents on the ‘Agency side." By January 9, rnyistafi" hadconductedta check‘ » 

ofourklogsjthat chronicle documents the Agency appropriately. provided to the SSCI -~
' 

andrfound no SRT‘ documents referenced them. As a result, I good to; in
I 

believe Connnitteetstafifsi 2012 a misrepresentation. 
.3 

_ _ 

ta ultimately; responsible ii» ensuring the security ofRDI‘Net étartm-téa»* y 

V, 

'-‘aid’. system, located '1it‘a_ C-IA:.faci1ity and subject to ct». regulationsjand‘ i 

_ , 
»

" 

applicable US 'Iz_iws»regaxrding1.classified infonnation-r-and for,ma1ntaimng,ti_;e safety of ‘ 

p 

i

. 

sensitijve’CIA'-records upon it. " Asia con_sequence,;I~ asked -IT professionalstyvithin l 

~ ;T 
the Ofliceof Detainee '(ODA)§to determine whether the SRT 4o¢mm=_msw¢r¢~ Y 

priesenton the‘SSC“I.-side ofthesystem. In so doing, I carefully considered what 1 

it 

lcnownto me regarding the Agency’s historical representations to and with f * ' 

the. SSCI concerning _the generalprinciple of refraining from aecessi_ng_the1SSCIf side, of p up 

the system; ‘Thoserepresentations included anexplicit reservation of authority for 
1 g

' 

Ageney;‘_ITi1oflice1s toaccess the:SSCI side to address preciselyithese sorts of situa_tions.,I- 
was awarethat.S_SCI staff briefed on the fact that the Agency wouldtcondiict L 

. 

A

' 

security monitoring ofthe system. I also was awarethat Agency IT oflicers ‘had i

I 

_ 

znepeatedlny utilized this qumsiityvrocesnriim that documents ma beenappropfiatelyt ;
V 

‘placed on the‘ side of the system, a practice that SSCI had knowledge of and fully; 
i

A 
‘ 

‘andfrepeated1y1consentednto.ni;I was mindfiil Director Panetta, others, had-clearly Y 

sta_ted=tothe SSCI that ourrespeetiforttheir substantive privacy did not mean that we were . 

abandoning ‘our to__adr_ninis'trative access or an audit "capability to ensure the 
_ q , 

ofthe system andto protect ,CIA.information, the latter an obligation imposed by ;stattrte;j ;
‘ 

As aiconsequence, I didnict interpret any representation -to .SSCI as requi1_ingthatwe~t_um I 

av 

a blind _7‘eye<t_o possible violations of Agency regulations or federal law; To theiicontrarysr ii. I 

I >2 
.. _ 

' sscmrma to an epmeta Review," bu't'.the'_Agencyhas hismn¢ai1y‘ref¢neatim\ti;§i;," 
_f 

< . 

'as'WCRs’(?‘w'ec_klycase"reports‘*)orSRT(StrategicReview-Team)documents,r 
_ 
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éintended ;to;preclude §the_/Afgency -from 'cond1ictingisubstenfive;1fevieWstoftheikpymittéfige 
i 

Q §{f.5 2 
. 

‘W°fl< PY9511°B i,1'10tJ?f1'om.?coniiu/ttting rnormalnadiiiinistrative 
*1?¢11§"r¢<1thwhis/tlénrficvlflradniirliéirafiveiacfivn would b=*¢1=tr¢¢1¢l¥<n4?rbw§4lin;1ii¢/d‘¢° fgfle‘ 1 3 
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ia/_;simp‘le iidentification_*of~the;presence of;particu1ainCL4 d0C1ll]l8II!._S‘;,i101.fSSCI§iflé§€§i§lS.iI;.;§§;§:i‘é"*' 
ezgplicitlydirected that/>xio=content was to bereed, altered, moved; ‘orexaxp'in_ed:ii1( ~ 

. fashion. jl gave ‘explicit directions that the ofiicem wereto search only ~for;Tt1'3e'tSRT;\‘-Q 3 

A 

docu_ments.' were not to search "for or access ~/any other-vdocumeiltsgolior 3 

of 

. 
_ 

- review the SRT documents, -butfsimply to detennine'whether they:we/re'prese1;fbh"the;*/ ;j__ 

(b)(3) 
' system. The review_ was _pm-¢]\y inthemantter of-an audit, ~withl~i1oY>substarjt:§'ve 

;i 

0 Later thatdfly, :1‘/was ‘informed that our IT officershad de;=rmn1edo;eth¢=Ag¢hc&'s/ , ittff-i1(E)(g)t=
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” " Director, anti.tlieADii'ector,hagi We 
.

0 

0 
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pf times. Vlneported this -finding sta and theDCIA._ t 

-1- idvisedh 
the .imPQ11a.n9e9f"d¢1¢nnini:!s the f\!l!.>f@¢ts matterbsfqlv 
with the or the n¢,d;v",¢¢;¢¢m¢ ta pursue all evniléhle ¢pfipn;,tio;;;;@§§t 
detennine Hefwyle docunteiits we to be on§the_ s_sc1 side oftheéea, i

" 

predi¢Jat¢v.10i1ai1y’broader diseussions. I_noted.for nimtharx am not 
0f8§!liZ8fibH§_.but.fliaf I eouldinskt the ODA team to try and 
tic’1=ieved'aeeeSs.to the dofitmtents. 

l 

‘ 

2 

2 

‘ 2 '2 it 2 

-Saturday Jan. _1.1, vI_ took a call athome fromthe Direc_tor,;.who inforngedmc 
11¢ had.disc_fussedt the possible secmity breach with Ci_()S=§Denis_1§(’1cD01ft0ttgl;;;%EAA A. 

his desire to inform the Hill ofutheibreach 
emphasized that TI was to means necessary to answer the'flq‘uestioiiof 
-the documentsarrived on thefSSCI side of the system so that his communication withthe 
Hill coul_dooeur._ lviewedevthose instructions" authorizing me to .*gathevr_,tl1e 
Agency I2¢1:$fOrme1'hand components who would normally be invo1vedltin.1l§ueh>afl*-9ffg:i§, 
Healso tasked /me to generatea set of drafi talking points for that meeting with 
Committee leddership. .I-cautioned that discussing this matter with the at th1s_stz_1ge,n

A 

its -it could later be viewed as WH inteffflence inzqpotential 
investigation. He thanked me for my efforts,tand ieiternted that he 21;;

, 

S099 as P<>S§ible-i- ,meanine;.days, not weeks. 
s 

4 

n M 
t 

,. . I

V 

On the Jan. 13:, 2014, afier informing.elementsofAgenc.yv ofthe » 

i ‘ eetingechaired by_the EXDIR. Also in attendefneeiwas Q/.¢ICD/OPA. D/QQA,;¢indt9¥h?;§.-. 
atten ne y Dunng the meeting I described the events to date and the 1;; 

Qi_teetor’s"in'st11:ctions. I'indicated,that neither I nor ODA had any capability ¢o__¢<h‘4u¢t~ ' 

the sort of forensic work necessary to answer the DCIA’s. uestion the.
_ 

provenance ofthe,SRT documents. C/CIC explained ho swouldtjge able to to 2

_ No one inattendance voicedtany ohjeetion to 
, 

" 
g_\on_tthe; 

2

' 

unanhnousnexpressions ofisupport 
the Ageney neeaeiw determihewhether the documents be¢i1s ihteiltioizélly if 

wasfsome more explanation for their,presenee on thehSS_¢Cl si_de,_ prj0!'J0f.- 
discussing the with the SSCI. I ndvised that the matter should. beplgced 
control of the Offioe of Security. I also stressed thatthis work should be done'Without:f " I 

any idoenment erformed, .should not be perfonned, and need notbe t 

ino'rde_rto mqaua mfiu¢iwq.- ' 

t 
.

_ 

Later" that evening, the aforementioned group met the Director toediscussestatuszof 
efi:o1tsfto,detennineethe_p;oyenenee of the documents. Before could_.begip ;1_ 

_

J 

suhstantiye the '_Di_rector expressed initetion that>CIC was involved in-tl;le- _

_ elm, stating the “optic” pf noorl >sev¢m1~' 

the Dir_ector.eonnnue<flo tocus on _tl1e"-opt1cs.'f7 intormetftt§e_;;;@(iv_ 
n_"_ecto1f o my view that theeonduet in question could be ;tnd;th_ntth_e H _ \ 

Agencyebased solely on its eurrent understanding, that unauthorized‘;doeuments ‘ 
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on the SSCI side of the system and had been repeatedly access_ed—had an obligation to 
answer the question of whether there had been a security violation or a potential violation 
of law that should be referred tothe Department of Justice. Nevertheless, he ordered a 
“pause” in thegwork being conducted'b)l:lind stated that it was necessary to 
consult with the'WH on next steps. Moreover, he expressed his intention to discuss the 
matter with Committee leadership the next day. 

1 repeatedly counseled the Director, as well D/OCA, that it was 
unwise to ask the WH for direction as to a possible criminal investigation. If the WH 
were to order the inquiry stopped, it could constitute an act in furtherance of obstruction 
of justice. At the least, it could be interpreted that way by Congressional critics and the 
press. Merely consulting with the WH would place the Director in a bad light, making it 
appear that he was politicizing a potential criminal matter. II also repeatedly counseled 
that informing Committee leadership of the potential breach at this stage would result in 
the potential targets of the investigation—SSCI staiT—being informed of the 
investigation, and would permit them to “get their story straight” prior to being 
interviewed by Agency security ofiicers or law enforcement, a practice that would not be 
viewed as appropriate by investigators. I again recommended that the matter be 
placed under the auspices of the Office of Security and that D/OS determine next steps, 
be they to continue the review or to refer the matter to the Department of Justice. (b)(3) 

' 

(b)(6) 

(b)(3) 

(b)(3 

(b)(3) 
(b)(6) e 

(b)(7)(C) 

Followmg these events, I received an e mail on AIN from praising my (b)(7)(C) work, and asking me to come see the Director so he could tell me how much he 
appreciated my efforts. I attempted to decline, noting that it wasn’t necessary, butj 
insisted. 

' 

(b)(3) 
At 5:_3_0 on January 16, I was asked to come to the Director’s ofiice. The Director said 
he understood I was concerned about events relating to this matter. Referencing the 
meeting on the evening of January 13, he said he could come ofi‘ as “brusque” but thatxhe 
hoped he hadn’t offended me. He went on to say this was a difficult matter, but he was 
the Director and had to make a decision about the proper way to proceed. He said he 
appreciated my advice, fully supported all my actions in this matter, and in-ged me to be 
proactive in coming to him with fiiture concerns—directly if necessary, rather than 
through staff. I thanked him for his consideration in bringing me in, but noted that any 
discomfort I had concerning this matter was not related to his demeanor at the January‘ l 3 
meeting, but rather stemmed fiom a concern that I had not adequately or with sufiicient 
force conveyed what I perceived as the legal risks inherent inhis chosen course ofaction. 

He asked me what he should do going forward and I made three recommendations: 
Provide D/OS with written instructions to carry out a review of this matter using all 
available means at her disposal, and to arrive at a recommendation “without fear or 
favor”; to refiain fiom further discussions with the WH until such time as the facts were . 

known; and to contact FBI to let them know of the potential breach—rioting that the facts 
are incomplete and that it could tum out to be a matter of "little consequence—but to 
inform the Bureau of the actions that had been taken and to accept help in conducting the 
forensic work if ofi'ered. The Director thanked me and noted that these all seemed to be 
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good ideas, and that he would pursue them. I again thanked him for his thoughtfiilness. 
The conversation was cordial throughout. -

» 

AddendumreFeinstein letter oflanuary 23, 2014 4

. 

I share a few thoughts about Sen. Feinstein’s letter—in particular, it’s most important 
implicit assertion, that the Agency is not permitted to access the SSCI side of the CIA 
system for purposes of security monitoring and to ensure the safety of classified 
materials. p . 

That assertion is simply incorrect. Throughout the life of the SSCI review CIA has in 
fact performed security monitoring and exerted compliance control over RDI Net, 
including on the SSCI side of the system. The Agency monitors the entire system as it 
does all CIA systems, and SSCI awareness of this fact is reflected in the security 
warnings and disclaimers that SSCI staifersl see as they access their side of the system. 
The security briefing provided to SSCI staffers makes it clear that such monitoring / jwas to be expected. 
Of course, it must be so. Afier all, SSCI has never attempted to exert any sort of secmity 
protocols or monitoring over the system. To my knowledge, no SSCI security officer has 
ever accessed the system or requested permission to do so. If SSCI is right in claiming 
that CIA lacks the authority to maintain security of the system and its compliance with 
Agency regulations and applicable law, then we have created a system in which no one 
has that responsibility; Even the Director lacks the authority to establish a system for 
maintaining extremely sensitive, classified documents and exempt it from all security 
monitoring and compliance. 

In point of fact, of course, DCIA Panetta did not purport to do so here. 
g 

While SSCI 
asserted the right to complete hegemony over its side of the system, the Agency did not 
accept that demand. The Committee cannot establish otherwise by repeatedly citing its 
unacknowledged and unapproved assertion of complete control. I am told that like many 
issues of contention between the Agency and the Committee (such as the ultimate 
ownership of the documents being provided to the SSCI, which the Committee still 
claims should be given over for permanent storage on the Hill following conclusion of 
the Review) Agency leadership at the fime chose to defer “open warfare” over the issue 
of security by not making it an explicit provision in letter exchanges between the Agency 
and Sen. Feinstein. But at no point did the Agency abdicate its responsibility to maintain 
security over the system—and my own view is that, in any event, it could not have 
lawfiilly done so. ' 

e

_ 

Finally, and perhaps of greatest significance, the "stand alone" nature of the system was 
only important, as the letter fiom Sen. Feinstein explicitly admits, "because it was 
recognized to contain SSCI work product." The preliminary audit conducted in this 
instance, which took place because there was a reasonable basis to believe that a violation 
of regulation or law had occurred, did not involve the review of any work product. It was 
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solely focused on determining whether CIA_ documents-—resident on a CIA owned and 
operated system, housed in a CIA facility and entrusted to CIA ofiiceis for management 
and security-which had not been authorized for passage to the Committee had been 
accessed by the SSCI stafi. No substance was reviewed, no documents were moved or 
altered, and no substantive information was gained.‘ '

/

\ 
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