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2 X e Secunty EbS) conducted a lnmted and .
S *mcomplete mvestxgatwn of SSCI actxvmes on the RDINet that. mcluded .
' d areview of some of the emails of SSCI Majonty staff members on that
network ‘ : : - T
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ii_f(U) Whllc ere
__regardm AcCess

havc no expcctatmn of pﬁvacy

. (U) Improper Agency Access to SSCI files on RDINet.

\umlatcrally concluded thachad th egal autho sk b)(3)
f to-access the SSCI: shared drive and conduct a search for. «copie; L @
cuments A second OGC attomeyl ltaskcd three ¢ e ber

ol Case No. 20141 \171'3-1G-;.
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sscﬁ'sr(morq.ah -

thh a umlateral rewew of Age ncy and SSCI act1v1ty on’ the SSCI shared ‘dnv _
" for concurrence from D/ClA,| OS: dlrectcd an investigation: bsttaff thatr
o generation ofa repon of SSCI actmty on the SSCI Majority. shared drive;: wh1

R 'forensxcally rcconstmcted somc RDINet emmls between SSCI staffers Th'

‘The report was solcly based on maccurate mformatmn prov1ded by the two OGC attx me o
Ebs and ‘was not supporled by, or cons1stent wnth the results of the'li di i on (b)(3)

o *allegatlons made in the CIA cnmes repon ; R

' 0IG Case No. 2014-11718:G R
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(U) Lack of (:and,dtf:;bygscf;éftéi‘ri RDI ;staif

ofﬁcer dechned a\,second 1nterv1ew

oIG' Case No 2014-11718 le” T

SECRET/NOFORN

Approved for Release: 2023/08/23 C06274838




Approved for Release: 2023/08/23 C06274838

SECRET/NOFORN

(U) ‘This page has been intentionally left blank.

SECRET/NOFORN

Approved for Release: 2023/08/23 C06274838



- -Approved for Release: 2023/_0_8/23 006274838 .

" 'SECRET/NOFORN

- reported the matter to:the Depdrtment of Justlce (DOJ )-on _3 muary 2014‘f 0
- violations oletle 18 USC § 2511 (Wi : (
3 f"Abuse Act) :

Dlrector Central Intelllgence Agency (D/CIA) J ohn Brennan allegmg that CIA- pe —
conducted -one or more searches of the computer network at’an offsite fdcﬂlty that- the 'CIA had‘ o
assigned excluslvely to the staff of the [SSCI).” The. letter detalled several questions- - s
Chau'man Feinstein had regardmg the conduct of CIA personnel and alleged violations of the R
4" Amendment, the Speech and Debate Clause of the Conshtuﬂon the Computer Fraudand ..~~~ = -
o Abuse Act, and Executive Orde 2333.° R T ST e R,

; 30 (U//FOUO) OIG mvestlgatnon was’ lmuted to the alleged acc' S
-RDINet by Agency personnel (Exhibit A)in January 2014 and’ the. subseque"
' OIG m,, ( stngahon covercd the i xssues of Agency personnel engagmg 1n unau

The actxvmes of SSCI staff members were dehberately cxcluded from. the mvesngatxom
attempt wi mtervxew SSCI statf members, and dxgltal forensxcb on RDlNet and
_ assocxated '

( U ) thle 18 Umted States Code § 25 1 1 Interceptxon and Dzsclosure of Wzr‘ j
Electromc Commumcat': _ns Prohzbued ( Wtretap Act) o ;

orh "uters ( Computer F raud and Abuse Act)
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Bt (U) BACKGROUND R

their review. ~The review: neceesrtated access. by SSCI staff to.a large: volnme of sensr ve
- classified, and compartmented CIA docurnents, In order to provide the U, €S,
: staff and ensure pertment mformatnon was. prov1ded the CIA estabhshed a revrew proces :

| identify rcsponsrve documents* The RDI téam tdsked Agency components wrth searchmg their

» potenua]ly responsive. documents that were: then provrded to the RDI tcam The. RDI team

o contmued tor relcase 10 the: SSCI

-docume'n_ts,’ at ‘th‘e;request_of then .I))_/.._QCIA;Iieon:Banetta fo‘ & purpose of summanzmg for CIA

documents, the CIA created a computer network called RDINet.: RDINet. was. estabhshed in a :

“locations for CIA analysts to review and redact responsive documents and a physrcal “readmg

-Progmm The srudy was launched following then D/CIA-Michael Hayden's dlsclosure of the program‘to.the. QSCI
¢ the Office of Detainee Affairs. The team- mcluded attorneys from‘the Office of Géneral Coumel that oversaw the

. mvesugauon into the destruction of vndcotapes of the interrogation of detainees. In mxd 200
- " force: wab expdnded to mclude a revxew of t.he detcnuonand the use-of varmus mtermgauon
g :Agcncy ’ : : S :

- OIG Case No 2014-11718 |G- '

- Approved for Release: 2023/08/23 C0627483

( U) Rewew of the Rendmon Determon and Interroga 1

4 (UI/FOUO) On 26 March 2009 the SSCT mformed the CIA that the SSCI planned to.
conduct a thorough revrew of the ClA’s RDI Program ‘On 22 June 2009 the SSCI staff began ST

databases for the requested materxa.l and collected the: potentla]iy responsive. documents ‘The
CIA tasked components of the Agency to conduct additional searches:of their holdmgs for

:statf» the RDI Special Review Team (SRT) w May .
2009. The SRT created documents known as Weekly Case: Reports (WCRs),. among other

2010, WCR productlon was: halted, y~ g .
of Justice investigation led by Assistant U.S. Attomey John. Durham Agency staff mtervrewed v

by CIA OIG' mterpreted the “Pdnetta Revrew” (a k.a. Panettd Report) asa compﬁanon of the .
- WCRs.. _ - . : R

(U) RDINet Sys*tem

6 (U//FOUO) To facxlrtate SSCI staff access to: the large number of released

secure CIA vault in me:of the CIA'S Mlth separate physical :

room" for SSCI staff to revrew reqponsrve documents The SSCI Majonty and Mmonty staffs ,

(U//FOUO) The Senate has hlstoncally rcterred to this'as a: study on the ClA’s Dcu,ntlon and Interrogduon i‘ l - o

m ertcmbcr 2006. On 5 Ma.rch 2009, the SSCIL: voted to-initiate a comprehenswc review of the program AR "
? (U//FOUO) The RDI Review Team has had several historical’ names; mcludmg the Director’s Review Group an o

RDI review- performed by SSCI and. an. mformatron tcchuology team_that supportcd the RDI' system-used‘for revnu'iv, '
(U//l-OUO) In Jnnuary 2008, /}ssxstant U S; Attorney Joho'D am was appomted ) ‘ :

- SECRET/NOFORN
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- of these: offices’includeéd secure CIA—provrded computer workstatlons fi
released. by the CIA and for the. creatron of- 1nd1v1dual work: product

- Agency: Data Network: (ADN) for administration purposes; meludmg the. mg‘ stion of system’”" -
‘software patches and updates and for routine network. monitoring (Exhrbrt B fiThe SSCI and:’

" array. Separate electromc storage drives were established for.both the CIA and the SCI to’ save
~documents-and their respectrve reports.: The SSCI was also provided additio al storage dnves

,:through the use of access control lists and loglcal rules assocrated with:the: software Thrs v1rtua1 :
- separation ‘was 1ntended to control access by the various: ‘parties to the RDINet egito prevent "
- general CIA RDINet 1 users from observrng or accessmg ‘SSCI data, and to; event SSCI users :
from observing: or accessing CIA data that had not been released to th

. allowed for comrnumcatlon among all RDINet users, both CIA: and SSCI
: ‘connectlvny to the ADN, -

- Approved for Release: 2023/08/23 C06274838,
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were later physxcally separat_ed into two secure readmg room: atjthe reque_st of 'the SSCI. .
the rev1ew of matenals S

1. (U//FOUO) RDINet isa standalone network that has a lmuted connectron to the Do

CIA were provided shared storage areas on RDINet that physrcally reside on the sam hard dnve

further: segregated betweenthelMa_]onty and Minority staff, -Access to;data w:

installed on the network to provrde an internal RDINet email eapablhty

the Ageney wrth overseemg and supportm the RDI Progm&wll

’ 'Ro‘bert Eatinger, Deputy General Counsel, was appornted the Actifig General Counsel. Because

'9; (UI/FOUO) In October 2013 when General Counsel Stephen Preston departed

Eatinger had previously.recused himself from any RDI'matters

-matenals at the secure facrhty ..... o

change. Prior to this-update;.the. settings provided to OIG showed that the Googleéapplxance wasi?"f
~ not ¢onfi gured to euforee acc_ : .

‘Because of Eatinger’s recusal regardrng theRDI .~ = >
matterl Pvas unsupervrsed by the Office of General Counsel pertammg to thls matter T

10. (U/FOUQ) On 22 June 2009, SSCI staff mernbers began therr review of RDI* e

(U//FOUO) In November 2012 the RDI team leamed of a"vulnerabxhty wrth th
mstallatton in November 20()9 OIG revrewed an: Apnl 2013 emarl between members of the o
RDINet IT staff: detailing the ¢ exxstmg settmgs, which'indicated an access: control deficienc for
search results. The RDI IT team updated the Google appliance in Apnl 2013 to: reflee: ‘

_ ghts ‘or search pemusslons thhm RDINet and its holdmgsh

0lG Case No. ‘20'1;4,,14___7?}163-16 :

- g sscnsrimomnn
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the Agency dld not takc dctlon to: addrcsﬁmuest

| "'3’( U ) Memorandum of Understandmg Regardmg the Operatwn of RDIN

" were! tound to contam some common language with regard to thc use
computer systcms . L

14 (U//FOUO) The last letter OIG found on' the toplc from then D/CIA Panetta't
Chatrman chstem dated 12 Junc 2009, descnbed that “an agrcement was: reached between_ C

‘to the ClA’s detennon and mterrogamn programs ™ The standa:d operatmg procedures (S _'
referenccd appcared to be de cd, i :

.product -off nets share—dnve accesslble only by 'th
o thc walled off network shared dnve w111 be hrmted to Cla tnformatl_

Ny 15 (U//FOUO) A erarate document ntled “Memorandum '
. _;Sclect Committee on Intelhgcnccts Revxew of CIA s Detention and’Inte
‘(Exhlbxt C a) dated 28 Mziy 2009 statcd in: pomt “C v that '

A specnally destgned share-dnve wﬂl be provxded on the Agency S stand—alone

network. As SSCI requires, the share-drive can be segregated with only SSCI

~ access and: wailcd~off CIA IT adnumstrators exccpt as. othemsc authonzed by _'
SSCl [blC] . , : ,

_The OIG did not find evndence thax thls documcnt was; prowded to:\

. (U) Author u no .
' e OIG dld not find ev:denca that thts document was provxded to the

:-OIG Case No 2014 11718—IG

SECRETIINOFORN
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Agency workstatnons At c:ume of mceptlon, soﬂware security mcasures were put in pla
the CIA to. protect clasmﬁed information from: explouatlon mcludmg the

a

(Exhibit DY

 0IG Gase No: 2014-117184G

[OIGfound no. evxdence that SSCL members had:
momtormg specific to RD]Net E -

"_U//FOUO) The: RDlNet wammg banncr is the standard Agency’ varni

. SECRET//NOFORN
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" member of the SSC , k,ff:conducted a search on' the RDlNet that app a
“part of the system to whxch the member dxd not have authonzed access

1nterv1ewed and: mmally failed to dlsclose theirirecent mvestlgatwe a

. Brennan did not authorize the access or know the extent of the access
: confhctmg testimony regardmg whether ornot.D/CIA Brennan had al :
review performied on'the SSCI| until after it- was

. order’by the D/CIA and a request to withdraw authorization: by the: SSCI security. ofﬁcer Lk
: Fmally, QIG investi gatmn found: that the CIA referral-of crxmmal conductby SSCI staffers was:
_ predlcated on: 1nauurate mformatmn provnded to the themAcung Gen

3 'j’both the SSCI and c_ 0

* Bond, and then DICIA Panetta were exchanged in 2009 that contazned enqugh sumlar Imgué
- contain language regarding a walled-off network shared drive for exclisive SSClu

. - agreement, the. SSCI staff were provided a warning at each:login that their “use of
= ma% be monitored and 'you have no expectation of privacy

6 (U) Pursu m( 10 %cuon l 6(b) of l:.xc.cutxvc Order 1233? as, amend
© . the 1995 Crimes Reporting Memorandum of Understanding between the: Departmcm of J u‘mog;
Community, the CIA is. requ:red to the repon to the DOJ mfomlatton mncemmg fedcra! enmes

 OIG Case No. 2014-117184G:

Approved for Release: 2023/08/23 C06274838 . s, s
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SSCIon: the RDI

(U) INVESTIGATIVE FINDIN GS

drive; The mvest1gatlon did not find support for the allegauon that C
mtercepnon of SSCIL.communications for its: : '
review stored. mfonnauon that included-a
emails of SSCI Majonty staff. members. on that network. The investi;

pleted 0IG
mvesugatmn further found:that the Director of Secunty authorized a rev1ew of the S
activities, including the reconstruction of the emails of SSCI staffers, followmg a: stand—down

21 (U//FOUO) OIG dld not ﬁnd evxdence that a ﬁnal docume‘ was agreed upon> by
: >th

to define a working agreement. The common underctandmg between the SSCI'and

when IT staff required access for- maintenance or troubleehootmg In addition to th

93

/27OIG found |
f RDINet by, CICEwas connected

mstalled at the outset:

' business and. was collectcd in: a: manner consnstent thh' th e adrmm

;and Set.txons VI B VII A 4 and VII
the Imelhgence

. SECRET/NOFORN
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B ( U ) Unauthonzed CIA Access to RDINet and Related T askmgs

. the SSCI'sic

s o Approved for Release: 2023/08/23 C06274838 . ..
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22! (U/lFOUO) Durmg the course of the mvewgatlon OIG found that in
ﬁve Agency‘ofﬁcers' or.

* reason for: delaymg Caroline Krass” conﬁrrnatxon hea.rmg as CIA General Counscl
“ supposed that the: “Panetta Review” referred.to SRT documcnts or WCR% that were created at the
- behest of then D/CIA Panetta. -As a result Stold 3)hat he, bcgan to: consnie, -

;suspluons to| and mformcd Net I
-.reviewed to detérmine how SSCI obtained access to the WCRs. OIGsrevxew of

requesting copnes of the “Panetta Revnew a the lattcr of whlch Scnat‘or'UdaJl used to’ exxflaln the -

~Viemorandum Tor the Record re: - partial timeline of events surrounding dxscovcry

documents on RDI NET 2 (“MFR") (Exhibit F) which-‘contained a Umelmc of even

- perspective. ‘In this docurrient, Sum!amrally reached the legal conclusion that he ha o
_ Iegal authonty to task mcmbers of his staff to access.the SSCI shared drive and look for'Agency.

24, (C//NF) On 9 January 2014, after a discussion w1th{ directed (b
b

~they were able to view in thcu sea.rch results 1dent1ﬁ<=d

the presence of WCR reports.on’ the: SSCI Majority shared drive through-a teview of the Goou
- search results.” Afteridentifying the documente :
' 'documents resxded and

' '(U}/FOUO)
- drscovery of tJ

‘RDlNet IT, to set up a userprofile'on' RDINet thnt was “(
conhgured W1th the same pnvxleges asa SSCI Majonty staff user rcquestcd this* "

mapped to the folder whe:g_; ;he

as mmaliy 1nterv1ewed by OIG pnor to.the dncovcry of the MFR Follo ng;
cclmcd 10°be mt(.r\newcd about its. comems ' : T

’OIG Case No 2014~1 1718 IG

SECHET/INOFORN
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(b)(6) secaswmoponn i

open the folder precogmzed the documents as, lnkely WCR reports based or L
' ﬁlenames and folder structure, .and opened g few" of the documents to.view. the firs age
where hie observed a dlscl’mnﬁ format similar to the WCR documerits. infory

E of. the findings

e i g R
R e e S~ e

Sl Now Jow

z/\/\/\
O O O

O T T *
~— e N

bnefed‘ e
ar b)(3) - -
fic o _ (b)) "

- : (U,/FOUO) On 10 January 2014l:taske LRy
: rdatabase to" ve "fy whether the SSCI had been provzded access tothe: restncted; Eb;g 6;
w. (O)(7)(C)
FC ~(b)(3)
he toot of the RDINet shareddrive, which contains all user profiles, ‘userac (b)(6)
~and shares used by-both CIA and SSCI users, :Lsearch indicated that the restric Ny L‘-(\b),(,?)(f"_)_ ‘

cu s wereilocated on the. SSCI Majonty shared drive and-one SSCI user’s personal ¢
avngated dlrectly to the locations of i 1ntercst~onc the SSCI Majonty sh d driv
- asto the SSCI user $ personal dnve : :

irse of the mvesngauon OIG rec;
regarding additional accesses'to the SSCIs s
_ cxjeenshots taken during those accesses. According 0|
ion that the restricted documents were present on the SSCI Ma_;onty shared <(b)( R o
c) specifically. requested access to the drive:so-that he could look at the: docume(b)(6 vl

~h f. ranted this access, assocmtmg the dnve as\
ﬁpproximate ly” - minutes. Emted that, during this umeJ capturedr screenshm
of the SSCI Majority shared drive file structure., iemwled the screenshots to

(c)luesting the screenshots be. transferrm b)(3) ‘ADN.: According to
‘requested- that come, to' his offi (b)(6)ere rovlde‘d

‘Majority shared drive from S‘(b 7) (C)in’.

3) the met.hods :lused to: grant the access and stated that

)
)(6)
)(7

Wel MM

- followed by-aLotus Note to |
i@rpersonal storage drive on the ADN found a folder named
- screenshots related to searches of the SSCI MaJonty shared dnve, home page, ,
authorized” messages PO

28 (U//FOUO) Sprovxded the screenshots t
detemune if the | 1 cted documents had been dccessed by SS

CI staffers.
oo
SECRETIINOFQRN RN

On 10 Jan

O'
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- from\:regardmg the:number of files in

L mtcrvxew
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Coe
N :'ﬁ*‘és&fﬁbi~cinan,to"éﬁn;in\
3)

‘Thc email. acknowledged that thxs asa’

© SECRETINOFORN'

) 29 (UI/FOUO) On12. January 2014,
' requ&sﬂng new ‘versions of the screcnshots that showed

, \as the mappcd ve
- SSCl user access to the: drive was. mapped as requested.thes pdate :
in order to “provndc the optxc” (e.g. display more accurately) that the folder as Ioc ted on 1hf

SSCI Majont  shared drive. Both |comg( b)(3)ith the

esponses on 15 January 2014, T (b)e)

s o - e (B)(7)(c)
)(c) 30 (C//NP) At OIG’s e uest] provided OIG an email’ and attachm
137 anuary 2014 from o and copyin
_email documented the RDINet IT team’s response to 12 January taskingiand.

contamed snapshots of the contents of thg_fomgd

“a document titled “WCRMIJA,” and a capture of the virtual folder “My,.f nput nng:
- drive Q:\labeled as “Share Majonty Data.” also responded to a series of questions’:

and in its Subfoldcm as well as mformauon regardmg SSCI pnvﬂegcs on_RDINet“

) Wwere.not. f orthcommg m th
vith OIG, having failed to disclose the assistance they: ‘provided to he:
| RDH*Iéfib@twe&n 9 and 13 January 2014, As a result; OIG requested:second intervi

comphcd ‘with:the second interview: requests an drmtte
conduct whcn confronted with the mformanon from the Cmdllb cclmed a secon

(U//FOUO) ‘ | Revzew .

33 (S//NF) OIG mvestlgatwn found that on 10 Janua.ry 2014
tasked to conduct a review-of : oi(b)(3)SCI side of RDINet.” A§‘a‘part of the:
requested b; hu(b)(G)es against prevxously rehi
“to determine whether the documents:in questic(b)(7)(c)n accessed' by SSCI s

OIG Case No. 2014-11718-1G . -

' SECRET/NOFORN -
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s a partof any of the acnvmcs m‘qucsuon duringthe January 2

Approved for Release: 2023/08/23 C06274838...

nmeframe'

“reviewedbyl ]

at the: request of the: RDI team was: hlstomcally. logged mformatxon

3)123 : '5‘-_jimenu(>ned ( 'nsuiung w;lh‘
6). - Eto detemnnellf theid OCH
= ; any task

('C)'f“'
O)3)
“(b)(B) - documents on RllNet from
(b)(7)(c). herecalled erring to
(b)(3  explained how anyone:
o) SP"‘?@‘OE~
(b)(7)(c) himto “use whatever

ssc:nsf //NOFORN
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systems...
: 39 (U//AF(5 e ) A meetmg was held in the Dlrector 'S conference room in the aftemoon (b)( )( c)
- of 14 January 2014; attended by D/CIA Brennan, | FIC) Ry
Neal Higgins (ChreflOfﬁce of Congrcssxondl Affairs). ‘Execuuve Drrector

| ( U) Off Tce’ of Se(‘urzry Cyber Blue Team Revzew

‘exphcltly say no or dismiss the conversation, ‘D/CIA Breninan® thought that’ Chatrman chstcm '

clear after the meetmg on 14.

3). ' " "(b)(?s)"*
(b)(6) : SECRETIINOFORN (b)(6)
(b)(7)( ). e R P (b)(7)(C);§
.38, (U//FQUO)".;”OIG' presented D/C Brennan with an excerpt from the “MFR” o _ . ““(b) (3). -
document found on] D/CIA Brennan told OIG that there appeared to; - (b)(B) v
be a difference in emphasis. between what he had told and: what documented. (b)(7) '

In reeponﬁe to whether he tol o proceed by “whatever means neces:

to know how the documents got to the SSCI srde but did i not drrect anyon‘

- Meroe Park, and others. At this‘meeting, D/CIA Brennan expressed surprise.and concern at the L
-presence of CIC ofﬁcers ‘Several-witnesses told OIG. that D/CIA Brennan was: upset that CIC
had been engaged inthe i inquiry, and was concerned about the optic of the countenntelhgence

~arm of the Agency mvestrgatmg the activity of SSCI staffers. D/CIA Bre ‘Stated he ,

burpnsed at the work that ‘had already been performed and exphcrtly told

after the meetlng.’o" the 14 January 2014, DICIA Brennan confirmed OIG‘
' 1 rried Ci-was Involved m the revrewi L

40, (U//FOUO) Dunng the meettng on 14 J dnuary, D/CIA Brennan gave the order to

: “stand down’" on-any further reviews until he could brief the SSCI on the; Agency $.concerns and':’{, e

the. actions. taken to date.. On 15 January, D/CIA Brennan briefed the SSCI and proposed a joint, i:i»f'l ;
review between the- Agency and'SSCI Security, ‘ \:Brennan stated that - b
he did not thmk that Chairman Femstem explicitly agreed to a joint revrew that day,. but d1d not' ..

wanted to talk to boumt and consxder the rdea further.’ D/CIA Brennan stated that he.
did not. t&sk anythmg after.thi

Blue Team9 condncted a revxew of the RDlNet

(U”FOUO) The Cyber Blue Team, estahllshcd in February 2013, ldennﬁe*. vu!nerabtlmes and:risks, quanut' €5 R
impacts to make educated deus&ons, and partners with other orgamzatlons m order to mmgaw nsks, among other
duties. . ‘ 4 T i |

- OIG Case e o, ’__2o14-ﬁ'.'7f1*8-|G |

. SECRET/NOFORN . .
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a. report dated 7» January 2014
- _athome to’ mqutre what it would take to'conduct a secunty review, OIG conf;rmcd ithat.

..-aware of the. standd"Wn order.: j:htated that shi

~herthat SSCI staf
. spoke’ toﬂ

~_joint security- revie

concurrence.on the plan of action develo' ed by the Office-of Secunty | Also on 10 Januar, )
, Srecewcd an email from%g that- they were on ‘‘stand dow r 4 joi
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- that she first ‘becare aware of the SSCI events on 15 January 2014' whén Contacted her

was not present at the, 14 January 2014 meetmgthh DI/CIA Brenn

essed data they werenot authort \

16 January 2014,

-of 'ftlxe RDIth

security review. ‘On 17 January. 2014, esponded to

~concurrence . there ‘has been a new.development” and requested, “If your

“Director’s'O ﬁce around 8am that would be ideal.” 0IG. dtd;not ﬁnd any

request for concurrence. (0)(3)

2014 and stated that SSCI Chairman Feinstein would be sendmg a letter to the [ D/CIA thie -

| because it was.l.CIA ‘lnformatton on a'CIA network: |
L normal functt

- coordination with CIA leadership at any time. On'16 January 2014 Ecmaﬂed

interpreted this as’a request to stop the joint forensic. mvesttganon

- that the user first accessed the dlrectory on 9 Novembcr 2010 and copted the data contamed

42 (U//FOUO) sent #(b)(7)(ch nggms and copted on 16 January

followmg day requestmg thdt no. forensw exammatton of the SSCI “netwonk”*procced On

for the Cyber Blue Team, | apable ¢
performing suich @ review. stated that she did not feel that she wasoutof» ~

and advised her that the SSCI Chairman was’ drafung a letter to the Director of the CIA - \"/\ 3
requesting to stop the entire plan of action for the joint review, described the “fuli ) (b)(©)
plan of action™ to OIG as.the i imaging.of RDINet and a full. forenisic review and‘s_tated that she 2 (b)(7)

that the request apphed to the r revww ‘of or. that the V! ‘er ‘b) 3)
~was akin'to forensic’ actmty : : R ol i 0)(6)
44, (S/INF) On 17 January, the Cybcr Blue Team met wﬂh to revxew the forensxc (b)(7)(_c)
generated by the SSCI staff, including reconstructed emails between SSCI staff _Qn‘the, o (b)(3)
SSCI side of RDINet. The Cyber Blue Team Report, deta.il‘edfths: SR
- team’s evaluation of RDINet system data burroundmg the documents in:question. The. report

stated that a. “Congressuondl user” was able to,navigate directly to a “shared directory”’ and
access documents never intended for dissemination to “Cungressmnal users.” The report statett
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. { 2, and the Privacy Act, Title 5
- .Thc rcporl may-not be dmlosed outsxdu the CIA w‘ithOut pnor wrxtten dpprovalxo
‘ Inspector Gencra.l mcludmg dnmhuuon to contractors R
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VIL (U) EXHIBITS

A (U) Personnel background:descnpuons . Gl
B (U) Conceptual dmgram of: RDlNet Archltectur“:_undated

C (U) L/etters compnsmg,:
o Procedures, various- dates 3

L | Intelhgence Agency‘ Leon Panetta dated 2 June 2009
<. (U) Letter from then‘

hnd then‘

June 2009

B, ‘; (UIEFOUO) | document, titled “Memorandum for ﬂ;e Record re:.
parnal timelirie of events surroundmg dzscovery of SRT documen s.or RDI NET ” da
- 17-27 January 2014
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2013 and 13‘?March 2014;
(C//NE)
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“ONFIDENTIAL/NOFORN -

(U) Robert Eatinger (SIS) Former ctmg General Counsel for the

R (3)) Neal Higgins (SIS) The Chlef of the Office of Congressxonal Affmrs ﬁ‘om J une 2013
 through the’ present who reported to the DICIA and Deputy DICIA . v .

| R0
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" Too Tooooo Too v

- '}(U} Leon Panetm. Former Dlrecter of the Central Inteihgmce Agency ﬁ'om Febmary 2009

, 'Femstem o

through June 2011 Panetta negotxated the terms of. the RDI rev1ew with. SSCI Chamnan N

. .. » CO&#]D\E .‘ A U/NOFORN: ‘~ e
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B D/CIA and DD/CIA
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con] .,,??bmmb/ /NQFORN, "

’ 8)) Meroe Park (SIS) Clmntvl':‘.xecutwe Dmcctor of the CIA smce May 2013"'

)

)
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EXHIBIT C (a)

(U) Memorandum of Understanding (4gency author), Senate Select Committee on
Intelligence’s Review of CIA’s Detention and Interrogation Program, dated 28 May 2009.
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= Ammaam)wnmmm_a‘
!h,omgh mvwwoﬂhe CIA's dewndonandinwuugauon program. Induded
S5C1 nodﬁcmon mdcuﬂedwmsqtdm\andadowmm equ

e 2.;(3) Asssakammadammmsafegwﬂmd
_ ;*wmmmmmmmmmmmmedm
:::'_._mdacungmcnamesofonroﬁm cxypmnym.pswdonyms,lhimmdgd : '
' intelligence, information originated from other US govemment orga s
. -identity of black-sits locations. SSCIinﬁunnd&eAgencythatthismyinfcmnmnm
.mﬁmwam«mwdmstMMw Awmding!y.

- ,Sschdvzsedthattbeympmpmdwsubpmmeiufomaﬂm

g w/mm) mmtoavoxdprownumonm pocaas and in
| wammmwwmmmmmuw“
'. ._‘mfmmﬁonmnmmondymy:tmmmmfouoﬁngwndiﬁm |

SHE A. (U”K’UO) Commenthﬂxowganmaetfmhby&emtxvemda
-and Ageacy policy, CIA will provide respoasive information.to the
-uﬂmummmbaofpeoplewhbavethcmqum&nwd-to—knowdz
- information to pesform the review.
o --wwmssamdmmssa'smudmmmqmm.
= CIwaHaﬂ’aduptolOSSCIpuwdmtonmedaaedWw

'm:ummau@mmmmww&m:m%use
‘Ssamkwmdﬁmuovsmbew&edbmﬂkhweedmmh :
- sacumens Evaspcuoﬂlumw S . N
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| ”":'-ometmamlsgenmtedbyssamustbef ared 3 i
Readmgxoomon the CIA appmved Mdmecomputu syswn

o fi’ij: j(UIIFOUO) NoCIAgmawddamﬁed mmwonmybemovedf

e Vﬁziﬂz’erstomeamngemts ofanymdac(ed, thoughlihdysﬁll_‘
:classn&ed.maluia!spmduoedua‘multoﬂhcabovcfmfumed

: ' L "f,fckssiﬁaﬂonofnnyofd:nndedymg :

. sonwcmtmah. ToﬂwcxmdntSSCIMesanmemalsm
- be produced outside of the approved TS//SCI system - to include

- publiely - CIA will condoct a classification review and will redact

_ appmpnminfommﬂonfmnmemmds. Again, as noted at

deﬂhmmdfuloidwﬁmngofsuebchssiﬂaﬁmhed&éﬁ

'mm@wwmmyWWyn
: :,SSCImnﬁuadtﬁﬁmdnmeorweehndwmkkmqm
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‘ ”'«(IJ/I.FOUO) Aﬂssapmndwmwnquuedm‘mvont
- ackniowledge receipt of a CIA security briefing prior to beginning
;revnewandmllbemqmmdtomwandagnnmndudgsmd
o Infmmaﬁon(scnnonqd:wlasm g rel
classiﬁ@mfoxmanonobﬁgaums T

L -_(S) CIAcxpectstbatthcmsponsivemmialsvnﬂcomainmfonmd
: ::mwmmmdmummmmwm ‘Due
_ Ssa’smwdﬁschsﬁﬁedoﬂiaﬂmgommmfumﬁon
- 8SCl persannel will be in a position to either confirm or deaythe -~ < - .
. ‘accuracy of those unauthorized-disclosures. Snchconﬁnnadonm'denial ’
, wmﬂdimdfeonsﬂmwanumthmizeddwclosmmdwouldmlmﬂns
~agteemmanddxenon-disdmagtmt. : : o

= 4 (S) ssmpmmdmdu:mdbyﬂuranknowledgmbe!owmdm@._
,'.‘mdmdmwmn-dsdwmmtmmmvemfmwbc

- highlydusiﬁed.compammwd.andisammebvmhvemm Any‘ isc
- whether intentional 'or inadvertént, to unauthorized inidividuals — ing TSN
' ,_.Mhtmmpummchmﬁmﬁvﬁuﬂs-xswmaﬂyl&dymm _—
- aeepuomllymvedmgemnaﬁma!mumy ‘CIA anticipates that such disclosures
. __‘could(Myphmﬂyhmoﬁmmdmmﬁmﬂiesasweuaswﬂdmdyhm
: otbcmaecoopmuvelimmrdaumhpsﬁatp:wdcmnmlfmmnmpim -
Vgcapabxlinestoco&mmmnsmopuwons. Awodmgly.ssawmmhandﬂ:gem
- fcﬂ'ommpmpalyufegum&bmfmﬁon. v
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EXHIBIT C (b)

(U) Letter from Senate Select Committee on Intelligence (SSCI) Chairman Dianne Feinstein and
Vice Chairman; Chnstopher Bond to then Du'cctor, Central Intelhgcnce A‘ ency Leon“Pan ( e
dated 2 June 2009." : - | T
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’IheHonorableLeonPanem
. Dtrector o
WashmMDC 20505 R it

zlireotorPanem. o ..
hammmmm ﬁwSena.teSelcctCommtteeon P R DI
| ?In"télligarceé(thezComm“ ittoe) informed the Ceatral Intelligence Agemcy (ClA) ofits™
. -intention to'conduct a thoroughi review of the CIA's detention and interrogation” ©
program. 'Ihe!ette.rmcludedtennsofxefemceappmvedbyﬂle}: ymmittee, as
,wallasadocumentmquest. L o

Toconductomwoﬂcma ompt

| cxyptonymsorpseudonyms WeapptemawtheCIA’sconmo“
~of this information: ' Our staff has had numerous discussions with:Ag

to identify appropriate procedures by which we can obtain the informafion need
“for the: smdymamythatmeetsyoursectmtyfequmﬂm Wengteethnttbe

- Committee, including its staff, will conduct the study of CIA’s detention snd
, =mtcrmgauan pmgram under tbe following procedma and undcrstandmgs

l Pm'suantmdxswssmnsbetweentheCommrtteeandCIAaboutanucxpated
'staﬂingmquuumants,theClwal[prondaaﬂMambexsofmeCommmee R

. and up to 15 Committee staff (in addition to our staff directors, duputystaﬂ‘

- directors, and counsel) with access-to unredacted responsive information. -In -

- addition, additipnal cleared staff may be given access.to small portions of -
»themnedmodmfmauonformepmposeofmmwingspemﬁcdomm
'orconductingrevxews ofmdxvidual detmnees ’IheseCommmeeaaﬂ‘have
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| soRer
”neronamb!eI.mn Panetta
PageTwo

| dcﬁnedeecuon7OI(b)oftthaﬁonalsocmtyAcfofl%’ e
L A330Y), wﬁ%iemamw&mk&mmwﬁy@

o __if;(ReadingRoom)whmhwdlpermxtCommxtteestaﬁ'elej;.’_;;,". search,sort,
3% Ifrespmsnvcdocumemso!hertbmﬂmeoonmmdmopmmalﬁles A
| zdmuﬁ'memofnmsupaﬁmcmuﬁim lunsonparmers or -

4, Respanswe docmncnts other ﬂmn those. contmned in npm&oml ﬁlm"thg‘tudo‘ 3 i

.4

.~ potidentify the names ot‘non—mpcxvisoqu!Aoﬂicers,limsonpmﬁers
‘ -‘black-sxtelocatims,orcontamcxyptonyms orpseudonymswillbemady v
avallable to the Commmc inthe Commmee Sens:twc Compnttmemed IR

5, ClAmﬂpmwdeasmnd-aloneoompnwwmmmﬂchadngoommth
-+ anetwork drive for Committee staff and Members. This network drive will
' 'be:egxegazedﬁomcmmwmkswallowmoniym&mmmm&f
_ and Members, The only CIA employees or contractors with accesstothis. . .
- computersys&mmﬂbemmfmmaﬁonﬁaobnoloypmomdwhnﬁn
. oot be permitted to copy or otherwise share information ﬁnmthesystcm
L wxmaﬂmpmomel excep;asoﬂmrwisemnhaﬂmdbyﬂmCmmnee

6. Anydocumwtsgmemtedonthgnetworkdrmmfemnwdm

- well as any other notes, documents, diaft and fipal recommendations, repom"« S

 or other materials ganerated by Committee staff or Mémbers, arethe
Y P’l"yOftheoommmandﬁﬂbekeptatthem&ngkmmmlelyfor BEREE
_*l_\securesafekeepmgandeaseofmferenoe. These documents remain. .~
" congressional records i their entirety and disposition and cantrol ovaﬂme o I
records, even after the completion of the Commilttee's roview; lies R
exclusively with the Committee, As such, thesemcmﬂsarenotcmmcords BT

. uudamenmedamofmfmmaﬂonAamnyotbvrhm Tie CLA ey
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o ’I‘thonorabcheonPaneﬂa
- Jume, 2009 :
) PageTluve -----

,mdmﬂzemqnestordamandbaseduponrheundasmdmgﬂmmm o -
Vmwngmssxonal,notﬁh.,mcmﬂs e i T

- t}: . CIA wi!l provide the Cummlttee With lodcable cabmecs and safes,

o mqmred mtheRsadingRoom. BEAN R G

| ':_.‘_'i“'”:-z.-IfCommmeestamdemﬂesCIA—genmddomunsmmnma!smade s

s :.,v;avaxlahlemﬁxeReadngoomthatsﬁaﬁ‘wouldlﬂtetohzveavaﬁablemthe AERCTE
‘Committee SCIF, the Committee will request redacted versions of those e

_y”docmnmtsormatmalsmwnnng. Commxueestaﬁ'wﬂlnotmovesxcb
ClA—geimateddoamWormatmalsﬁmntheebwemcReadngoom

. fncdxty thhont the: agx‘eement of CIA

-"fnotes, doctments, draft and final recommendations, reparts.or other
-~ imaterisls generated byCommiﬂeeMamb&sormﬂ:Commmeemﬁ‘wﬂI :
msmvtbatthmnmdocumwvs.dmﬁandﬂnalmommmdanons,mpmw -

* orother materials do tiot identify the names of nan-supervisory €
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mtegmtetbesemcozdsmmmmcoxdsﬁlmgsystams, andmaynnth
. -disseminate or copy them, or use them for any ppose without the prior .~ ©
written wxthorization: of the Committee. The CIA will return the recordsta:
- the Committee immediately uponrequest in a manner consistent with .~
paragraph O, If the CIA receives any request or demand for accesstothese™ %
mmdsﬁvmoutsxdeﬂ:eCthderdwﬁeedomofInfmmaumeany
other authority, the CIA. will immedistely notify the Committee and will

TotheextemCommxtteeslaﬂ‘secksmmnovefwmdchadingRoomany

oﬁm ;
linison'partners, or black-sits locations, or contein cryptonymsor” .

* pseudonyms, - If those documents contain such irfarimation, Committes: £
will request that CIA conduct a classification mvxewtomdacttbeabov‘ D
V.”‘mfammadcategonwofmfonnanonﬁomthemmmlsor replace suc : ’

mfonnauunmthaltzmauvecodemmesasdmwned}omﬂy "

" -"f'*Comm:weeanmecm
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TN i,

- pmgrapbsS 9, orwmnbes:oredmmwommmscm'm ansf
mdscowdoncomwmm/lsmsystms,undcr?&mmmu urd

o 10: :Anynotes dooummts,dmﬁandﬂnalmnmmdahm,mpoﬂs othcr
-vmaMaIspreparedbyCommxtteeMembmorStxﬁ‘bmdonmfonnauon
 accessed in the Reading Room will be prepared and siored on TS//SCT .
Systems, Such materials will canyﬂxehxgbestclasmﬁoanonofanyofthe
’ tying source materials. lftheCommtteeseaksmpmduoeadocument ,
;_,i.thatcames adiﬁiam:clmxﬁowonthanﬁxe indes]
e Committeewxl!sulzmtthatdooumenttomA,orxfappmpmﬁetoﬂwDNLi:
SR S :;.iﬁforclassxﬂcanonmvxewwd, ifneoessazy rcdaoum.
T :ll 'Ihe eadi ‘?Roomwmbeavailableﬁomwoowwouom, oﬁ_’al
| govemment ‘business days, Monday through Friday, 1f Committee st
wqmrcsaddxuom! nmeorwaekpndworkxsrequxred,

pm'ble

-12 'IhaCommxtteewmniamonalmmyrequests ﬁvrdocxmients
mmmngdelAmﬂmpondmﬂmsemqummwﬂdng“ L
[ & 1 AHCommuaesmﬂ“gmtedaocessmdneReadngoomshmmccweandi

- acknowledge receipt of ' CIA security bneﬁng pnor to remwmg CIA e S 1
documents atthe Reading Room. "
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. ’ﬁ:e Honorable Leon Panetta
Jupe 2, 2009
Page Five -

'We anticipate that agreement to these conditions \yxll address your '.conwns
abont Commxﬂeeaocesstoumudactedmatemls mponsivetothe e’y .
document request. We loak forward to immediate staff access to thf ‘materials.

e Im addrtxon, we expect that the discussioys and agrecments over access to the
study information are & matter restricted to the Congress and the Executive branch..
As such, rieither this lewat nor deuvanve doeumems may be pmvxded or: prasented
toCIA'S haxsonparmzrs -

SECRET .
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(b)(6)
EXHIBIT C (c) (b)(7)(c)
(U) Letter from then to'SSCI
Sandthenﬁ dated 8 June 2009 7
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R lnxefatencetoourdxscussxonhstweak,weaobvxonsly&rﬁ'erona, issues,
but. onlyia few. Iwould like t0:engage in.an informal dialogue with youroﬂioeman L
- effortto'try to resolve: these issues. Nothing in-our dmlogue should-be considered thie -
official position of the Agency until such time as you receive 1tmanoﬂic1al.letter from
- our Director. For'now, this is an informal discussion between us.. I have'chosen to put’

: thxsmwrinngsothatyouhavesomethmgmﬂontofyoutowokaﬂl,notnot&sfmma o

discussion that may or maynot convey our position accurately. Ithink we willboth- @ < .

: -agreethatumctsoftheessenceandlhavenoplanstodmwthlsommalengthy EERUE

. dialogue. - would like to come:up ‘with an agreement oranacknowledgement that we:are

' atanlmpasse nolaterthanFnday ofthxsweek(l2 Jun). pmferablyésooner, ﬁpossxblc*f &

L 2 From our confmence call Tast week, it was obvxous that the most xmportant
.issue appeared to- bethe. followmgpassage from: parasmph three: ofour Dxrector ‘4.Jun

2009 lettcr‘

“Fnst,ngenthatwewﬂlbeprov:dmgtheComnntteemﬂxﬁm un-red:
' aocwstoxmlhonsofourmostsensmveopemﬂonslmatenals,wemlltcviewﬂ:enoms, o

dmﬁ.mdﬁnﬂmports,mdothermatmdgmmdﬁomtheComﬁee’smewofthg -

'matengl‘s—whemerpmpared pnonoremovmgthxsmatenalﬁ'omﬂww_

- or SSCI secare spam : - _ Gl

3 meourdxscussmn,tbetmmsofmostconcemtotheSSCIwexe,“whmver;
prcpared and “or SSCI secure spaces.” Forus,ﬂxehemtofthmssuemtswxﬂ:thedmﬁ
andyomﬁnalreport. 'I’hatxsthepnmaryltemthatwdlbecxeatedomdeofmckeadmg
i RoomandlikelytoleaveSSCIsecwespm ‘Inioticed in'the letter from Senmator '
_“Feinstein dated 2 Jun'2009, there was no provision for allowing the CIA 10 the

ﬁnalSSCImportpnortopubhcanon. Solgwssoutﬁrstquesuoms.DoestheSSCI R
plantoallowtheCIAtorevwwtheSSCIﬁnalrepoﬂbefozepubhcatxon? 'Iheanswerto s
,tlnsquesuomslmportanttousandgoesalongmymhelpmgusaddress‘:f‘ three

of thc D/CIA’s letter..

4 Omposmcnxsthxs,wemglvmgtheSSCIunprecedentedacc&ssmour
.operauonalmateml Wcareawareofalloftheprevxoussmdxesyouhavecmdas
. precedent; however, at no time has'CIA ever provided the SSCI with the volume of
, unredactedopemuonalmatenalaswehaveagroedtodomthmcase E:qaosureofthc
. names of CIA persontiel involved in detentions and interrogations carries considerable -
coststoouroﬁcersmufessmnaﬂyandpmamﬂy Itis something we are taking very -
- .seriously. Oﬂicexswhohavehadﬂxeirnamwaqmsedmthepmhavehadthmhves |

.nmpactedsxgmﬁcanﬂyﬂnoughconstantmqmnesﬁ'omthepms,thmam phonecal!sfrom UL L
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mtematxona] orgmnzaﬁons, and lmutauons on u'avel. Addmonally, T
ificantly, thwtdmhhasmmwknmtols&mtezmstsbmtm

they reparec bcfore pubhcauontoensmetbatxt excludes thenames of our aﬂicexs
Byﬂxeverynﬂmofpossesmngaswmtychmawe,weeachbwﬂwmpombﬂityof
‘pratecting classified nformation; bm,attheendofthsday,tttsthc responsibility: A
-_.toprotectnsoﬂicemﬁompotenualhann S i

5 Snmlsrly, curimhuomlnps with f o

' wemakewxﬂxﬂlemarealsoofconwntous Insomemstmoes,forexgnhmsonmces o

* .have shared information with us and agrced to'take action on things that they have not
even discussed with their-own governments. - Additionally, we have agreements with

some lisison:partners that spemﬁcally prohibit the release of :intelligence information. .

outside our Executive Branch of government;If any of this information beoomes pubhc, ' R

xterod&sourabxlxtytodo business wnhtheseservw&sandﬂxeyaresubseq,
todothmgsforusandsharemfounatxonwxdlus Thxstoo s whywefeel msnecessazy E

' tomviewadmﬁofyowﬁnalmpoﬁ.

o 6. We reallze that some issues involving ]mison services: maybe duectl ] v
t0 the Terms of Reference and of importance to the conclusions and recommcndatxons,,,f

your final report: We do not wish to hinder or change this, butwedoexpectyoutowork' o o

‘f'W1thmmconveywbatyouwmhtoconveywhdeatmesameumeprotwungour
relationship with our liaison partners. Perhapsnotxdennfymgthespecxﬁccov.mnybemg e

referenced and rewording intelligence provided by foreign liaison services 5o that it still
conveys your message while distorting where the information may have derived from: o

" may be the answer.. Agam,ouruuennsnottochangethemeamngortoneofyow,
just ensure that it is done in a way that protects our liaison equities. . We would:

,,ﬁ,atbothofuswouldbcmagmementonthxsmandpmncrwitheachothertoeus,m el

thatyoucanconveywhatcvctyouwmhandwecanenmthatomliaxsoneqmnaare

7 InregmdtoourredachonofthndAgencymfmmauon,wewﬂlsxmplydrgﬂa v

lettcr'ﬁ'om our Director informing the other agencies that we are providing the'.-
mformanontoyom Anoﬂ:ersoluuonmaybetohavetheDNIdmﬁalettatotheUSG‘

Agencm The main pomt is, we can resolve; thls issue without futtber dxscussxon or e

U debate.

: _bydns Any notes that you take in the Reading Room are subject to review by our -
redactors if you want to remove:them. If our building is one stop of several, and you
~ have notes from previous meetings, then: perhaps youcanleavethemmyour velncleor .
take other simple practical measures to avoid commingling your notes. If youaretakmg L
notesrclauvetoxssuesnotpetuncmmﬂusmvxewwh:lemﬂwkmdmgkoom,pedmps o

’ tbesolutxonlsforustommoveallmn-reievantmatmalﬁ-omtheReadingRoomand i
makentavaﬂableatOCAspaoes. _ 7 -
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9. Ithink we are all in agreement on the computer issue. In a nutshell, you will
- have a walled off hard drive on our network. No CIA personnel with the exception IT
- support will have access to the hard drive. The only reason for IT access to the hard
drive is for IT maintenance and support. This includes adding material to your hard drive
for your review. The SSCI retains ownership of anything created on this drive, it is SSCI
property and will be handled accordingly vis-a-vis the FOIA..
10. I think that covers the main issues of our discussion. Please get back to me as

soon as possible. .I'am interested in coming to & resolution, one way or another, as-
quickly as we can. Pl_ease do not send me anything “official” until we can work this out

offline.
Regards
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vt roached becwoen CIA an 8SCI e persrnl egarding ores fo
. .,.messamammmmdmmcmmmdmmm

maoro than'100,000 pages ufm:edscudmmdavdhbhtwm@?amm, ,

impmu.nimmcr. Weloubﬁotwudwmddngwiﬂmncommimwudstin&e '
~completion of your review. - R
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“'S'l‘ . ':"c ,;ml '?’*iall"v igence

(Ua'OUO)Ihavobeonmﬂomedbymy mﬂ‘thamofwlmm 'm

yom'ZGMmth

(UIFOUO)WohavequWMbmﬂntwﬂlmnm
relevant to the Terms of Reference as we are ahle to collect them. 'ﬁmﬂr.webava
wemmmmdammmmmwmmummm
thodatabm ( _ L

mmUO)mmuedMemﬂmwmwhqmdm
and the Ageacy. I am grateful for the oooperation-of your staff in this

(I.!)Anodglndofaﬂskuckbdngmtwmmﬂmmnmd.

ot -'-1 .
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EXHIBITC (¢)

(U)- Standard Operating Procedures for- SSCI Revigiv (author unknown), undated.
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| papoaeof qxeeiﬁcdowmemueondwdngmews indlvndml
+ - dotainecs. _mmmﬂuw«wmmwms“m‘

‘ Secﬂm ml(b)dmemﬁoml MyMoﬂ%?aD USC431(b)).avaihbhm..
L amwwmmmmmmm
mﬁe!eumnicswdx,mming.mdpmmbmy (RetA) L

Uwpndvcdommmmmmmhme ions ﬁles
* identify the names of son-gupervisory CIA officers, lialsmpmm,-otﬂwkdte
Mammmapmmmwm,M
mdmmummmwm :

‘ '4;_Rapouivedowmuuherdmmmemﬁmdinopawmlmuﬂmdo'
g fa’ideuﬁtymenamesofmnwmmoﬂiemﬂmnmorm :
P louuﬂons.orcominaymnmorpwdonymwmbewlnﬂtbietoﬂn
- Committes in the Committee’ sSmHﬁnCmMadeﬂouFadmy

'.”f(SC!E,unlessoﬂummmmde.(RefA)
;S;CIAlbomooguiusﬂwCanmImesmdwmwkmon ‘walled-off
_ ‘-‘_-:netwo:ksbuc-&iveudismmdinpmmuofymw Theicfore, CIA © .
. #ccess to the walled off network share drive will be limited to CIA Information
“'Jlechuologm{nwtsuﬁmudbylbemmmmﬁ’. ClAwould

- like to clarify, however, that ualike the walled-off network share drive; the stand .~
dmmmmuwwmmwmmhmwm ‘

arie ‘yofnd:x.includins.fw
mwwdby

6 Any ts generele mmewwrkm:d'umwdinpaws.swdljjy

ummmmmmmmmmmm» .

~ materials gencrated by the Conumittee staff of Members, are the property of the - - -
: -Canm}ceelndwlnbebpwlbcwngkmsddyfamnfehqing

and ease of reference. - These documents remain congressionsl records in their

Mmmmmommmmmumw )

_ the Committee's review, lies exclusively with the Committee. As,ys_ucb.thwc

;-;musmuammmmemawmm

B
b
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ocumEl

hw ’Ibemmywt
k mmm«W»Mammmmmm&m

:;wrmen uuhmumofmcCanmm 'lbc@Awiﬂmmthemdsto \

Cn mmmﬂamemmamwmmmmmms.u
the Reading Room. (Ref A) - L

8. RMM%WM«WM
* ‘availableiin tthngRoomhumﬂ'mldliketohyuvuhNeinme

Committee SCIF, the Corrmittes, will request redactod versions of those
dommenuwmmdxinwndng. Commitiee staff willnot femove such CIA-
mmammwmcwogm_wm

ﬁwﬁcwdm RefA)

9 CMM:slohquﬂot’tbeopmﬁnmlausnﬂnManglf
+ Members or stalf wish to remove any of the operationsl cables from the Reading
Mmmmmwmmmambymhhmdmwﬂlm"f
bmnwdscymmquﬁmmdm T

| ‘10 ssamm«mmnmmmu

uypmmorinfomdondﬁwuywymgmhmormdmw
,-m.mmfmdppmoﬁdm orfadpmtcﬂ:gwoﬂhalsor‘

" services. ®RAC)

11, hmrwhmg&ekcdmgkmmuymmi Is conts i
“”mmﬁhmmw«mmm; ;
mwwmmwmmmmtam« ¢

m:m:dedworforCIAsmofﬁeComM
redneuononuplmeat. CIA‘smwcfcunniueemefam
mwmuwmwmmmmm(wm

E f_-ulz.ItwlunotbetheCommlm‘sgcnuﬂmbemmmec
: wanmmmgmawmmhmu&mms
oﬂieemaomubaums.(ndq e

mmammwmmwmfmmmmmmamu
umMngwummaMm«cwmmdmchm_

‘ WbMMMwmaAfwaMﬁmmmw No
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mmmauwmmmwdmm md

.. BEOGSSATY, Mm.(xem)

,,ls.nmpztummmmcwmmmmm
o mmmmdmgmﬂmmmmmum;‘
hﬁeﬁmmwssmmmwmwmm o e

JG.‘I&R&&;RMWM&MMMWW!MMMM ;
. govemment busincss days, Monday through Fridsy. . HCmuoemﬂ‘muues
m«wm«mm&mwmmm
xmnmmmmwbn mududmnoﬂacaspaaibk.(ﬂd

mmwmmmwlumquwtcrdmuamfomﬂmm
wﬁmgmmwmmwmmhwdﬁng.mn -

sty
atﬁwkcldinglloom. (RcfA), . ‘
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" OIG stated that these documents were “Executive Privilege” documents. that had been’ umntenuonally

- we reached with you last year was: that the computer systems on whxeh the Comnuttee would be’ workmg 3
- would on]y be accessed by CIA personnel for: purely admmlstratlve, T actlons :CIA’s actxons m

- . Approved for Release: 2023/08/%3 006274838
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. (U/IFOUO) The OIG leamed of sevcml hlstoncal mcxdents related to. RDlNetE j
course. of this.investigation. ‘The‘incidents were:cited: by: multnple mterwewees as demonstmtmg that
‘SSCI users were previously aware of. Agency momtonng of SSCI- activity on RDINet. : B

_ 2. (U/IFOUO) In Janusry 2010, the CIA RDI team removed 874 documents ﬁ’om the vutual '
Readmg Roomandanaddmonal set of 52 documents: on. 11 May 2010. TheCIAstaﬁ'mtemewed bythe _

commgled on the RDlNet with. documents mtended fm pmduetton to the. SSCI When'tt was dtseovered

; documents On OF about lzl ‘May 2010 the RDI team mformed SSCI that documents were: removed ﬁ'om (b)(g)‘ R
. the virtual Reading Room. SSCI stafferzsent an email’ to{

(B)E).

hn 12 May 2010, stating that “Our; understandmg of the. agneement

the SSCI

- removed from the team.

} In Janua.ry2010 ‘the same ‘individual also reported having a camera i the secure.
itv? ut did not provide the camera.for review. The. mdwxdual was: -
on RDINet i in November and December 2010. The matterwss

referred to the CIA- Countenntellxgence Center’s Counﬁeresptonsge Group (CEG), and the employee was e

4. (U/[FOUO) On 6. May 2010 a SSCI smﬁ'er requested from the. Agency the abxhty to. prmt a
sensitive document from the RDINet. The SSCI'staff member attempted to bypass the print restriction by

,pmdueed by the SRT team

CIC. viewed the incident and recommended removing the possibility of SSCI . “*"~
staffers utilizin but because the capability was|
i could not be removed or disabled. The RDI team: discussed ﬂns issue: thh the SSCI staﬂ' and rennnded N
.. them of the need for. secunty ofthe sensmve documeuts T P
b)(3)
(b)(6)
outside of the s seope of the SSCI review. Aecordmg tol (b)(7)(C)

saying he had a document that defined the location of the videos and thnt they wexe from”re “

detainee sites.. The staﬂ'er presented a hardeopy spreadshoet
conﬁnned wtth the SRT analysts that the req

. UNCLASSIFIED//FOUO =
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‘electronic format and the SSCI staffer agreed to’ do s0..
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RDLIT team reviewed \ .ways the SSCI staff could have accessed:the spreadsheet-and: ‘hypothesized that -

there may have been a Google search appliance vulnerabxhty The team dxscovered that the Google .
search applxance was capable of’ searchmg both the SSCI side as well as the RDI team 's side ofthe -
Spartan Gate.database. The results of Google searches showed documents from. both he SSCland -
ncy side INet and included:a link to cached versions of the documents.: When clicked, the -
cache link presentedthe text of the: document in questlon “The RDIIT Team xmplemented a fix fi thxs
vulnembxhty in-April 2013. The CIA requested that the document be destroyed in T :

UNCLASSIFIED//FOUO
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~ The Honorable ‘Eric Holder
Attorney ‘General
... -Department. ‘of: Just;ce
: Washington, B C. 20530

ATTENTION, Mr. ‘Geoxrge Toscas

Deputy Asslstant Attorney General _
National Securlty Division\. '

~Res - Crlmes Referral
.Dear Mr. Attorney General
(U//FOUO) I am- writlng to you pursuant toiSect;

. «of Executive Order 12333 as. amended, and Sections: VI.B; _
cVII A 4, and VIII A of the 1995 Crimes Reportlng Memorandum £

vIntelllgence Communlty pertalning to the reporting of
1nformat10n concernlng federal crlmes (“the MOU?) R

; (U//FOUO)~ The Central Intellxgence Agency (CIA)
information relating to poss;ble violations of .a. spec1f ed
Federal criminal law by one or more 1ndiv1duals not employed by
the CIA. Since the: computer system on which these oss;ble e
fviolatlons occurred contains: highly classified information, T am,; IR
reporting. in accordance ‘the pProcedure: set forth 1n Sectlon EERREEE S S SR

VIII C of the MOU.

(U//FOUO) The followlng lnformatlon provides a reasonab- :
basis to conclude that.a violation of . 18 U.S:C. § 1030(a)(2)(B) e
a specified Federal criminal law; has’ occurred, This - r,( -
information derlves from a. limited security investzgatlon

B that system. ‘ -“firewall" exists between the . portion to which
those non-employees have authorized ‘access and the. portion to
_which the @d ‘not- have authorized access.. There is a seax
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. The Honorable Eric Holder,'

'That search tool had a security vulnerability,'how remedied

*'portionéof ‘the. system to which heor she did not hav ~aut

. a search that: ;appeared intended ‘to’ reach -into part of the
computer system to which the non-employee did not: have'_'-

- individual copied the URL and pasted it . into the ‘browser
‘address bar, the individual .could gain access to the do‘

”employee would have received on the workstation screer

- Approved for Release: 2023/08/23 C06274838 ... ...

© UNCLASSIFIED//FOUO

yst" :

which they‘were not. authorized access.« An incomplete audit; .
indicates that at least one non-employee exploited thatfe
vulnerability to. retrieve a number.of CIA documents

access.

(U//FOUb) The information made available to me indicates
that in the: November 2010 timeframe, -the non-employee conducted

authorized access. . In such a circumstance, the. system: was.
designed to bring up on the workstation screen a ‘page ‘that:
advised the: non-employee ‘was. not:authorized to access. th"‘
document.: This ‘page, . however, had the: ‘security vulnerah it
that has since been - discovered and remedied.~ The: security

vulnerability ‘was that :the page also contained: a‘“URL” th
indicated where the" document was located on the system and~if a

the document

(U//FOUO) ‘The ihfofmatibn made ayailable to:memfﬁtthex

informing him ‘or her. that he or she did was not authorwiedﬂi
access the document. This non—employee ‘copied all. of these

documents into a file ‘or folder on the portion of:the. system to W

‘-.which he or she ‘had anthorized access; -
four other non-employees accessed and printed the

.documents on multiple occasiomns.

_Thereafter, .at least ,~»1'

It is not clear. whether any ofﬁﬁy:-'
these other four non-employees may ‘also have explOited ‘the™ = .. .
security vulnerability._ ’ ~ . :

2

- UNCLASSIFIED/FOUO™
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exploiting’the securlty'vulnerability contained th\
banner.‘_’ e S

: D:Lrector's Review Group for Rend.ition, Detentzon,& and vi’nterrogation
(DRG~RDI) for. DRG-—RDI’s internal discussion purposes -and should. not
be u.sed for any other purpose, nor may it be d.istributed witbout

_ -This d Wcument contains c.!assified infoma t.ion derived
-.Sensitive sources and methods, which may include, but may not .be -
‘limited to, HUMINT, SIGINT,: -dntelligence assets, oth,r Us
Gavernment agenc.ies, and/or foreign governments-and .Zia;son
serv.zces, and must be handled accordingly. This. document also
contains ‘material protected by the attorney-client: and" ‘attorney
werk-product privileges. Furthemore, this document constitutes
deliberative work product, protected by the deliberetive-process
privilege, and is not -a final, conclusive, complete, or :
comprebensive analysis of DRG-RDI or CIA. Rather, it 'was. created .
- .to suit the. .needs of DRG—RDI, in support of J.nfom:ing senior Agency
officers about broad po.licy issues. While every effort was ‘made’ to
ensure’ this document‘s. ‘accuracy,. it may contain inadvertent errors.
For this reason, and because this document.: selectivel 'summerizes,
draws inferences from, or omits- infbrmation ‘from the sources,

cites; ‘it should not be: re.lied upon by persons outside DRG;RDI.

(U//FOUO) At the request of the Director: of the CIA, the
CIA Inspector: General (IG) opened a review into the actions of
CIA employees who discovered the above information. - On. 30 o
,January 2014, representatives of the IG discussed with- the
Criminal Division’s Computer Crimes and Intellectual Property
Section (CCIPS), information concerning. possible violations’ of
Title 18 U.S.C. §§ 1030 and 2511 by CIA employees. On’ﬁg,u
3 February 2014f ‘the CIA IG’s office issued crimes re:
2014-11718.to CCISP based in:part on thbseudichSSiOﬁ i
did not include in his .crime referral any information r‘gard_ng R
the potential criminal violation by the non-employee “gdeferringz

the standard to 1seue a- crlmes report on. the non—empioyees._j‘“j“‘"

_ (U//FOUO) As the Acting General Counsel, that
determination was my responsibility under the MOU.
above, I havetdetermined_there is-a reaeonable:bas

"}noted o
to‘concludej“f

3

”UnctAss&é;gn/Fouo,
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The Honorable Eric Holder;

that a violation‘of 18 U.5.C. § 1030(a)(2) (B), a specified
Federal criminal law, “has occurred.

o Rinrerelu TN L E

4
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Approved for Release: 2023/08/23 C06274838



<+ Approved for Release: 2023/08/23 C06274838 . .

a UNCLASSIF IED/DRAF T :
: ’A'I'I'ORNEY-CLIENT PRIV ILEGED

aﬁ“m* 15?57, .520;112: .

_' The followmg is.an’ outlme, and does not purport to be complete

: "By Jan, 9, 2014 Ihad developed reason to believe that the SSCI staﬂ' pexformm the RDI .
‘review.had obtained unauthorized access to. classified,’ draft, pre-declsxonal pnvﬂeged -
. “documents resident on the Agency “side” of RDI Net. I'was aware of: explicit. adrmssxons .
_*‘from staff that they “knew: somethmg about the: documents (including a comment made L
"~ by:staff: member-t Caroline Krass’ confirmation hearing to the effect thathe - (b))
“have seen [the Agency’s] real response” to the SSCI RDI Study), as well as publxc o (b)7)(c)
- statements by members of the SSCI to the effect that they had seen the documents." i PR
Moreover, I was reminded by my staff that there had once been'a “hole” or breach in the - ' '
~ firewall dmdmg the SSCI side from the CIA side of RDI Net (dlscovered in 2012) At e
~- that tifme, when confronted with a document that should not have been in their * ‘
- - possession, SSCI staff members had assured me that they did not mappropnately access
any other documents on the Agency side. By January 9, my staff had.conducted a check
“of our logs that chronicle documents the Agency had appropriately provided to the SSCI =
and found no SRT documents referenced within them. Asa result, I bad good reason to
,behevethatComnntteestaﬁ's 2012 assumncewasamxsrepresentanon R

B am ulumately responsxble for ensuring the security of RDI'Net system——a CIA owned
“and operated System, located in a CIA facility and subject to CIA regulations; and .
.applicable US laws regardmg classified information—and for maintaining the safety of 3
 sensitive CIA records placed upon it.- As a consequence, I asked IT professxonals thhm
.. the Office of Detainee Affairs (ODA) to determine whether the SRT documients were f
- present on'the SSCI side of the system. In so domg, I carefully considered what was: - .~
. known.to me regardmg the Agency’s historical representations to and agreemems thh
the SSCI concerning the general principle of refraining from accessing the SSCI side of
the system. Those representations included an explicit reservation of authority for
Agency IT officers to access the:SSCI side to address precisely these sorts of situations. I
was aware that. SSCI staff had been briefed on the fact that the Agency would conduct
- security monitoring of the system. I also was aware that Agency IT officers had -
repeatedly utilized this authonty to confirm that documents had been: appropnately s
;placed on the SSCI side of the system, a practice that SSCI had knowledge of and fuﬂy B
and repeatedly consented to. I was mindful that Director Panetta, and others, had. clearly
stated to the SSCI that our respect for their substantive privacy did not mean that we were
abandoning our nght to administrative access or an audit capability to ensure the security
of the system and to protect CIA information, the latter an obligation 1mposed by statute.”
- Asaconsequence, I did not interpret any representation to SSCI as requiring that we tum . 3
ablind eye.to poss1ble vmlatxons of Agency regulanons or federal law. To the contrary gt

! SSCI referred to the documents as. the “Panetta Review,” but the Agency has hlstoncally referred to them
as WCRs' (“weekly case reports™) or SRT (Strateglc Review: Team) documents.. = .. ¢
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e ;my understandmg from my ﬁrst days with the Agency, when I was rovided
. briefings on'the SSCI review process by Agency officers, mcludmg secunty,t
. that ] have an affirmative:obligation to take steps—including of .the 5
o ensure the i mtegnty of that system and to:protect classrﬁed matenals :

: Perhaps mostslmportantly, 1t ‘Wasmy: understandmg of agteemen be
: 'Commxttee and the Agency that restnctlons on; yAgency access: ‘to zthe SSCI

work product, not: ﬁ'om conductmg normal adm1mstrat1ve and secunty-relat:j unctions.:
I ensured that thls pa.rncular adrmmstranve actton would be extremely narro ‘ imitec

exphcltly dxrected thatno. content was to be read, altered moved or cxammed m
fashion. I gave-explicit directions that the officers were to search only for the SRT
documents. “They were not to search for or access any other documents;, nor read or:
review the SRT documents, but simply to determine whether they were present on the

’ c1rcmnscnbed, and should mvolve only the identified documents No other
were to be accessed or revxewed and, again, no substantive review of the:
“was to occur.  That admomtxon was dehvered via e-maxl to RO

On the same dayJ informed me’ that he had dlscussed thxs iss
- Director, and the Director had instructed that we needed to be “completely
documents on the SSCI. s1de of the systcm were actually the SRT documents
colleague
reported that he had looked’ at the first page ofa handful of the documents and conﬁrm
that they were the pnvrleged draft documents in question, the documents SSQI had not-
been authorized to receive. informed me that he did not read any of the (b)(3)
“documents, but merely looked at the front page format of a few.to see if they po yossessed . (b)(6)
- the same waming banner, draft des:gnatnon, format, etc., as the SRT documents Lo ggggg(c)
(b)(6)
(b)(7)

: 'infoﬂned of this. confirmation. -

Late in the afternoon of Jan 10 2014,1 recexved a report of ﬁndmgs fromE‘ P
mdlcatmg that five SSCI staff members had accessed the documents; beginning

of 2010 and concluding in the fall of 2012, about the time the “hole” in the RDI Net
'ﬁrewall had been drscovered The staff members had aceesscd the documents thousands
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of times. Ireported this findingto| | and the DCIA. T advised the Difector of - (D))
the i importance of determining the full facts surrounding this matter before discussing it
with the Committee or the WH, and he directed me to pursue all available options to .. .
determine how the documents came to be on the SSCI side of the System, as a necessary -
predxcate to any ‘broader discussions. I noted for him that I did not run-an mvcsuggnve

orgamzatxon, but that I could ask the ODA team to try and explore: hovg SSCI 1oL Mdfhavc

achieved access to the documents

Saturday aﬁemoon, Jan. 11,1 wok a call at home from the Director, who mformed me
that he had discussed the possible security breach with WH COS. Denis. McDonough; o
The Director reiterated his desire to inform the Hill of the breach as soonas; possible,and - -
emphasized that I was to use whatever means necessary to answer the question of how
the documents arrived on the SSCI side of the system so that his communication with the
Hill could occur. [ viewed those instructions as authorizing me to gathcr the necessary
Agency personnel and components who would normally be involved in such an eﬁ'ort.

He also tasked me to generate a set of draft talking points for that meeting with

Commxttee leadershxp Jcautioned that discussing this matter with the WH, at this stage, ,
was problematic, as it could later be viewed as WH interference in, a potential criminal .
mvestlgatwn He thanked me for my efforts, and reiterated that he wanted answers: as i;;z .
soon as possible.. meamng days, not weeks. s oo e

On the mommg of Jan, 13 2014 after informing elements of Agency leadershlp o’fthé :
: eeting chaired by the EXDIR. Also in attendance was : :
c/eIc D/OPA, D/OCA, and others. (0)(3)

attended briefly. During the meeting I described the events to. date and the :
Director’s instructions. Iindicated that neither I nor ODA had any capablhty to- con luct -

the sort of forensic work necessary to answer the DCIA’s question concerning the .
‘would be able to .

assxgnment mdeed, there were unanimous expressions of support for th proposm, that.
the Agency needed to determine whether the documents had been mtetmonally tak orif
there was some more innocent explanation for their [presence on the SSCI side, prior.to.

dlSCUSSlng the matter with the SSCI. Iadvised that the mattcr should be. placod undg: the

m order to conduct thlS actlwty

Later that evening, the aforementioned group met with the Director to dlSCllSS status of -
efforts to determine the provenance of the documents. Before we could begina
substantxve discussion, the Director expressed irritation that-CIC was mvolvcd inthe.
effort, statmg tbat the “optic” of CIC performing the work was poor. Several

to explain that
but the Director continued to focus on the “optics.” 1 mformed the.. .

Director of my view that the conduct in question could be criminal, and that the .
Agency—-based solely on its current understandmg, that unauthonzed documents exxsted
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. on the SSCI side of the system and had been repeatedly accessed—had an obligation to
answer the question of whether there had been a security violation or a potential violation
of law that should be referred to the Department of Justice. Nevertheless, he ordered a :
“pausc”inthe]  work being conductedby and stated that it was necessary to (b)(3)
consult with the WH on next steps. Moreover, he expressed his intention to discuss the
matter with Committee leadership the next day.

I repeatedly counseled the Director, as well aszand D/OCA, thatitwas . (0)(3)
unwise to ask the WH for direction as to a possible criminal investigation. If the WH (b)(6)
were to order the inquiry stopped, it could constitute an act in furtherance of obstruction

of justice. At the least, it could be interpreted that way by Congressional critics and the

press. Merely consulting with the WH would place the Director in a bad light, making it

appear that he was politicizing a potential criminal matter. I also repeatedly counseled

that informing Committee leadership of the potential breach at this stage would result in

- the potential targets of the investigation—SSCI staff—being informed of the

investigation, and would permit them to “get their story straight” prior to being

interviewed by Agency security officers or law enforcement, a practice that would not be
viewed as appropriate by criminal investigators. I again recommended that the matter be

placed under the auspices of the Office of Security and that D/OS determine next steps,

be they to continue the review or to refer the matter to the Department of Justice. (b))

Following these events, I received an e-mail on AIN ﬁom@praising my ﬁb)(?)(C)

work, and asking me to come see the Director so he could tell me how much he
appreciated my efforts. I attempted to decline, noting that it wasn’t necessary, butz -
insisted.
: ' (b)(3)

At 5:30 on January 16, I was asked to come to the Director’s office. The Director said
he understood I was concerned about events relating to this matter. Referencing the
meeting on the evening of January 13, he said he could come off as “brusque” but that he
hoped he hadn’t offended me. He went on to say this was a difficult matter, but he was
the Director and had to make a decision about the proper way to proceed. He said he
appreciated my advice, fully supported all my actions in this matter, and urged me to be
proactive in coming to him with future concerns—directly if necessary, rather than
through staff. I thanked him for his consideration in bringing me in, but noted that any
discomfort I had concerning this matter was not related to his demeanor at the January 13
meeting, but rather stemmed from a concern that I had not adequately or with sufficient
force conveyed what I perceived as the legal risks inherent in his chosen course of action.

He asked me what he should do going forward and I made three recommendations:
Provide D/OS with written instructions to carry outa review of this matter using all
available means at her disposal, and to arrive at a recommendation “without fear or
favor”; to refrain from further discussions with the WH until such time as the facts were .
known; and to contact FBI to let them know of the potential breach—noting that the facts
are incomplete and that it could turn out to be a matter of little consequence—but to
inform the Bureau of the actions that had been taken and to accept help in conducting the
forensic work if offered. The Director thanked me and noted that these all seemed to be
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good ideas, and that he would pursue them. I again thanked him for his thoughtfulness.
The conversation was cordial throughout.

Addendum re Feinstein letter of January 23, 2014

I share a few thoughts about Sen. Feinstein’s letter—in particular, it’s most important
implicit assertion, that the Agency is not permitted to access the SSCI side of the CIA
system for purposes of security monitoring and to ensure the safety of classified

materials.

That assertion is simply incorrect. Throughout the life of the SSCI review CIA has in
fact performed security monitoring and exerted compliance control over RDI Net,

. including on the SSCI side of the system. The Agency monitors the entire system as it

does all CIA systems, and SSCI awareness of this fact is reflected in the security
warnings and disclaimers that SSCI staffers see as they access their side of the system.
The security briefing provided to SSCI staffers makes it clear that such monitoring /

- | |wasto be expected.

Of course, it must be so. After all, SSCI has never attempted to exert any sort of security
protocols or monitoring over the system. To my knowledge, no SSCI security officer has
ever accessed the system or requested permission to do so. If SSCI is right in claiming
that CIA lacks the authority to maintain security of the system and its compliance with
Agency regulations and applicable law, then we have created a system in which no one
has that responsibility. Even the Director lacks the authority to establish a system for
maintaining extremely sensitive, classified documents and exempt it from all security

monitoring and compliance.

In point of fact, of course, DCIA Panetta did not purport to do so here. While SSCI
asserted the right to complete hegemony over its side of the system, the Agency did not
accept that demand. The Committee cannot establish otherwise by repeatedly citing its
unacknowledged and unapproved assertion of complete control. I am told that like many
issues of contention between the Agency and the Committee (such as the ultimate
ownership of the documents being provided to the SSCI, which the Committee still
claims should be given over for permanent storage on the Hill following conclusion of
the Review) Agency leadership at the time chose to defer “open warfare” over the issue
of security by not making it an explicit provision in letter exchanges between the Agency
and Sen. Feinstein. But at no point did the Agency abdicate its responsibility to maintain
security over the systcm—and my own view is that, in any event, it could not have

lawfully done so.

Finally, and perhaps of greatest significance, the "stand alone" nature of the system was
only important, as the letter from Sen. Feinstein explicitly admits, "because it was
recognized to contain SSCI work product." The preliminary audit conducted in this
instance, which took place because there was a reasonable basis to believe that a violation
of regulation or law had occurred, did not involve the review of any work product. It was
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solely focused on determining whether CIA documents—resident on a CIA owned and
operated system, housed in a CIA facility and entrusted to CIA officers for management
and security--which had not been authorized for passage to the Committee had been
accessed by the SSCI staff. No substance was reviewed, no documents were moved or
altered, and no substantive information was gained.
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