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MEM€3R,¢1NDUM FOR: Executive D11-ecltor 
VIA: ' 

Qeputy Direcper for Plans 1. 

SUBJ§5GT: Review of Agency Use of Cryptenymé 
R£?;»‘}?fRI~L‘N’GIZ: ~ .¥fxecutive Director Memorandum af 

l 

. 19 Nmramber 1963 

1. Reference memorandum mtzcammendl a critical look 
_ 

be taken at the Agency use sf cryptnnyms cable traffic. The reconzmendation proceeds from a premise that A enc con - V 8 Y 1'" 
. munications and physical security have tightened conliderably since the last review of this subject. 

Z. This memorandum is a statement of the GI Stat! views ragardiag the various points railcd in reference memorandum. 
3. The Directo r of C=r>m.municatiuns has stated in substance as follnws: 

Ha. There is no teczhnical security requirement for the use Qf cryptonyms in Agency cable cammunications. 
b. Garbled cables can be degarbled more easily 
if the meaning is not made unclear by the use of cryptonyms, and cryptcmyms do not neces- 
aarily result in a reduction of the Iengthof the zablfi; thus, the clearer the meaning cf the cable, gcnerally the sharter is the processing 
if-1116. 

No exception can he taken to the furegoing statemehts. It is observed from experience, irmwcver 
V 

, that a communications 

a':¥5E£‘+‘T“““‘" 

Excludsd from autumm 
duwngrmiingtand

i 
_ 

§F_' deciassiiicainn 

» 
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system which is secure today may not be co twenty years from 
today,‘ and that the use of cryptonyms is a form of insurance against "future contingencies, 

4. Reference queries " where we must use cryptonyms for security reasons and where we can eliminate cryptonyme with no sacrifice oi security ‘. A replv is snccinctlsgprovided in 

I 

Such use, however, is not 
, a. guarantee of security and does not obviate the need for 
additional security measures. Cable security does not term- 

. mate with the transmission of the massage. The information containecl in the document requires constant protection and the presence of codes in the document is one way of providing a measure of security.
. 

5. Recent study and observation in the C I Staff indicates 
that there is not an Toveruse of cryptonyms where there is no longer-a_ valid security reason for doing so '. We have noted, however, an occasional misuse of cryptonyms in that a ’ 

cryptonyrn will be used and thatcryptonym will be compromised in the text of the same cable, e. g.: 

_ 

a. Use of cryptonyms in the summarization 
of an identified newspaper article. 
b. Use of cryptonyms for Ambassadors, Prime 
Ministers, domestic or foreign organizations 
in reporting their activities, when the activity has been publicized or serves in and of itself 
to identify the performer. Q 

Correction of such errors is a matte?" of training and discipline for individuals, rather than the abandonment of the security ob- tained through the use of cryptonyms. 
6. As to the slow-down in the administrative process occasioned by the use of cryptonyms in cables, it has been determined that Area Division Officers, and CS Staff Officers O

2 
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who take and com-dinate acticn on operational cables. are knowledgeable of the meaning cf each cryptonym. The Cablc Sccratariat 'breaka out ‘ the cryptonyma for tha DC-I, 1396!, 
zfacx, xa, Z3!)/P, and ADE}! P. Beyond that point it is believed 
thaiz thc security of the message, avan within the Headquarters 
builéing, takes precedence over tha necessity for prim-ity 

_ 

cciiateral administrative processing. In exceptional aituaticns the ‘break out“ by Cable Secretariat can he cxtcnded. 
1 7. Operations oiiicera in the field nations are fully knowledgeable of the moaning ai the cryptonymé with which they deal. Though phyaicai security may “have tightened 
ccnsidax-ably since the last review“, it was established in a security acminar, which wok place in Headquarters in Novem- ber 1965, that phyaica! accurity in the field is considerably Iesa than ricwsirable fcr Q variety cf reaaanc. The complexities of secuxity in the field require ccnntant review. Classified documents maintained in field. stationc must have the prctection ubtained thrcugh the use cf cryptcmyma. The matter of building local hires, char people, and penctrable safe: equip- meat, is it cczxtinuing probiem. »

‘ 

8. Possibly the most significant iactcr to be considered in the cxaminaticn of this issue is that the Claadastine services -Reccrcis Committee in 1963 took action to incorporate cable
1 traificinto the WALNUT aystem in the ficlxi, in order to reduce the volume of reccrda maintained in the field and ta pruvidc {or easy destruction in the event of emergency. Cables: are micro~ filmed and placed on aperture cards at Hcad uarters and ouchcd taQ 11' the field. ‘Pouch security procedures require the sterilization bf the material contained on the aperture cards. Thus, any ccansideraticn of an reduction. in the use of cryptonyma becomes moot in terms of controlling; decisions alréafiy reached. 

9. Ii we assume for thc mcment, far the sake of discussion . I that there is in fact an mcasaive use of cryptonyms, pscudc- nyms, and icicntity cables, we are immediately confronted with the point of how to correct the situation. Accepting the premise that we will not discontinue the use of code designations, the queation of what_con§stitutes ‘excessive use" becomes a matter

3 

-. 1 
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of interpretation in each. individual cable. ‘Correction can come 
about only through the creation of an awareness oi the problem. 
on the part of those employees preparing and releaain cables. 

(b)(3 Such-action was taken in 1957 through the issuance We would ooncur in the re-issuance of a similar notice at the present time. ‘ 

11. As to the compromise of cryptonyma, it has been determined that compromised cryptonyms relating to agents and operations are promptly replaced by operational components. The possible exception exists in the case of oryptonyms reiating 
to the Agency and certain of its components, and to other U. S. and foreign government agencies. For example, by strict interpretation it can be accepted that KUBARK, omcm, and 
several others _readi1y in mind, have been compromised in many ways over a period of years. They are in such constant 
use, however, that if they were changed. the new cryptooym would beeome similarly poiluted in a very short time. Why than continue the use of such cryptonyms '2 Only because their 

(b)(1) 
(b)(3)

\ 

13. In conclusion the CI Staff recommends that this 
general issue is not one calling for specific correction in the

4
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Director of Cmmunicatione: ' 
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- cf Use pf Cfyptcnyxcs 

» :7 Actiozi Iylemorandzzfiahflo; 315 

~ : 1. * Having reviewed the refe:t'_ence,' I wish "tdmake cbzmnents 
fI‘OmA'|I-he-’SAt£1.I1fi.}_7Oinii_ of the Uffice of Commmicationsz 

<4 2.. 
' Since CIA cable communicaticrm are encipherefi in A' 

category A c1'ypto'gra:phic' systems, thereexists no technical ' 

ccmnmnicetion security requirement _iE'br the use of cryptcnyms 1 in CIA cable co1innunice.tions'. ' '

' 

,4 11.‘. It '13 a feet that‘ 1-.135 clearer the meariilng of 9. '..-_ca.ble, ger1eraJ_ly‘the shcrter is the processing time-. The 
4 reason forfthie is twofoid. First, cables which are 

. mutilated. in transzniseion are more easily anal quickly 
- degarbled when the clear meaning 0:3‘ the text is apparent. ‘ 

Secpnd,,fbhe~ apparent refiuction in cable length which the ' 

. -use pf cxwptonyms affords is often ncgatecl by the requirement 
_

" tq repeat lseldnm used or unusual wares. '

- 

_ 2. Recegzzizing ‘that there are many other f’ac4F;ors'.which heir ' 

_. Avon the decision $10 employ.cr'yjptonyms in CIA ce.‘nl~'communicc.t:1ons - 2 » 

_’ I amforvarding the foregoing; i‘or.consi<1cra:t;ion in your review ' -'01? the subjectp I ' 
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I r »~ 
R . emarks. 

1 6,5’ 
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1‘ 
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I1: 1 to 2 ' I 

I)!‘/Y}. 
.\ 

Bob' 

coordinate with you. I will be interested in being 

briefed orally and informally on the outcome . 

_ coucunnsucs _/A ,1 I, ronmAT|p»/
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. .;'7/"" 
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/=_,: / 
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i T M _ Ahévgfiw 
b '3 CI Staff has action here. I assume they will ( M ) 
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Acfion Memorandum No. _l35;__. 
~ Date _ 

Z9-November 1963 

T0 = 
> 
Chief, Gaunter Iisteliigenge $t.a,£f ‘ 

: Directnr/Flam 
Y

= 

_ 

SUBJECT '= Raviéw 9f Agency Use of C:-ypt<>x.ivm¢ 
REFERENCE: A 

. 
- 

; .. 

- ’» I . I believe the iaime is appropriate to take a new mak at 
ea:-tain aspects “of ougr use of crypzonyma izi cable traffic. Ciur com» 
munications and phyekzai seciarity have tighteneei cemsiéerably since 
€1_:e lag: review, These points, in particuliaz-, ahcmlé be consiéerefi: 

a.. £3» we ovaruags eryptényms where there is no longer a. 
A 

valid‘ seeuriiy ’r1e;a'sun' fiat éioizig an‘? Even thaugh the use o£ cryptonyms 
Q <aoma»ti:rnes simplifias the érafting of cablfié for oificera familiar Wiih 

a fixed sec ¢:£ cryptonyms, they generally’ maize; thgir reading much 
slower, espeeialiy by aaniar officers A-who cannot be iamiiiar with all 
the_]c'ry;>t0nyzz1a. I wzmlé like ‘ax: knaw where we must we-e cryptenyms 

- ior security masons and whege we ¢a-n aiiminate cryptonyima with no 
sacriiiceahi security. I recognize theirs will be certain grey areas. 

7b.‘ It is my understandizig thax a. great many cryptonyms 
now in use have ‘been comprcmaised at least once and shauki be changeri 
as‘ ziiroppaé. I 

’ 

. 

V 

' 
~ 

‘ 
' 

.
> 

. c. A good manyof aux cryptonyms cleaigmating ether Govern- 
" 

. ment agencies Q2 -their compmaents have eonnatationa which coaid oifanii 
~ imiivic3.ua.1a frcm than agencies i£ inadvertently seen. (EEENVY and 

just two examplas. iaithauglx cryptonyma should never be 
seen or ears} excciat by Agency giaraannel, ~ the fact af the matter is that 

Z©~%©> 

ZcUZ>wo2mZ 

they mt infraguently are; Thereibre,‘ cryptonyms dnsignating ‘U. " (b)(3) 

Government agencies in friendly serviqea shauld have -no impiieci; 
_ 

meaning. . 

' ' "

’ 
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. é. - We should also cansicéer thé {act mat Agency azables with 
‘cryptonyms gate Agency components whezfe they are hansileci by personnel 
whfl are not disciplineni in _;

» 

~ 3;-f" §§’1ea.se left 25:16 have by 2 i3‘e¢$rn'%¢g1: yeurmzaconwxnendations for 
reflewing; 0"-.22 cvxygtanym procedure; I xvonlti like your a>p-inion on what 
speciiic correciiens and changes should be xnade befare any actual work.- 
i5begu.n;. - ~ 
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