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-- The DCI zcticns 2lso encompass. sgecific detailed
changes uncderway in the CDirectcrate cf Operatieans, including
estazlishing new cfiicer ewvaluaticn bcarxds, inmstisusine a
system oI emplioyee svaluatiecn of their supervisers,
cverhalling the DC trazining program, and crealting
perfornance standard ftezms to assess all DO opexzticns.
The attached does not exhaust the list of staps the-
Director will ke implementing iz the future. The DCI lcoks
ferward to working with the Cengress, and with the - ‘
cmmission cn the Roles and Capabilities of the US :
& changes

Intel ligence Community te continue to make the
to ensure an effective

necessary
tae b htu- =28

tzachment

-

el

intelligence structure for

- Ld :
Kent M. Earrington
. - . e > - -
Director of Public Affzirs
.
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Couvnteximsellicernca, Secuxrity and Manageze=t .
ity : e Respense €& tre Anes Case

¥
|

- Date - dstien

1. Feb 21, 1s8%4. 2lZ8x»ich Ames i3 arreszed by ths F3I.
2. Mareh 2-10, 1554. The DCL aomouncas the follcowing
. steps in tesiimeny kelfcre EPSCI and
S8CI:

. - grlering man
ccunterintelligence
CIA employe=2s.

- establishing a _
counterintaellicence koard to ensure

- - , effective cooxdinaticn of o
| ' o o ‘ counterintelligence investications

I
o
j .
3
I
th
P.
s
g .
0
'-.-
o~
‘—J

- strengthenin
invastigations.

- improvicg the moniteoring of
emolecyes Sorelcn travsl.

-
é =y secuzricy

educing access tO our mest

-
sensitive information, especially
agent identitlies.

-~ criering & reassessment of
cemputer sscurdty o .include
examining &cgass te ta, protagticn
cf infermaticon, and improved
zuditing ©o discover unauthorized
activicy. ‘

3. Mazgh 10, 1854, The OCI amncuncss & direc:ive to all
CTA @fficsrs on manscement 5
aceounzacility, speciiying thelr
rzsponsibilities: cverall employes
perfcrmance; prevision of Ci’ﬁsellﬂg.
wnen neaded; and referrel of any
suitability and security cemgerns ¢
che Cffics of Sscurxity &ndé ths
Counscerintelligence Center.

P LE40D KO0 ZRIErTSNOISSINONGD WMEZEiSZ E. PG ACH
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4. Mazrch 13, 1854, ”na DCI anrauﬁces that all ,
promosions, awards, and assignments
- for officers whe either supervissd
Lmes or cversaw the ,
counterintelligence invesgtigation
‘are suspenaed Dend-ng the InspectoT
Cene: a"s anest;c&:lon.

5., March 1S, 19%4. The ak gest fies kefcre the Cefense
o : Sudcomm;tteﬂ of the House
Arpropré ens Ceommittee cnn
: managenent acticns regardlnc the
Ames case. '

6. Mareh 15, 1994, The DCI dirscts the reexamination of
' any inconclusive pclygraph cases in -
light of the Ames experience. The
DCI also directs objective testing
- involving FBI and NSA polygraphexs
to determine whether institutional
‘blas 1s a factor in CIA Dolygrapn
.procegures. .

7. Marxrch 17, 18%4. The DCI publicly annsunces trat ke
has commissioned three indeperndent
inguiries into the Ames case: an
examination of security and
counterintelligence policy by tae
Joint DoD~Iutellzgence Community
Sequrity Commission; a CIA Inspector -
General's investigation; and a
‘damage assessment.

8. March 22, 1994. The DCI testifies before the House
: . Foreign Affairs Committee on his
management actions regarding t:he
- Ames case.

9. april 4, 15%4. . Tbe DCI directs the reduction of
' erployse access to semsitive
information. The Directorates take
Steps to ex thance compartmen wtaticn.
They are reguired to report progress
cua*terWy te CIA's Exaecutive .
Committ

10. April 28, 1594. = The DCI signs & written directive o
' all CIA managers, sgelling out the
*equzremen.s of ranagement : '

accountability, :

{4
-4

. May 3-4, 1994; " The DCI testifies before the Senzie
° and Eouse intelligence committees on
legwslablve pvop05¢75 to improve
‘cotunterintelligence, He rezueja:cs
- the impbrta“ce cf leg‘c‘:tlo“ in

et A

VeSTa=w
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May 3, 1534.

J'i;ly i,

-Tul}’ 15,

July 13,

1954.

1954.

1584.

0931

H.REPUB.POL. COM.

the a*ea of employee f inances, the
need for greater menagement
acéountarbility and heightened
counterinktelligence awarasness and
traiaing. : :

The Praesicdent signs a ?res'ce“ylal
Decision Dlrectwve to restructure

eounterxintelligence policy. . FDD 24

creates a National
Ceunterintelligence Center under a
senjor ¥FBI officer.  Another senior
FBI officer is assicned to head the
Counterespionage Group within CIa's:
Counterintelligence Center. Senior
CIA officers are assigned to serve
in the F3I's National Security

- Division.

June 3-4, 1994.

At CIA's semi-annual Senior Managers

Conference, the LCI reinfoxces the
importance of management
accountability and - = . _
counterintelligence as critlca1 ko
the Agency's missicn.

New Inférmation SECU'I;Y Center
begins operations to integrate
software development and conmputer
security in o*der ts establﬂsh .
Agency-wide security standards. The
center and its charser respend to
the recomnendation of the Security

- and Courterzntnlllgence Pol*cy

panel.

The Joint Security Commission issues.

report on Security and -
Counterintelligenca Policy. DCI
briefs conclusiens to Congressional
Oversight committees.

In a speech at the Centex for

Stra egic and International Studies
in Washingtoz, the DCI anncunges the
fellowing: fundamental reassessment
of the entire structure and
operations of the Directorate of
Operaticns, te include strengtheéned
personnel management and
counterintelligence. EHe &lso
anncunces plans to establish naw
Office ¢f Personnel Security and
overhaul of computer security. In

~additicn, hﬁe DCI anngunces cverhau

and reductions in the Directorates
of Zntelligence, Science ané

Goos 011
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ecnnglegy and Adminiscratiecn a3
- - T : - ~ -
well as calls for funmdamentzl
) 2. :
chenzes in CIA culture.

17. gust 5, 128354, CIA's Exscutive Committees takes .
furtherx steps to str ngth managenens
gccountanility andé security.

~-~establiishes new, detailsd

rarnagement accountability
guidelinas;

--agproves enhanced p*oce:u*es
. £ecx firancial investigaticn of
employess and, new LinanCLal
éisclosure reguirements in the

periodic employee reinvestigaticns;

=-pandates that the Fuman.
Resouxrces Review Group lntnC“ate
employee security and
counterintelligence pexformance: as
part ¢f annual persomnel-
evaluvations;

--approves random package
searches at CIa;

The acticns respond Lo the July 13
recommendations cf the Security
Cormission,

18. August 18, 1584,  Financial investigative unit,. sizted

[4
to becsme part cf the naw office cf
Personnel-Security, begins act

19. Auvgust 23, 19%4. Senior FBI official takes over
Counterespionage @Greoup at CIA's
Counterintelligence Center.

1ing for Personmel Assessment
egins, zn:ludzrg c*azui”g of

20.. Septether 1, 1554.

o =

e iz for manmacers in reporxting
- . -

e 0w
R )
]
rr fT

ues 2f employee suitability.
" - hY
2L, ESept 1T7-18, 15%4. D20 oxders changes iz manzgasment &na
. ’ - ~vi® s
- perscnnal inm the DO ag a result ¢
° - RPN : - )
recemmandations of internzl T2sk
F4
toIges
) : 4 73 .
, - -
+22, Septexmber 27, 19%4. CIA's Inspector Ceneral I1ssuses oiis
: P - [
report of 'investigaticn on tte
- . -
2l3xica Ames cass.
3 - ms [ o -]

23. Septembex 28, 1tf4, The DCI announcegs aAlg aclicns dasec
cn the Inspectcy Gensral's rCepcri.
Ee nighlights:

PR . . __; [N _—vu i i e ——— e e m ~ o )
e VDU STITLK NS '::E}:‘SNC: WeZZ ST v5, v AON
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24. Sept 28-29, 1394.

25. Septewmber 30, 1554.

26, Qctober 1, 19554.

TTO

H.KEPUB. PUL. COM.

--systemic failures at CIa,
including inattenticn to personnel

proeblems, inadequate resources

devoted to counterintelligsnce;

~--establishes pcsition of
pecial assistant fer
coqntszlntelllgence and secu*l;y te.

‘oversee 2ll agpects of reform and
reporting directly to DCI.

==anicunces that all CIa
employees in consideration for
prometion teo senier ranks must
undergo t*a*n*“g in details of Ames
case; _ '

=-announces . that Qffice of
Pergonnel Security will begln
ope*acicns on Qctober 1;

~-—announces that 11 serv;dg

and retired CIA officers are .

rebrlranded . Seriocus reprimands,
rantameunt to dismissals, are issued
to three retired and cne serving
officer =zbout t¢o retire. All
officer barred from further
relations with CIA.

-~gndorses IG recommendation
for a review of polygrapher '
Qualifications, workload, and
evaluation standards. Directs
strengthening of the specislist
track among polygraphers.

DCI testifies before House and
Senate intelligence coemmlttees
regaxding his actions.

Senior CIA ¢fficers ccnplete
mandatory counterintelligence
training. Trainlng procrams fer all
erployees begin in the four CT ia

‘directorates. ImpWementaticn

responds to the July 1° ‘
reconmendations ¢f the Socu“;uy
Ccmn;ss*oh. .

The new Office of Parsonnel Security
(0P8) is formed, merging personnel,
medical and security functioens.
Gulaé’lnes delineating 023 and
anagers’ respons;b¢lﬁt’es fox

_ove*se ing secu*1¥y and suitability

of employess in procass of drafting

.LdLJC:: €20 S¥IELdS xv.\'OISSEE“NOD W= 'PE S8 VS, P2 AON
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: 27.

vt

28.

29.

m
.

October 1, 1954.

MLl Lo L. LVuUY,

-and ceordination. OES to c ange
cche ¢i employee reinvestigations,
including polygraph, and to ensure
COC’dlnaulO between backgzound
investigations and polygraphs. -
Feinvestigations ¢an now occur
within a 2-5 year period:; those in
more sens4tive posit'ors can excecrt
-more frequent zrei nvestlga:icrs.
recedures also are established oo
coorclnace OPS and CIC efforts.

As yecommended by the. Security

Commissicn, the counterintelligence

functions of the former Qffice of

Security are passed to the CIA's

»  Counterintelligence Center, creating
2 single focal po-"t for cocperatlon

w*th the F3I.

October 5,. 1954. The DCI establishes -an Executive

Octobexr §-§,

Management Panel, cemposed cf former
Secretary of Defense Carlucci,
former Director of Qffice cf
Perscnnel Management Newman, ané CNO
Admiral Mike Boorda to review CIA's
rersonnel management system.

19%4. The DCI testifies before the House
: and Senate Intelligence Committees,
aédressing changes in DO. DCI
announces new personnel policiss,

includéing requirement that
advancement inte senlor ranks will
require assignments cutside home

. directorate. Ee also annouaces
‘establishment of partnership between.
Intelligence and Operatiens
directorazes d651gned to produce
more timely and relevant products.
Specificelly for the Operations
Diracterate, the DCI stipulates
that;

-=first prierity in evaluating
-DO manacers is secu*ity of their
cperations. Their performance will
be facter in next round of
premoticns, set fox late 1885;

-~counterintelligence survey
teams will be expanded, covering
mcre operations more frequently;

Hor

‘ LD 290 SHIHJ- ld\:IES_-:a“NOJ WavBiS2 P60 92 AON
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=-~paricrmance stancda
will be established t¢ repert
3C7.kltr assessment cf overall
perfdéimance of COC cperatiens:

-ves“aoi Ishment o€ evalvation
beards on January 1, 1995 &5 pilet
pregram to assess suitability and
career advancement;

'-~al’ o c:fice*s will file
evaluation reports on immediate
superiors. Upward evaluation system
will be in place by March 31, 1995;

~-addéitional man -agement and
counterintelligence training will ke
requixed for all Do personnel;

--all p051glo“s in the DO will
be *easeessed ‘

- ~=-a s*ecza’;st *ack for
premotion will be established.

Octcker 13, 1554. - The DCI testifies before tke Senate

- Intelligence Committee, providin
further infermeation cn restructuiring
and reform. As a fcllow-up: ~

--only the top third of the
C0's officers will be eligible fcor -
counterintelligence assignments, :
which will e crzt;cal to furtne*
career advancement

~-new criteria for evaluating
z2il DO operations will be set by
Neovember 30; :

=-permanent co"ﬁ:erlntellw-‘
Sence su*vev team to e established
and fully staffed in CIA's
Counterintelligence Center by
Neovenber 30;

--periormance standards teams
to be asserkled by J v 1885;

~gomprehensive training
Strategy including greatex emphasis
n counterintelligence to be
tzblished by Januaxy 1, 18§85, an
to . Yo eveluated guart rly throughout
1998, . :

(BN iatel ‘-,.h *~:f_; S - - 1—— I
L2830 B30 TEITAITTIENGIESINONDD

e ?3( 93 Anf\
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H.REPLUB. POL.Coy,

~-zeams charged wich
evalucting all OC pesiticns to >
essembled by January 18%%.

--specialist tragks for career
gdveancement. to be established by
Januvary 1665,

-~ -

. The Qffice of Pe*s:;;al Security
-

commerds ‘enhancements in persen inel
security. eva’uatlcns, *ncluc*ng use
of rzndem polygrapn examizations:
streamlined 11ve:t:gat*c“..
particularly for those who may ke
mest vilnerable te comprcm_se.
integration of informaticn to ensure
a wh ole parson perspactive in
assessing e“ployee s suitability ang
security; non*tcrzng of foreign
travel; policy on marriage of CIA

employees to forelign nationals. The

actions respond to the July 135

recommendations of the Sscurity and

Ccurterlnhellzce:ce Po’;cy study.

At the semiannuzl Senior Fanagnrs
Conferance, senior oificers review
the Ames case, actions tzken, and
the applicadbilicy cf its lesscms
toroughout CIA. :

R Oy T Tommu A e
-G T ,y;v__vlku__-_uu\vv HaSe:
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