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(b)(3)

From: | | (b)(3)
Sent: TJuesday, June 24, 2014 7:55 AM
To: | | (b)(3)
cc: | (b)(3)
Subject: RE: FOIA-ERR -| Attack (b)3)
Signed By: | H (0)(3)
Clagssification:

(b)(1)

(b)(3)

O | o

Our web developer informed us yesterday that the website outage was due to errorin the code and not an attack

against the site, (b)(1 )
(b)(3)

In regards to the use of we are workin% and we plan (b)(3)
to start this process in the next couple weeks.

Thank you.

(b)(3)

IMS/RMTG] | (b)(3)
PM ' (b)(3
(b)(3)
From:| I o T T - 0)(3)
Sent: Tuesday, June 24, 2014 7:54 AM
Tor | (b)(3)
Cc: - ‘ (bY(3)
Subject: RE: FOTA-ERR - Attack (b)(3)
Classification: SECRELLAIGRORN-—
(b)(1)
(b)(3)
(b)(3)
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Thank you for keeping us in the loop on the issues found on the foia.cia.gov site. As a recap, you informedDia a (b)(3)
phone conversation that the issue was not due to an attack against the web page, but in fact an error in the coding that

has since been resolved. Please let me know if this is not accurate.

(b)(1)
(b)(3)
Please do not hesitate to contacDNith any other concerns you may have. We are happy to assist. (b)(3)
Regards,
(b)(3)
From:| - ] (b)(3)
Sent: Monday, June 23, 2014 8:43 AM
Toi (b)(3)
Ce: \ h\(3
Subject: RE: FOIA-ERK - Attack (b)(3)
Classification: WNGtASSIFEOTFOUD
Hello (b)(3)
Thank you for your emaitz We look forward to receiving those logs. (b)(3)
[ ] (b)(3)
| -06/23/2014 07:59:11 AM-—Classification: dHeAS SIS EOUEQLIO (b)(3)
Fon | \ (b))
(b)(3)
(b)(3)

Dale: 06/23/2014 07:59
Subyect: RE: FOIA-ERR Atlack

Classification: SRNCEfiETRiRre-Fome-
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Per our phone conversation, | will provide you with the logs once our developer returns on 30 June. Thank you.

IMS/RMTG)] |
PM| (CREST) & FOIA Electronic Reading Room (ERR}

From:
Sent: Sunday, June 22, 2014 11:04 PM
To: |

Cc:
Subject: Re: FOIA-ERR - Attack

Classification ~HNGEASSH+ERFFOHE—

L

Thank you for contacting | if possible, we would like to get copies of the logs from the attack, if they can be obtained
i| | have opened a security incident for this event EThere may be further information that is
require

; iF 50, we will let you know.

If you have any further questions, please feel free to contact‘ ‘

V/R,

~-06/20/2014 11:29:36 AM---Classilication: UNCLASSIFIED

From: ‘ ‘
Tui
Ceq

ey OW20r2oTd 117
Subject: FOIA-ERR ﬁmm

Classification: UNCLASSIFIED

Hetlo,

As you are aware, the FOIA.CIA.GOV site has been hit earlier in the month by Denial of Service attacks.

This note is to inform you that the FOIA.CIA.GOV site has been attacked‘ ’ast night, Thursday {June 19"),
around 9:30pm. The attack did take down the site. When you go to the site the only thing that you see is a page of unrecognizable
text. The site is completely unavaitable,

\ We are working with:| our current hosting company,
to restore the site to a previous version. So far, we have attempted to restore the server to two different snapshots from June, with

3
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complete restarts of the server each time. Neither attempt was successful. Qur next steps are to move farther back in time to May

to see if we can restore to that paint in time. The issue has been raised| (b)(3)
Pleaselet|  loriknow if you need further information. (b)(3)
Thank you.

[ (b)(3)

e — )3
PM (CREST) & FOIA Electronic Reading Room {ERR) (b)(3

| | | (b)(3)

Clasgification: UNCLASSIFIED

Classification mbiioi=ASSH~ERr oo

Classification: SECREpeleReRi—
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